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What It Does

Ubiquitous access is one of the main characteristics of the Internet. Users are doing so using various devices
such as mobile phones, tablets, laptops and desktops. If we talk about the Web Resources protected by CA
Single Sign-On, then a user can have multiple active Single-Sign On sessions in the system through these devices.

This Packaged Work Product extends CA Single Sign-On’s capabilities by providing a user session monitoring
interface for both the end user and administrators.

For users, it provides the capability to view their current active sessions from different IP addresses. It also
provides the capability of remotely terminating the session for a selected IP address.

For administrators, it provides the capability to view users’ current active sessions from different IP addresses
and the capability of remotely terminating a session for a selected IP address or for a selected user DN.

Benefits That Deliver Value

= J2EE based user interface for user session monitoring

=  Two independent user session monitoring views — user view and administrator view

= The user view provides active session view and session termination (scoped for the logged in user).

= The administrator view provides session view, session termination of users and multiple user lockout in one
action.

How It Works

The Packaged Work Product is a web application that will be configured to be protected by CA Single Sign-On.
The application will expect the CA Single Sign-On header to determine the Session Monitor View [user view or
administrator view]. As this application can only handle persistent CA Single Sign-On sessions, the Session Store
component is a mandatory configuration for its functioning.

Technical Prerequisites

A list of technical prerequisites for this packaged work product can be found in CA Support online. This is a
central repository that will help you identify CA Technologies product compatibility with operating systems,
other third-party software products, as well as with certification standards and regulations. Contact your CA
Services representative for further assistance with purchasing this component.
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