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Never before in the history of human kind have people across the world been subjected to 
extortion on a massive scale as they are today. In recent years, personal use of computers 
and the internet has exploded and, along with this massive growth, cybercriminals have 
emerged to feed off this burgeoning market, targeting innocent users with a wide range 
of malware. The vast majority of these threats are aimed at directly or indirectly making 
money from the victims. Today, ransomware has emerged as one of the most troublesome 
malware categories of our time.

There are two basic types of ransomware in circulation. The most common type today is 
crypto ransomware, which aims to encrypt personal data and files. The other, known as 
locker ransomware, is designed to lock the computer, preventing victims from using it. 
In this research, we will take a look at how the ransomware types work, not just from a 
technological point of view but also from a psychological viewpoint. We will also look at how 
these threats evolved, what factors are at play to make ransomware the major problem that 
it is today, and where ransomware is likely to surface next.

OVERVIEW



Despite having 
similar objectives, 
the approaches 
taken by each type 
of ransomware are 
quite different.

TYPES OF RANSOMWARE
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Key information
•	 The first wave of modern ransomware started in 2005 with Trojan.Gpcoder.
•	 Ransomware is designed for direct revenue generation. The four most prevalent direct revenue-generating 

risks include misleading apps, fake antivirus scams, locker ransomware, and crypto ransomware.
•	 Direct revenue-generating malware went through four major pivot points in the past decade. Each pivot point 

indicates a shift from one type of malware to another, ultimately leading to ransomware.
•	 The top six countries impacted by all types of ransomware in 2015 are the United States, Japan, United 

Kingdom, Italy, Germany, and Russia.
•	 The average ransom amount is US$300. The favored payment method for locker ransomware is payment 

vouchers and for crypto ransomware, it’s bitcoins.
•	 In the past 12 months, 64 percent of binary-file-based ransomware detected have been crypto ransomware 

while binary-based locker ransomware made up the remaining 36 percent.
•	 Between 2013 and 2014, there was a 250 percent increase in new crypto ransomware families on the threat 

landscape.
•	 Cybercriminals behind ransomware are constantly innovating. With more connected devices around, we can 

expect to see ransomware appear in new device categories where they were never seen before. 
•	 In our research, we have demonstrated ransomware operating on a smartwatch but so far, we have not seen 

any ransomware in the wild specifically designed to target smartwatches.

Types of ransomware

There are two main forms of ransomware in circulation today:

•	 Locker ransomware 
(computer locker): 
Denies access to the 
computer or device 

•	 Crypto ransomware 
(data locker): Prevents 
access to files or data. 
Crypto ransomware 
doesn’t necessarily 
have to use encryption 
to stop users from 
accessing their data, 
but the vast majority of 
it does.

Both types of 
ransomware are aimed 
squarely at our digital 
lifestyle. They are 
designed to deny us 
access to something we 
want or need and offer to 
return what is rightfully 
ours on payment of a 
ransom. Despite having 
similar objectives, the 
approaches taken by 
each type of ransomware 
are quite different.  Figure 1. Two main types of ransomware are locker ransomware and crypto ransomware

https://www.symantec.com/security_response/writeup.jsp?docid=2005-052215-5723-99
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Locker ransomware (Computer locker)
Locker ransomware is designed to deny access to computing resources. This typically takes the form of locking 
the computer’s or device’s user interface and then asking the user to pay a fee in order to restore access to it. 
Locked computers will often be left with limited capabilities, such as only allowing the user to interact with 
the ransomware and pay the ransom. This means access to the mouse might be disabled and the keyboard 
functionality might be limited to numeric keys, allowing the victim to only type numbers to indicate the payment 
code.

Locker ransomware is 
typically only designed 
to prevent access to 
the computer interface, 
largely leaving the 
underlying system and 
files untouched. This 
means that the malware 
could potentially be 
removed to restore a 
computer to something 
close to its original 
state. This makes 
locker ransomware less 
effective at extracting 
ransom payments 
compared with its more 
destructive relative 
crypto ransomware. Tech-
savvy victims are often 
able to restore access 
using various tools and 
techniques offered by 
security vendors such as 
Symantec.

Because locker ransomware can usually be removed cleanly, it tends to be the type of ransomware that goes 
to great lengths to incorporate social-engineering techniques to pressure victims into paying. This type of 
ransomware often masquerades as law enforcement authorities and claims to issue fines to users for alleged 
online indiscretions or criminal activities.

Locker ransomware can particularly be effective on devices that have limited options for users to interact with. 
This is a potential problem area considering the recent boom in wearable devices and the Internet of Things 
(IoT), where millions of connected devices could potentially be at risk from this type of ransomware. 

Crypto ransomware (Data locker)
This type of ransomware is designed to find and encrypt valuable data stored on the computer, making the data 
useless unless the user obtains the decryption key. As people’s lives become increasingly digital, they are storing 
more important data on their personal computers and devices. 

Many users are not aware of the need to create backups to guard against hard disk failures or the loss or theft of 
the computer, let alone a possible crypto ransomware attack. This could be because users don’t have the know-
how or don’t realize the value of the data until it is lost. Setting up an effective backup process requires some 
work and discipline, so it’s not an attractive proposition for the average user. 

Crypto ransomware targets these weaknesses in the typical user’s security posture for extortion purposes. The 

Figure 2. A selection of law enforcement-themed demand notifications seen in 
locker ransomware
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creators of crypto ransomware know that data stored on personal computers is likely to be important to users. 
For example, the data could include things like memories of loved ones, a college project due for submission, or 
perhaps a financial report for work. The ransomware victims may be desperate to get their data back, preferring 
to pay the ransom to restore access rather than simply lose it forever and suffer the consequences. 

After installation, 
a typical crypto 
ransomware threat 
quietly searches for 
and encrypts files. Its 
goal is to stay below 
the radar until it can 
find and encrypt all 
of the files that could 
be of value to the 
user. By the time the 
victim is presented 
with the malware’s 
message that informs 
them that their data 
is encrypted, the 
damage is already 
done. 

With most crypto 
ransomware 
infections, the 
affected computer 
continues to work 
normally, as the 
malware does not 
target critical system 
files or deny access 
to the computer’s 
functionality. This means that users can still use the computer to perform a range of activities apart from 
accessing the data that has been encrypted.

How ransomware has evolved

The evolution of ransomware has been greatly influenced by a range of developments in technology, economics, 
security, and culture since 1989. 

Today’s ransomware is a sophisticated threat affecting users in many regions worldwide, particularly those living 
in developed and high-tech economies. The ransomware world is like any real life ecosystem. Threats that can 
adapt and evolve to their surroundings can survive and even thrive, while those that can’t or won’t adapt may 
eventually disappear. The ransomware world is a good example of where Darwinian-style evolution is at work.

Ransomware origins
The modern-day ransomware has evolved considerably since its origins 26 years ago with the appearance of 
the AIDS Trojan. The AIDS Trojan was released into the unsuspecting world through snail mail using 5¼” floppy 
disks in 1989. Despite the public being unprepared for this new type of threat all those years ago, the AIDS 
Trojan was ultimately unsuccessful due to a number of factors. Back then, few people used personal computers, 
the World Wide Web was just an idea, and the internet was mostly used by experts in the field of science and 

 Figure 3. A typical crypto ransomware demand screen

https://www.virusbtn.com/pdf/magazine/1990/199001.pdf
https://www.virusbtn.com/pdf/magazine/1990/199001.pdf
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technology. The availability and strength of encryption technology was also somewhat limited at the time. Along 
with this, international payments were harder to process than they are today.

While the emergence of the AIDS Trojan established the ransomware threat, this type of malware didn’t get 
widely used in cybercrime until many years later. The threat landscape was considerably different back in the 
nineties and early noughties. That was an era when malware was used in pranks and vandalism to gain notoriety; 
nowadays, malware is mostly being deployed for financial gain. 

The evolution of ransomware, particularly crypto ransomware, accelerated in recent years as more copycat 
criminal enterprises jumped into the arena to build on others’ success. 

Pivotal moments in ransomware history
As we look at the recent history of ransomware, it is useful to consider the overall picture of money payment/
extortion threats over the past 10 years to get an idea of where modern-day ransomware evolved from. 

The graph in Figure 4 shows how the market for extortion malware has been divided up each year since 2005. 
While each threat never disappeared entirely, it’s easy to identify how preferences shifted from one type of 
extortion malware to another.

Misleading applications and early ransomware
The first wave of misleading applications began to appear in 2005. The apps posed as fake spyware removal 
tools, such as SpySherriff, or performance enhancement tools, such as PerformanceOptimizer and RegistryCare. 
These fake tools mainly affected Windows computers, but also targeted Mac OS X computers. They typically 
exaggerated the impact of issues on the computer, such as unused registry entries and corrupt files, and said 
that they would resolve these issues if the user paid between US$30 and US$90 for a license. In reality, many of 
them did not fix anything.

Figure 4. Percentage of new families of misleading apps, fake AV, locker ransomware and crypto ransomware 
identified between 2005 and 2015

http://www.symantec.com/security_response/writeup.jsp?docid=2005-122910-4625-99
http://www.symantec.com/security_response/writeup.jsp?docid=2007-101013-0757-99
http://www.symantec.com/security_response/writeup.jsp?docid=2006-033009-1016-99


Page 9

The evolution of ransomware

Even at this early stage, the first wave of modern crypto ransomware threats appeared. The Trojan.Gpcoder 
family emerged in May 2005, initially using custom-encryption techniques which were weak and easily 
overcome. They also used symmetric encryption algorithms, which meant the same key was used for both 
encryption and decryption. Despite initial failures, the malware authors did not give up and continued to create 
newer versions of the threat, making refinements at each step as they learned the lessons from the past failures.

By early 2006, the concept of crypto ransomware started to gain traction as attackers started to experiment with 
the idea. This renaissance in crypto ransomware led to the appearance of threats like Trojan.Cryzip in March 
2006. Cryzip copied data files into individual password-protected archive files and then deleted the originals. 
However, the password was actually embedded inside the code of the Trojan itself, making it easy to recover the 
password. 

Trojan.Archiveus also emerged in 2006. Like Cryzip, Archiveus used password-protected archive files but in a 
bizarre twist, the malware did not ask for cash payment. Instead, it asked the victim to buy medication over the 
internet using certain online pharmacy URLs. The victim then needed to submit the order ID to get the password 
to decrypt the archive files. In this way, the attackers could have earned commission from the purchase which 
was then considered as a ransom payment–though the makers of Archiveus would not have approved of this 
terminology.

Fake AV
The next pivot point happened between 2008 and 2009, when cybercriminals switched to using fake antivirus 
programs, a more aggressive subcategory of misleading applications. The tools mimicked the appearance 
and functionality of legitimate security software and performed mock scans, claiming to find large numbers 
of threats and security issues on the computer. The user was then asked to pay a fee of between US$40 and 
US$100 to fix the fake problems. They may also have been asked to pay for bogus multi-year support services. 
However, some fake AV victims chose to ignore the alerts or removed the software, resulting in a lower return on 
investments for the cybercriminals.

To address the 
fundamental 
weaknesses of fake 
antivirus scams, 
cybercriminals 
looked for new ways 
to make the call-to-
action stronger. 

The move 
to locker 
ransomware
From 2011 to 
2012, attackers 
transitioned from 
fake antivirus 
tools to a more 
disruptive form of 
extortion. This time, 
the cybercriminals 
disabled access 
and control of 
the computer, 
effectively locking 
up the computer 
from use. In terms  Figure 5. “Nortel Antivirus” is designed to mimic the Norton antivirus software

https://www.symantec.com/security_response/writeup.jsp?docid=2005-052215-5723-99
https://www.symantec.com/security_response/writeup.jsp?docid=2006-031314-5208-99
http://www.symantec.com/security_response/writeup.jsp?docid=2006-050601-0940-99&tabid=2
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of ransom amounts, locker ransomware pushed up the benchmark compared with fake antivirus and misleading 
apps. A typical locker ransomware threat charges around US$150 to US$200 payable through electronic cash 
vouchers.

Locker ransomware emerged a few years before its peak between 2011 and 2012. The first of the pure 
computer-locking malware hit users around the start of 2008 in the shape of Trojan.Randsom.C. This pioneer 
spoofed a Windows Security Center message and asked the user to call a premium-rate phone number to 
reactivate a license for security software. The computer was locked during this time, so the user was unable to 
use the computer for any other purpose. 

As locker ransomware was refined, it went from just reporting non-existent errors to actually beginning to 
introduce errors and problems. Eventually, it dropped any pretense of being a helpful tool to just displaying 
a blatant request for payment to restore access to the computer. This is because in the early days, attackers 
tricked victims into downloading fake tools to fix computer issues. Today, ransomware can be installed without 
any user interaction through attacks such as drive-by downloads.

Despite this, locker 
ransomware creators still 
continued to use social-
engineering techniques to 
convince users to pay the 
ransom. The threats began 
to pose as law enforcement 
notices instead of antivirus 
software and system 
performance tools. They 
typically claimed that the 
user had broken the law by 
downloading copyrighted 
materials such as pirated 
music, movies, or software 
(a common occurrence 
according to various industry 
statistics), or viewing other 
illegal digital materials 
such pornographic images 
depicting minors or animals. 

 Figure 6. Fake Windows Security Center message demanding payment from victims for using “exprited” software 
(Trojan.Randsom.C)

 Figure 7. A typical law enforcement-themed locker ransomware notice alleging 
access to illegal content

http://www.symantec.com/security_response/writeup.jsp?docid=2008-010515-1023-99&tabid=2
https://www.riaa.com/physicalpiracy.php?content_selector=piracy-online-scope-of-the-problem
https://www.riaa.com/physicalpiracy.php?content_selector=piracy-online-scope-of-the-problem
https://www.riaa.com/physicalpiracy.php?content_selector=piracy-online-scope-of-the-problem
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These serious allegations, along with realistic-looking (but fake) threats from law enforcement authorities, 
allowed the cybercriminals to evolve their ransom demands from being about a price for a service to a payment 
of a fine. 

Judging by the number of law enforcement-themed ransomware that proliferated between 2012 and 2014, this 
was clearly an effective way to make victims pay. The technique can be very convincing but it can also lead to 
unexpected outcomes. For example, a man in Virginia handed himself over to police after seeing the charges of 
handling child porn appear on his screen because he believed that the faked law enforcement notice was real.

While locker ransomware was effective, it was still possible for people to remove these threats using security 
software from Symantec and other vendors and restore access to the computer. An increased number of reports 
on these scams helped to raise awareness of them, causing attackers’ revenue to sink.

The move to crypto ransomware
Deficiencies in all the other extortion schemes ultimately led the cybercriminals back to the original type 
of ransomware. From 2013 to the present day, there has been a pivot back to crypto ransomware. Crypto 
ransomware tends not to use social engineering; instead it is upfront about its intentions and demands. The 
threats typically display an extortion message, offering to return data upon payment of hefty ransoms. 

Crypto ransomware has raised the ransom amounts bar to a new level. A typical crypto ransomware threat 
requests payment of around US$300 for a single computer. Today’s crypto ransomware threats are much more 
capable than its predecessors, with stronger operational and encryption procedures.

Learning the “key” lessons

The lesson that crypto ransomware makers failed to learn in the early days was that when using encryption, 
proper key management is crucial for success. 

For example, Trojan.Gpcoder.E (July 2007) boasted of using asymmetric RSA encryption with a 4096-bit key, but 
in reality, it only used custom symmetric encryption. It generated a four-byte long encryption key (32-bit) which 
was then stored in the registry of the compromised computer, meaning that it was possible for people to find the 
key on the computer. 

The other common method for mishandling keys is to have the keys stored within the crypto ransomware itself, 
which is the equivalent of hiding the house keys under the door mat. To make matters worse for the attackers, 
they used the same key in all of the variants, so if one victim extracted the key, it would work in all samples.

Another important lesson that some cybercriminals learned from earlier mistakes was the need to choose the 
right encryption algorithm. This led to attackers using industry-standard encryption algorithms, such as RSA, 
Triple Data Encryption Standard (3DES), and Advanced Encryption Standard (AES) with a suitably large key 
in their ransomware. Trojan.Gpcoder.F (June 2008) was one of the first threats to implement what was then 
industrial-strength encryption. It used RC4 to encrypt files, then encrypted the RC4 encryption key using an 
RSA-1024 public key, and went on to delete the original key. Even though the RC4 key remained on the infected 
computer, it was protected by strong public-key encryption, making it impractical to brute force at the time. 

But even with improved encryption, some recent ransom schemes are still not always water tight. Poor 
operations and procedures dog the efforts of cybercriminals, leaving victims with room to maneuver. Even 
today, some still continue to make rookie mistakes such as leaving behind keys. This suggests that the current 
ransomware scene is highly fragmented with many new actors trying to establish themselves in a market already 
dominated by small groups of professional cybercriminals. 

Technically capable cybercriminals have now evolved their crypto ransomware to a high level of maturity. 
Sophisticated crypto ransomware variants generate a new individual asymmetric key for each infection and wipe 
the session key from memory after usage. They use industrial-strength, public/private-key encryption combined 
with good operational procedures to make it virtually impossible to get around them without paying the ransom. 
They also use privacy-enabling services, such as Tor, and favor bitcoins for payment. This is all designed to help 
them avoid being identified by law enforcement agents, who are paying closer attention to this ongoing menace 
than ever before.

http://mashable.com/2013/07/28/virus-child-pornography/
http://www.symantec.com/security_response/writeup.jsp?docid=2007-071711-3132-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2008-060620-0742-99
http://www.symantec.com/connect/blogs/cryptodefense-cryptolocker-imitator-makes-over-34000-one-month
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Targets for ransomware

The cybercriminals behind ransomware do not particularly care who their victims are, as long as they are willing 
to pay the ransom. With this in mind, it is easy to see why the cybercriminals tend to take a scatter-gun approach 
to propagating the ransomware, casting a wide net across targeted regions and types of users. With the 
cybercriminals hitting millions of users worldwide, if even a small percentage of victims pay the ransom, then it 
could make the scheme worthwhile. This is why our default recommendation is not to pay the ransom. 

Home users
Ransomware is perhaps the most effective against individuals who are not fluent with computers or are not 
familiar with ransomware and how it works. The most common group that we see impacted by ransomware is the 
home user, who often has the least amount of access to technical assistance. The lack of support may leave the 
user feeling isolated and helpless, further increasing the pressure to pay. 

Home users often have sensitive information, files, and documents that are personally valuable stored on the 
computer, such as college projects, photos, and video game save files. Despite these things being of value to 
users, home users are still unlikely to have an effective back up strategy in place to successfully recover from 
events such as a fire or theft, let alone a crypto ransomware attack.  A previous survey by Symantec/Norton 
showed that 25 percent of home users did not do any backups at all. Fifty-five percent backed up some files. In 
terms of backup frequency, only 25 percent of users backed up files once a week. The rest only made backups 
once a month or even less frequently than that. This means users are potentially leaving themselves exposed in 
the event of a ransomware attack. 

Even if the home user has a backup process, some threats delete local backups on the computer and encrypt 
backup files on external storage devices that are connected to the computer.

Businesses
For many businesses, information and the technology to use it is their life blood, without which the act of 
conducting day-to-day business is impossible. Consider a retailer running a computerized point-of-sale (POS) 
system. If the POS system was unavailable due to a ransomware infection, the retailer would not be in a position 
to transact sales. Business computers are also more likely to contain sensitive data and documents of critical 
importance, such as customer databases, business plans, proposals, reports, source code, forms, and tax 
compliance documents. Modern crypto ransomware threats can enumerate all accessible drives, such as local 
file-share servers, and encrypt files on these as well. This means more than one system can be impacted by just a 
single crypto ransomware infection.

The loss of this information could have a catastrophic impact on the business. While many companies have 
backup and disaster recovery plans, there are still many who do not. Some organization’s disaster recovery plans 
may not extend to cover the individual end users. Even if the businesses had plans, it is quite possible that they 
have not been tested and may not work as expected when required. These factors make individual business 
users a viable target for traditional crypto ransomware.

Aside from ransomware impacting individual business users, there have also been cases reported where the 
company itself had been targeted with file-encrypting ransomware. In a case involving PHP.Ransomcrypt.A, 
the attackers were believed to have compromised an organization for months, quietly encrypting the database 
along with all of the incremental backups. At the appropriate time, the attackers made their substantial ransom 
demands known to the business, threatening them with the potential loss of several months’ worth of data. 

Public agencies
Public agencies such as educational institutes and even law enforcement entities are not excluded from the 
attention of these cybercriminals and in some cases, they may be specifically targeted. There have been several 
reports of law enforcement agencies that had been hit with crypto ransomware in the past. In another case, a 

http://www.symantec.com/content/de/de/about/downloads/PressCenter/Symantec_Backup_Survey.pdf
http://www.symantec.com/security_response/writeup.jsp?docid=2015-020202-0726-99
https://www.virusbtn.com/blog/2015/02_02.xml
https://www.bostonglobe.com/business/2015/04/06/tewksbury-police-pay-bitcoin-ransom-hackers/PkcE1GBTOfU52p31F9FM5L/story.html
https://www.bostonglobe.com/business/2015/04/06/tewksbury-police-pay-bitcoin-ransom-hackers/PkcE1GBTOfU52p31F9FM5L/story.html
http://www.nj.com/gloucester-county/index.ssf/2015/03/school_district_bitcoin_hostage_situation_continue.html
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New Jersey school district, which runs four elementary schools in the Swedesboro-Woolwich area, was hit by 
cybercriminals who demanded a ransom payment of 500 bitcoins (US$124,000). 

The latter incident proved to be highly disruptive, as the attackers compromised computers and files used by 
staff and students. These cases highlight the brazenness of the attackers who are not even afraid of holding law 
enforcers to ransom. The cybercriminals believe that they are beyond the reach of the law by operating from 
another jurisdiction. 

Systems impacted by ransomware

Modern ransomware can impact many different types of systems. With the increasing computerization 
of everyday activities, we are finding that computers are becoming ubiquitous and can be found almost 
everywhere. Trends such as IoT will widen the horizon further for computerization. There are already lightweight 
Linux-based systems in many types of small gadgets and household appliances, such as portable media players, 
routers, refrigerators, TVs, mobile phones, tablets, set top boxes, network-attached storage (NAS) devices, and 
surveillance cameras. Most of these can potentially be targeted with ransomware attacks.

However, at this time, the most frequently targeted computing environments for ransomware are personal 
computers, mobile devices, and servers. 

Personal computers
The vast majority of ransomware threats today are designed to target personal computers running the Windows 
operating system. This is unsurprising, as Windows-based computers make up around 89 percent the OS 
market share for desktop computers, with Mac OS X and Linux making up the rest. Given that ransomware 
is a commercial activity for cybercriminals, it makes sense for them to maximize potential returns on their 
investments.

Ransomware has to be tailored specifically for a given operating system because it often has to leverage 
system API hooks to block or limit access to controls such as the mouse or keyboard. In addition, many crypto 
ransomware threats now make use of inbuilt encryption libraries or APIs supplied with the operating system to 
perform the encryption and decryption process itself. This saves the attackers from inventing their own secure 
encryption method (a very difficult task) and propagating additional files and libraries with their ransomware 
distribution. 

The downside of using OS-specific APIs is that the ransomware is tied to a particular operating system, but given 
the massive market share of the Windows operating systems, this minor drawback may not be a major factor for 
cybercriminals

However, in recognition of the small but significant pool of non-Windows users, some enterprising 
cybercriminals have created the Browlock Trojan (detected by Symantec as Trojan.Ransomlock.AG). The threat 
is implemented in JavaScript and is designed to work on a wide range of web browsers, making it operating 
system agnostic. While this browser-locking technique is less effective from a technical point of view, this tactic 
is designed to hoover up the remaining potential victims who may not otherwise be targeted.

Mobile devices
The next most targeted types of devices are tablets and mobile phones. These devices have become ubiquitous 
worldwide, with studies showing that users are spending more time on mobile devices than ever before. Ever 
since the advent of the iPhone back in 2007 and Android in 2008, smartphone and tablet device ownership has 
been on a steep upward trajectory. Today, there are basically just two main players in the mobile OS market: 
Android and iOS. Android has a massive global footprint, with a share of over 80 percent of the mobile market, 
representing billions of smartphone and tablets worldwide. In terms of the malware landscape, there is a world 
of difference between the Android and iOS world.

http://www.nj.com/gloucester-county/index.ssf/2015/03/school_district_bitcoin_hostage_situation_continue.html
https://en.wikipedia.org/wiki/Usage_share_of_operating_systems
https://en.wikipedia.org/wiki/Usage_share_of_operating_systems
http://www.symantec.com/connect/blogs/massive-malvertising-campaign-leads-browser-locking-ransomware
http://www.symantec.com/security_response/writeup.jsp?docid=2013-081618-4011-99
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2015/2015-US-Digital-Future-in-Focus
https://en.wikipedia.org/wiki/Comparison_of_mobile_operating_systems
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iOS users who have not jail-broken their phones have been quite well 
protected by Apple’s tightly controlled ecosystem. For a non-jail-broken 
iOS user, the ability to install apps outside of the official App Store is 
extremely limited with some exceptions such as apps developed with 
enterprise-provisioning certificates. A ransomware developer who wishes 
to explore this route would first have to obtain an enterprise developer 
certificate from Apple, build their app, sign it with the enterprise 
certificate, distribute it to potential victims, and convince them to install 
it. The problem for the cybercriminals in this scenario is that their room 
to maneuver could be highly restricted and Apple could easily shut 
down their operation simply by revoking the certificate. This makes 
ransomware development activity for iOS very risky with little prospect of 
payback. 

Android is a much more open and permissive platform. This openness 
has advantages and disadvantages. Many users like the freedom and 
flexibility to choose to install whatever type of app they wish from any 
source they like. The downside is that this same flexibility can make it 
easier for malware creators to operate and spread their creations. This is 
one key reason why we see many more Android-based threats compared 
with threats for iOS. 

To tap into this growing and potentially lucrative user base, ransomware 
targeting Android devices has already been created. Android.
Fakedefender, discovered in June 2013, marked the crossover from 
the standard fake antivirus scam to locker ransomware on the Android 
platform. Android.Fakedefender purported to be a security scanner but 
when it inevitably found “critical threats,” the device interface was locked 
down to prevent victims from launching other apps or change settings 
in the operating system. The malware also tried to prevent victims 
from uninstalling it. These tactics were all designed to coerce victims 
into paying for a license for the fake software, which the ransomware 
promised would resolve the issues reported. 

Later entrants began to focus purely on being a locker ransomware rather 
than pretending to be a security tool. Android.Lockdroid.E, seen in 2014, 
was one of the earliest examples of this class of ransomware hitting 
Android devices. It borrowed heavily from the techniques and tactics 
used by desktop-locker ransomware, which had reached a high level of 
maturity by this time. Lockdroid.E was packaged up as a mobile app for a 
popular adult video website to entice potential victims into installing it. 
Once installed, the Trojan displayed a fake FBI warning that demanded 
payment of a US$500 fine for accessing “forbidden pornographic sites” 
and then locked the device while displaying the notice.

In 2014, we also saw the emergence of crypto ransomware for Android 
devices in the shape of Android.Simplocker. Simplocker was heavily 
inspired by desktop crypto ransomware at the time, but its execution of 
the scam was somewhat curtailed by the security model of the Android 
operating system. Security restriction prevents apps from accessing 
file and data belonging to other apps. However, in previous versions 
of Android, files such as images, documents, and media files stored on 
external SD memory cards were often not protected by this mechanism 
in older versions of the OS, so they could be accessed by other apps. 
This means Simplocker could access and encrypt files stored in the 
memory card. Many Android devices are designed with meagre amounts 
of internal storage, so an SD card is a common upgrade that users 
implement to boost the internal storage of the device. Some Android-

Figure 8. False threats found by 
Android.Fakedefender

Figure 9. FBI-themed lock screen from 
Android.Lockdroid.E, one of the first pure 
locker ransomware for mobile devices

http://www.symantec.com/security_response/writeup.jsp?docid=2013-060301-4418-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-060301-4418-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-103005-2209-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
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based ransomware even tried to set a device PIN code if there was none implemented, making it impossible for 
the user to access content on their phone.

Studies have shown that mobile devices tend to be used more for messaging and leisure-related activities such 
as web browsing or media consumption rather than productivity. This makes it less likely that highly valuable 
files will be present on the mobile device compared to a desktop computer. Based on these usage trends along 
with the technical limitations previously mentioned, the chances of securing payment using crypto ransomware 
on mobile devices are likely to be considerably smaller. 

At this time, we would still consider mobile ransomware to be at the experimental stage of development, where 
cybercriminals are releasing their ransomware into the field and observing the results before making decisions 
on future iterations. We have not yet seen an explosion of ransomware for mobile devices as we had for desktop 
computers. This may change in the future as mobile technology and usage patterns such as mobile payments 
continue to evolve, blurring the line between mobile and desktop computing.

Servers
Servers represent a different type of proposition for cybercriminals aiming to extract ransom payments. Servers 
are much more likely to contain data that is critical to the operations or even survival of an organization. They 
act as central repositories for documents, source code, financial records and transactions, user databases, 
and trade secrets, making them high-value potential targets. Given the critical role that servers play, many 
organizations have disaster recovery and business continuity plans (BCP) built around maintaining operations 
and ensuring the backup of data. Despite this, taking out a critical server even for a short time could be 
incredibly disruptive and damaging. Because of these contingency plans, cybercriminals have been forced to 
adopt a different approach to extracting ransoms when attacking organizations and their servers.

Symantec has previously observed that attackers traditionally blackmail businesses by unleashing an 
unexpected distributed denial-of-service (DDoS) attack against an organization’s servers and then following 
up with an extortion demand. As a result of this, many organizations who are susceptible to DDoS attacks have 
enlisted the help of DDoS mitigation services to reduce the impact of these attacks. This in turn has encouraged 
cybercriminals to look for alternative ways to hold organizations to ransom by targeting one of their most critical 
infrastructural assets–the servers and the data held in them.

Some groups do this by infiltrating the target server and patching the software so that the stored data is in an 
encrypted format where only the cybercriminals have the key to decrypt the data. The premise of this attack is 
to silently encrypt all data held on a critical server, along with all of the backups of the data. This process may 
take some time, depending on the organization, so it requires patience for the cybercriminals to carry it out 
successfully. Once a suitable number of backups are encrypted, the cybercriminals remove the decryption key 
and then make their ransom demands known, which could be in the order of tens of thousands of dollars.  

http://www.pewinternet.org/2015/04/01/us-smartphone-use-in-2015/
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/the-continued-rise-of-ddos-attacks.pdf


Even a single 
weakness in the 
operation could 
cause the whole 
scheme to fail. 
There are many 
more elements 
to a ransomware 
attack than just 
the malware. 

RANSOMWARE: HOW IT WORKS



Page 18

The evolution of ransomware

Ransomware: How it works

Carrying out digital extortion using ransomware is a carefully planned and executed process for cybercriminals. 
Even a single weakness in the operation could cause the whole scheme to fail. There are many more elements to 
a ransomware attack than just the malware. 

Propagation
One of the first questions many victims ask is “how did I get infected with ransomware?” While it is not 
always immediately clear, the infection method for ransomware follows the same modus operandi used by 
cybercriminals to infect victims with any malware.

As seen in Figure 10, 
there are many paths that 
can lead to a ransomware 
infection. However, the 
skillset and resources 
required to overcome 
modern defenses for 
the distribution of 
malware is outside of the 
scope of many amateur 
cybercriminals. This has 
led to an underground 
cybercrime ecosystem 
where different groups 
specialize in distinct 
areas of cybercrime, such 
as malware distribution, 
for a price. In many 
ways, these malware 
distribution services 
are run like any other 
business service. In 
some cases, they have 
even adopted common 
software industry 
compensation methods 
for malware installs, such as the pay-per-install (PPI) model.

Ransomware attackers have been seen to use different techniques or services to get their malware onto a 
victim’s computer.

Traffic distribution system (TDS)
A common method used by these distribution services is to buy redirected web traffic from a Traffic Distribution 
Service (TDS) vendor and point it to a site hosting an exploit kit. In a lot of cases, the redirected traffic originates 
from adult content-related websites. If the exploit kit is successful in exploiting a vulnerability in the visiting 
victims’ computer, it can lead to what is commonly referred to as the drive-by-download of malware. 

Malvertisement
Similarly, malicious advertisements known as malvertisments can get pushed onto legitimate websites in 
order to redirect traffic to a site hosting an exploit kit. In one case, we even observed unintentional cross 
contamination as a result of a click-fraud malware infection, where clicking on the malvertisment led to a 

 Figure 10. Routes for ransomware to arrive on a computer

http://www.symantec.com/connect/blogs/poweliks-click-fraud-malware-goes-fileless-attempt-prevent-removal
http://www.symantec.com/connect/blogs/poweliks-click-fraud-malware-goes-fileless-attempt-prevent-removal
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ransomware infection. In both cases, cybercriminals can use real-time bidding to purchase traffic or ad space of 
interest that can allow them to geographically target victims and operate without borders.

Spam email
For many years, email spam 
using social-engineering themes 
has been the method of choice 
for distributing all types of 
malware including ransomware. 
Cybercriminals use a botnet 
to send the spam. These 
cybercriminals may also offer 
a spamming service to other 
attackers for a fee.

The spam usually comes in the 
form of an email containing a 
malicious attachment or a link in 
the email leading to a site hosting 
an exploit kit. The spam may also 
involve the download of malware 
through other social-engineering 
means. The spam emails 
embody a whole range of social-
engineering and psychological 
levers to trick users into installing 
the ransomware.

In recent years, the spam emails used to distribute ransomware have favored the following themes:

•	 Mail delivery notification
•	 Energy bills
•	 Job seeker resume
•	 Tax returns and invoices
•	 Police traffic offense notifications

Downloaders & botnets
This method is one of a number of ways to distribute malware known as downloaders. Once the downloader 
infects a computer, its job is to download secondary malware onto the compromised system. The cybercriminals 
behind downloaders offer a malware-installation service onto already compromised computers, at a price to 
other malware authors. Trojan botnets have also been known to download ransomware onto computers they 
have infected. This is usually done by cybercriminals as a final way of monetizing infected computers that they 
control.

Social engineering and self-propagation
Some ransomware also contain functionality to spread. For example, on Android, there are some samples that 
not only lock the device or encrypt files, but employ worm-like capabilities to spread to all contacts within the 
device’s address book by sending social-engineering SMS messages.

On the Windows platform, a variant of the Ransomlock (W32.Ransomlock.AO) screen locker is known to 
infect other files as a way to spread. Self-propagation is potentially an effective way for the ransomware to 
spread itself, but it does cause problems for the cybercriminals who are hoping for a ransom to be paid. If 
the ransomware is continuously spreading through a network, infecting multiple computers and demanding 
payment each time, the cybercriminal’s promise to repair the damage after the victim pays the ransom is broken. 
Nobody will be willing to pay if the same gang continues to demand ransom payment after payment.

Figure 11. Examples of crypto ransomware-distribution emails posing as the 
Australian police, mail service, and a local energy supplier

http://www.symantec.com/security_response/writeup.jsp?docid=2014-120915-3319-99
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Affiliate schemes
Cybercriminals who have paid attention to the growing interest in ransomware have started to provide services 
to those who wish to carry out these attacks, effectively providing ransomware-as-a-service (RaaS). They offer a 
way to buy into the growing ransomware scene without needing to have the skills to create a ransomware or to 
maintain and run the operations. 

Affiliate schemes can offer members a substantial cut of the profits from each ransomware infection, making 
it a strong incentive. All the affiliate member has to do is to spread the ransomware as far and wide as possible 
to maximize the chances of extracting a ransom. This offers the RaaS vendor a better opportunity to get 
their ransomware to a wider group of potential victims, letting them focus on developing and enhancing the 
ransomware and leaving the propagation to others.

In the case of Torlocker, the malware author marketed their RaaS to other cybercriminals, offering them the 
opportunity to join an affiliate program. Affiliates would be provided with the crypto ransomware binary file and 
access to a control panel at a cost of US$300. They would then be required to spread the crypto ransomware 
on behalf of the malware author. For each ransom paid, the malware author would receive 30 percent while the 
affiliate would pocket the remaining 70 percent. 

Another recent example of RaaS was created by a teenage student who apparently wrote the Tox RaaS platform 
and offered it to customers to allow them to carry out extortion attacks. The kit boasted of a user-friendly 
environment to create and manage the ransomware operation. Just like other affiliate schemes, the Tox creator 
simply took a cut of the earnings. Just one week after Tox was made available, its student creator had a sudden 
change of heart, putting the whole scheme up for sale in a PasteBin post. In it, he explained that it experienced 
huge growth and went out of control. His original intent was to stay below the radar, possibly to avoid the 
attention of law enforcement or perhaps other cybercriminals whose business he may have trespassed on. Either 
way, the scheme was brought to an abrupt end under mysterious circumstances.

These schemes 
are attractive to 
cybercriminals 
who are already 
in possession of 
their own botnets 
or have access 
to large numbers 
of compromised 
computers. 
Ransomware 
affiliate schemes 
can offer an 
alternative route 
to monetizing the 
botnet.

With these types of 
affiliate schemes 
springing up 
and lowering the 
barrier to entry 
into the world of 
ransomware, it’s 
no wonder that this 
threat is such a 
persistent problem.

 Figure 12. Discussion in an underground forum between a ransomware-as-a-service (RAAS) 
seller and a prospective buyer, offering the buyer a 70 percent cut of potential earnings

http://pastebin.com/FfdDSbBh
http://www.vocativ.com/tech/hacking/ransomware-hacker-tox-reveals-who-his-targets-were/
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Ransomware mind tricks
Once the ransomware infects the victim’s computer and blocks access to their data, it then needs to convince 
the user to pay the ransom to regain access. Both locker ransomware and crypto ransomware employ several 
behavioral-economic, psychological, and social-engineering techniques to persuade the user into paying the fee.

Locker ransomware has been known to display a fake law enforcement notice, claiming that the user needs 
to pay a fine for downloading or accessing illegal content. It plays up to the user’s inherent trust in law 
enforcement, along with their need to obey it, by using the authorities’ imagery and wording to back up its 
claims. Additionally, by claiming that the user has access illegal content, it may scare the victim into not seeking 
help out of embarrassment, instead paying the ransom to make it go away quickly. Ransomware has been 
distributed through piracy and adult websites in the past, giving a stronger sense of legitimacy to the ransom 
demand’s claims.

Crypto ransomware messages typically include a time limit, indicating that if the user doesn’t pay within a few 
days, then the decryption key will be deleted and their files will be lost forever. This instills a sense of anxiety 
in the user, who may feel further pressured into quickly paying the ransom before the deadline. A fear of regret 
may also influence the victim’s decision-making capabilities, where they may pay the ransom as they’d rather 
not regret it if they didn’t.

The appendix gives further details on the behavioral-economic, psychological, and social-engineering techniques 
that ransomware authors use in their scams.

Pricing and payment systems
Ransomware is a cybercrime business and just like real companies, the pricing and payment systems have to be 
honed and perfected in order to strike a balance of making it easy and feasible for victims to pay. 

For the cybercriminals, one of the most important criteria for the chosen payment system is that it must provide 
for anonymity. In this section, we will take a closer look at some of the financial aspects of pricing and payment 
systems related to ransomware.

The price is right? 
Can you put a price on your data? Ransomware extortionists seem to think they can and have been doing so 
since the first known crypto ransomware AIDS Trojan appeared in 1989. The AIDS crypto ransomware payment 
demand was US$189. 

Surprisingly, this price has not changed too much over the intervening years. Taking inflation into account, 
US$189 in 1989 is now worth US$368 in 2015. Looking at the initial ransomware from various malware 
families from the start of 2014 to June 2015, we can see that the ransom demand has ranged from US$21 up to 
US$700, with the average being just over US$300. This average is close to the price that the original AIDS Trojan 
demanded. We cannot be sure whether the similarity in ransom prices is purely coincidental or by design but 
ultimately, the ransom has to be within reach of the victim’s means to pay. 

Cybercriminals could opt for different pricing strategies: a low-price strategy in the hope that they would get a 
higher volume of payments or a high-price-but-low-volume approach. This is the same dilemma that legitimate 
businesses face all the time: how to price goods and services to ensure maximum return but still present enough 
value to the customer to attract purchase.

Dynamic pricing

Nowadays, ransomware is found throughout the world. The challenge for the cybercriminals is that the 
populations of different countries have different purchasing powers and currencies. Based on this idea, we can 
see that the ability to pay US$200 is different for inhabitants of US versus the inhabitants of India who may find 
this amount to be out of reach. To tackle the issue of international purchasing power, we can see that the idea of 
dynamic geographical pricing is employed by some ransomware, such as Cryptowall (aka Trojan.Cryptodefense). 

http://www.saving.org/inflation/inflation.php?amount=189&year=1989
http://data.worldbank.org/indicator/NY.GDP.PCAP.PP.CD
http://www.symantec.com/security_response/writeup.jsp?docid=2014-032622-1552-99
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This means that users are given a different ransom demand amount depending on their location. 

When a computer is compromised, Cryptowall reports back to a command-and-control (C&C) server with the IP 
address of the infection. The server performs a lookup of the IP address and determines the country that the 
infected computer is located in. Then, based on various factors, the price returned to the infected computer is 
adjusted to suit the location.

Different prices for home and business “customers”

Today, in knowledge-based economies, data is known to be a critically important driver of business success, 
meaning that it is possible to put a price on the data. Cybercriminals, who specifically target businesses or 
other organizations with the intention of encrypting and holding their data to ransom, have incorporated 
this understanding into their ransom payment demands. While public reports of these incidents and ransom 
demands are rare, several reported cases in Australia in 2012 show attackers hacking into businesses, 
encrypting their databases, and demanding ransoms of up to AU$5,000 (US$4,750). Another reported case in 
2015 shows an attacker encrypting a financial website database and demanding a ransom of US$50,000. 

Information security researchers, however, suggest that some cybercriminal extortionists have found US$10,000 
to be the sweet spot between what organizations are willing to pay and what law enforcements are reluctant to 
investigate. This US$10,000 price point for business users is a steep rise from the average of US$300 for end 
users.

Payment systems
Having looked at pricing, another important topic of ransomware is the method of payment. Over the years, 
the options and preferred methods of payment have changed as different services became available. In 1989, 
the AIDS crypto ransomware Trojan demanded payment by way of a check sent to a post office box in Panama. 
Since then, other 
payment methods 
have been used 
by ransomware. 
These methods 
include money 
wire transfers 
and sending 
premium-rate 
text messages 
to the attacker’s 
number, as 
seen in Trojan.
Ransomlock 
in 2009. More 
recently, the 
use of payment 
voucher 
systems such 
as Paysafecard, 
MoneyPak, 
UKash, CashU, 
and MoneXy have 
and are still being 
used by some 
ransomware 
threats. 

The arrival of 
cryptocurrencies 

Figure 13. Bitcoin versus US dollar exchange rate from 2012 to 2015, showing the wild 
movement in the exchange rate (Data from the CoinDesk Bitcoin Price Index)

http://www.dailytelegraph.com.au/news/national/how-to-avoid-ransomware-attacks/story-fndo2j43-1226541156041
file:///F:\Infodev\Projects\RansomwareProject2015\4 http:\www.forbes.com\sites\thomasbrewster\2015\01\28\ransomweb-50000-dollar-extortion\
file:///F:\Infodev\Projects\RansomwareProject2015\5 http:\www.theregister.co.uk\2015\04\30\ransomware_scum_stay_feet_to_beat_the_heat_rsa_ciso_says\
file:///F:\Infodev\Projects\RansomwareProject2015\5 http:\www.theregister.co.uk\2015\04\30\ransomware_scum_stay_feet_to_beat_the_heat_rsa_ciso_says\
http://www.symantec.com/connect/blogs/sms-ransomware-threat
http://www.symantec.com/connect/blogs/sms-ransomware-threat
http://www.symantec.com/connect/blogs/sms-ransomware-threat
https://en.bitcoin.it/wiki/Mining
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in the form of Bitcoin (BTC) in 2009 shook up the money transfer landscape. Bitcoin was the first decentralized 
cryptocurrency that really caught the world’s imagination and gained relatively widespread acceptance. For a 
time, many home computing enthusiasts dreamed of making money from nothing by mining for bitcoins, but 
this quickly became a pipe dream as the ramp up in the difficulty factor soon brought bitcoin mining out of the 
capability of the hardware owned by the average home user.

The increasingly widespread acceptance of bitcoins made it easier for victims to purchase them to make ransom 
payments and then for the cybercriminals to convert them back into hard cash later. Today, the majority of 
new ransomware threats hitting the streets are opting for payments through cryptocurrencies like Bitcoin 
(some use Litecoin [LTC] and Dogecoin [DOGE]) due to the anonymity that they can provide, making it easier 
for cybercriminals to launder their ill-gotten gains. These payments are made through sites hosted on the dark 
web (often accessed through Tor), making it more difficult for law enforcement to track down the cybercriminals 
behind these attacks.

Despite its advantages for cybercriminals, Bitcoin has been dogged by controversies, as well as having a history 
of wild exchange rate movements which means holding it for any length of time is not for the faint-hearted. On 
several occasions in the past, major Bitcoin exchanges were hacked or impacted by high-volume DDoS attacks, 
preventing the normal functioning of the exchanges which caused panic in the market. In one of the most well-
known examples of a Bitcoin breach, Mt Gox, previously a leading Bitcoin exchange, suffered a second major 
breach in February 2014 which proved to be a fatal blow to the company. The breach ultimately led to the 
closure of the exchange and the disappearance of around US$375 million worth of bitcoins, including client 
funds.  

Incidents like this proved to cybercriminals that while bitcoins provide some level of anonymity for payments, 
they need to be quickly converted to a more stable currency. 

Favored payment systems

In general, we found that crypto ransomware 
tend to favor cryptocurrencies as the preferred 
payment method whereas locker ransomware 
prefer to use payment voucher systems. 

A possible reason for this is because of the way 
that the two different types of ransomware work. 
Locker ransomware locks the computer leaving 
it largely unusable. Therefore it would not be 
possible for victims to buy online currencies or 
access Bitcoin wallets using the computer to 
make payment. If the computer is locked, it would 
be easier for victims to buy payment vouchers 
from a local shop or outlet and then enter the 
payment code.

Crypto ransomware generally does not restrict 
any functionality of the impacted computer. 
This leaves the victim with the ability to use the 
internet to research and buy cryptocurrencies to 
make payment. Many crypto ransomware threats 
even actively encourage victims to read up on 
bitcoins by supplying links to articles and even 
videos explaining what bitcoins are and how to 
buy them.

Figure 14. Ransom note demanding payment of US$500 in 
bitcoins for decryption of files (Trojan.Cryptodefense)

https://en.wikipedia.org/wiki/Bitcoin
https://en.bitcoin.it/wiki/Mining
http://recode.net/2014/02/24/the-mt-gox-bitcoin-exchange-has-disappeared/
http://recode.net/2014/02/24/the-mt-gox-bitcoin-exchange-has-disappeared/
http://www.zdnet.com/article/the-mt-gox-bitcoin-debacle-bankruptcy-filed-customer-bitcoin-lost/
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To pay or not to pay? 
It is not easy for victims to decide whether or not to pay the ransom demand to get their files back. With data 
now being essential to many organizations, not paying the demands and losing data could have catastrophic 
effects, such as closing a business down. On the other hand, paying the ransom demand only encourages even 
more crypto ransomware campaigns. While law enforcement officials will advise victims not to pay the ransom, 
there are several documented cases where they themselves have paid the extortion demand to get their own files 
back. 

Of course there is always the question of whether victims can trust the cybercriminals to actually unlock their 
files. That said, crypto ransomware cybercriminals seem to possess some business acumen. They realize that 
without their reputation of being trusted to decrypt the files after the ransom demand is paid, no new victims 
will pay the ransom demands, which is bad for business. However, there is still no way of being sure that when a 
victim pays the ransom, the attackers will decrypt their files. The cybercriminals also seem to realize that a little 
bit of something is better than nothing at all, as there are documented cases where security researchers have 
negotiated with crypto ransomware attackers to lower the ransom demand to a more affordable price.

To build trust, some crypto 
ransomware schemes allow the 
victim to “try-before-you-buy” 
by decrypting some files for 
free. For example, CTBLocker 
(Trojan.Cryptolocker.G) has an 
option to allow users to decrypt 
five randomly chosen files for 
free. This is a trust-building 
exercise to show victims that the 
cybercriminals can and are willing 
to decrypt files–if the ransom is 
paid.

Interestingly, there are even 
cybercriminals that have a heart. 
Symantec has observed a number 
of cases where cybercriminals 
behind crypto ransomware 
schemes have decided to return 
files to their original state if 
the victim does not pay by the 
deadline. These acts of altruism 
are rare, so waiting for the cybercriminal to give up is not a viable tactic to regain your files.

How much are cybercriminals earning through ransomware?
While this is not an easy question to answer, several published reports provide insights into cybercriminal 
ransomware earnings. In 2012, a Symantec report found that as many as 2.9 percent of victims paid the 
ransom demands. The report also found that one of the smaller ransomware players managed to infect 68,000 
computers in just one month, which could have resulted in victims being defrauded of up to US$400,000 in total. 

In March 2014, Symantec found that Trojan.Cryptowall earned at least US$34,000 in its first month of 
operations. A further study of Cryptowall by other information security researchers found that by August 2014, 
Cryptowall had earned more than US$1.1 million. In June 2015, data from the FBI’s Internet Crime Complaint 
Center (IC3) showed that between April 2014 and June 2015, it had received 992 Cryptowall-related complaints. 
The victims were a mix of end users and businesses, and the resulting losses from these cases amounted to more 
than US$18 million.

Figure 15. CTBLocker offers a “try-before-you-buy” service

http://www.chicagotribune.com/news/local/breaking/ct-midlothian-hacker-ransom-met-20150220-story.html
http://www.chicagotribune.com/news/local/breaking/ct-midlothian-hacker-ransom-met-20150220-story.html
http://www.v3.co.uk/v3-uk/news/2411546/ransomware-attackers-open-to-negotiation-to-release-encrypted-files
http://www.v3.co.uk/v3-uk/news/2411546/ransomware-attackers-open-to-negotiation-to-release-encrypted-files
http://www.symantec.com/security_response/writeup.jsp?docid=2014-071611-5805-99
http://www.symantec.com/connect/blogs/crypto-remorse-author-new-locker-crypto-ransomware-repents-after-earning-just-us169
http://www.symantec.com/connect/blogs/crypto-remorse-author-new-locker-crypto-ransomware-repents-after-earning-just-us169
http://www.symantec.com/connect/blogs/crypto-remorse-author-new-locker-crypto-ransomware-repents-after-earning-just-us169
http://www.symantec.com/connect/blogs/crypto-remorse-author-new-locker-crypto-ransomware-repents-after-earning-just-us169
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ransomware-a-growing-menace.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ransomware-a-growing-menace.pdf
http://www.secureworks.com/cyber-threat-intelligence/threats/cryptowall-ransomware/
http://www.ic3.gov/media/2015/150623.aspx
http://www.ic3.gov/media/2015/150623.aspx
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How are cybercriminals cashing out?
The method chosen by cybercriminals for money laundering varies and can depend on how the ransom payment 
was made. Cybercriminals opting for ransomware payments in the form of payment vouchers generally use 
specialized money-laundering services. These cash-out options use services like online betting and casino 
sites that accept voucher codes for payment. The sites used are hosted in different geographical and legal 
jurisdictions, making it difficult for law enforcement to track the money. 

Once laundered through these 
sites, the money is transferred 
to fraudulently obtained 
prepaid debit cards and the 
funds are withdrawn from 
ATMs by money mules. The 
cash-out service then sends on 
an agreed percentage of the 
payment vouchers’ value to the 
ransomware cybercriminals.

Other ransomware payment 
methods, such as those 
made through Bitcoin, often 
do not require the use of 
cash-out services due to the 
increased privacy afforded 
by the cryptocurrency. But 
cybercriminals are aware that 
law enforcement investigators 
are on their trail, so Bitcoin-
laundering services have sprung 
up to meet the demands of 
cybercriminals who don’t want 
to be identified. These shady businesses mix up bitcoins from legitimate sources as well those from ill-gotten 
gains.

Cybercriminals can launder 
their bitcoins themselves by 
transferring their bitcoins 
through multiple Bitcoin 
block transaction wallets, 
adding layer upon layer of 
obfuscation. Alternatively, 
they can procure the services 
of Bitcoin anonymizers to 
do the job for them. Once 
the Bitcoin-laundering 
process is complete, it 
becomes very difficult 
to differentiate between 
legitimate transactions and 
cybercrime payments in the 
bitcoin transaction history. 
By the time the bitcoins are 
cashed out, the cybercriminals 
have plausible deniability 
of any link back to criminal 
activity related to the original 
ransomware payment 
transaction. 

Perhaps the biggest risk with handling bitcoins is the potential for large price fluctuations, leaving 
cybercriminals who do not immediately cash out open to a substantial loss of earnings.

Figure 16. A website accessed through Tor offers cash-out services, allowing 
cybercriminals to quickly convert illicit gains into hard cash 

Figure 17. A bitcoin-laundering service offers to mix bitcoins from different sources 
to make it harder for investigators to track the bitcoins

file:///F:\Infodev\Projects\RansomwareProject2015\15 http:\krebsonsecurity.com\2013\06\cashout-service-for-ransomware-scammers\
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Ransom techniques

While all ransomware types are designed to extort money from their victims, they can be quite different both 
operationally and technically. To understand just how different they can be, this section will look at common 
locker ransomware and crypto ransomware to see how they work on a technical level. 

File encryption
Modern crypto ransomware typically uses both symmetric and asymmetric encryption techniques. In symmetric 
encryption, a single key is used to encrypt the data and the same key is used to decrypt the encrypted data. 
Knowing the key allows the user to decrypt data that has been encrypted with the same key. Ransomware using 
symmetric encryption will usually generate a key on the infected computer and send this to the attacker or 
request a key from the attacker before encrypting the user’s files. The attacker needs to ensure that the key 
is not available to the user after encrypting their files, otherwise the user might be able to decrypt the files 
themselves without paying. 

The advantage of using symmetric encryption algorithms is that they are generally much faster than asymmetric 
algorithms and use small keys (typically 256-bit). A typical crypto ransomware has to quickly search and encrypt 
a large number of files, so performance is essential to encrypt files before the victim can discover the threat’s 
activities.

Asymmetric encryption uses two keys: the public key is used to encrypt the data and the private key is used to 
decrypt the encrypted data. Knowing the public key does not allow you to decrypt files encrypted with this key. 
Only the related private key can be used for this purpose. Crypto ransomware may use asymmetric encryption 
by encrypting the user’s files with the public key with the attacker keeping the private key for themselves. 
The attacker does not need to be as protective of the public key as they would need to be with the symmetric-
encryption approach, because knowing the public key does not allow the affected user to decrypt their files. 

There are a number of drawbacks to using a public key to encrypt huge numbers of potentially large files. Public 
key cryptography is much slower than symmetric key encryption. Taking a long time to complete encryption 
could risk exposing the operation before the encryption process is fully completed.

More advanced crypto ransomware typically uses a combination of symmetric and asymmetric encryption 
techniques. The variants that use asymmetric encryption may also generate specific public-private key pairs for 
each infected computer. This allows the attacker to decrypt files on one infected computer without revealing the 
private key that could potentially also be used to decrypt files on every other computer infected using the same 
pubic key.

The location of the keys in either encryption approach can have a fundamental impact on the effectiveness of the 
scheme and ultimately the outcome for the user. For example, if a key is generated on the infected computer and 
then sent to the attacker, then the user’s files can be encrypted even if the crypto ransomware cannot contact 
the attacker’s server. If the encryption key is only stored on the attacker’s server, then the file-encryption 
process cannot begin unless the ransomware can contact the server and download the encryption key. A 
fundamental weakness in this approach is its dependency on a remote server before the start of operation.

The following sections will look at a few crypto ransomware families to see how they choose different 
approaches to the encryption problem.

Downloaded public key
Cryptodefense (Trojan.Cryptodefense) uses a combination of symmetric and asymmetric encryption techniques. 
AES is a powerful and fast symmetric encryption algorithm which is used by Cryptodefense to encrypt the user’s 
files. The 256-bit AES key is first generated on the user’s computer and after file encryption is completed, the 
AES key is itself encrypted with a different RSA asymmetric public key which is downloaded from the attacker’s 
server. The resulting encrypted AES key is then stored in the user’s encrypted file. Even though the AES key is 
stored in each encrypted file on the user’s computer, the victim has no way of using it as the attacker controls 

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032622-1552-99
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the RSA private key 
needed to decrypt it.

The weakness of this 
approach is that if 
the attacker’s server 
cannot be reached 
to download the RSA 
public key, then the 
encryption process 
will not be successful. 
The advantage of 
this approach is that 
the attacker can 
use a different RSA 
asymmetric key pair 
for each infection. 
Exposure of a single 
RSA private key will 
not allow any other 
victims to unlock their 
files.

Embedded 
public key
CTBLocker also uses 
both symmetric 
and asymmetric 
encryption 
techniques to 
encrypt the 
user’s files but 
takes a slightly 
different approach. 
Samples of 
CTBLocker include 
an embedded 
public key for the 
RSA asymmetric 
encryption 
algorithm process. 
The attacker keeps 
the corresponding 
private key. During 
the infection 
process, CTBLocker 
generates a new 
symmetric key for 
the AES encryption 
process and uses it 
to encrypt the user’s 
files. The 256-bit 
AES key is encrypted 
with the embedded 
public RSA key and 
the encrypted AES 

Figure 18. CryptoDefense has to download a public key before encryption begins

Figure 19. CTBLocker can begin encrypting without contacting a server first as it already 
has a public key embedded
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key is then added to the encrypted file’s data. The user cannot recover the AES key to decrypt their files as they 
do not possess the private RSA key needed to decrypt the key.

The advantage of using this approach is that CTBLocker can begin its file-encryption process without requiring 
any internet access first. The weakness of using this approach is that attackers must use a different public key 
for each infection of CTBLocker. If they don’t do this, then once the first user obtains the private RSA key, they 
could potentially share the key with other victims, allowing them to decrypt their files. For this scheme to be 
effective, the attacker must customize each copy of CTBLocker sent to victims.

Embedded symmetric key
Android.Simplocker only uses the AES symmetric encryption algorithm to encrypt files on the user’s mobile 
device. The 256-bit AES key is included in the application code itself so the malware does not need to reach 
out to a C&C server to download any additional keys or files. Instead, the attacker can instruct Simplocker by 
sending a command to it through an SMS message, for example, to direct the ransomware to encrypt or decrypt 
the user’s files. As the key is included in the application, it is relatively straight forward to find the key and use it 
to decrypt the encrypted files. 

Hard coding symmetric encryption keys in this way is not a common technique for modern crypto ransomware. 
The method is usually only seen in the most basic forms of crypto ransomware such as those from amateur 
newcomers who have not learned past lessons on cryptography.

Screen locking
Locker ransomware attempts to block infected users from accessing the operating system and services that are 
running on their computer or device. The approach that is most commonly used is to display a ransom message 
to the user in a continuous loop. This gives the impression that the message is constantly displayed even though 
there may be slight intervals where it is possible for the user to close the current display of the message. These 
ransomware threats mostly use features or APIs from the underlying operating system to perform this task. 

Windows locker 
ransomware
The locker ransomware 
threats that infect the 
Windows operating 
system, such as Trojan.
Ransomlock.G, all 
employ similar strategies 
to lock the user’s screen. 
The ransomware displays 
a full screen window that 
covers the entire desktop 
to display its message. 
The ransomware may 
create the window itself 
or use a browser window 
in full screen mode 
to show their ransom 
message. The window 
is usually shown as the 
only window on a new 
virtual desktop that the 
ransomware creates 
and makes active. The 
ransomware may use a 
background thread to Figure 20. FBI ransom screen from a computer infected with a Browlock variant

https://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
http://www.symantec.com/security_response/writeup.jsp?docid=2011-051715-1513-99
http://www.symantec.com/security_response/writeup.jsp?docid=2011-051715-1513-99
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monitor the system’s desktops and ensure that their one is kept active and on top.

The contents of the messages are occasionally included in the ransomware executable itself but it is more 
common for the ransomware to download the contents from the attackers’ server. This allows the attackers 
to serve localized messages using language and law-enforcement images relevant to the country where the 
infection has occurred.

For self-protection, locker ransomware on Windows often use background threads to monitor for processes 
and applications that the user may try to use to end the ransomware process, such as Task Manager. The 
ransomware process will end these processes if they are detected. Some variants have also used shutdown 
messages to try to signal to other windows that the system is shutting down. This may allow the ransomware to 
close other processes that may interfere with its activities.

Browser locking
Browlock is different to other locker Trojans in that it does not use binary executable files and it does not block 
access to the underlying operating system. To become “infected,” the user must navigate to a server hosting 
Browlock through their web browser, where they are shown a page like the one shown in Figure 20. 

Browlock is implemented entirely using client-side web technology. The ransom page contains HTML code and 
images that are used to display the ransom page contents to the user. The page contains JavaScript code that 
defines an onbeforeunload function. This function is called when the user attempts to exit the page and allows 
web developers to ask the user to confirm that they want to exit or display final messages. 

The main Browlock page also contains multiple iframes that point to another page on the same Browlock server. 
This page also defines an onbeforeunload JavaScript function that displays the same message to the user. The 

Figure 21. Source code from Browlock showing multiple iframes containing 
functions to display ransom message popups
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Browlock onbeforeunload function 
displays the dialog in Figure 22 when the 
user tries to exit the page.

If the user clicks “OK” to close the dialog 
in Figure 22 then the dialog in Figure 23 
is shown. 

If the user selects “Stay on this page,” 
then the main Browlock page in Figure 
20 is kept open. If the user selects 
“Leave this page” in Figure 23, then 
the first and second dialog boxes 
will be displayed in turn for every 
onbeforeunload function in each iframe in the page. 
As the number of iframes is in the hundreds in most 
Browlock samples, the user may believe that they 
cannot exit the main Browlock page. The reality is that 
the user can actually exit if they persist in selecting 
“Leave this page” or if they close the browser process 
by another means such as through Windows Task 
Manager.

As Browlock executes within the web browser, it 
can be considered a cross-platform ransomware as 
it will execute on any platform that provides a web 
browser supporting the JavaScript features it uses. 
This has allowed Browlock to be used as a fall-back 
ransomware as a last resort on malicious web servers 
used for serving up ransomware to unsuspecting web 
users. The way this works is that when a user is redirected to a 
malicious server, possibly through a malvertisement campaign, the 
server will fingerprint the victim’s computer and determine what 
type of computer it is. For victims running Windows, it may send 
ransomware that is designed for Windows but for users of other 
operating systems such as Linux or Mac OS X, it may send Browlock 
instead.

Browser locking is not a very effective technique, but doesn’t cost a 
lot to implement and its cross-platform capabilities make it useful 
to cybercriminals as an additional revenue-generating option.

Android locker ransomware
Android locker ransomware such as Android.Simplocker.B 
typically creates activity windows to display its ransom message. It 
periodically checks that the activity window is being displayed to the 
user by using techniques such as Android ExecutorService objects. 
The period is very short, which gives the user the impression that 
the activity window is never closed.

Figure 22. First Browlock dialog box

Figure 23. Second Browlock dialog box

Figure 24. Ransom message shown in 
an Android activity window

http://www.symantec.com/security_response/writeup.jsp?docid=2014-072317-1950-99
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How widespread is the problem of ransomware

Today, the ransomware threat has become a global epidemic touching all corners of the world. Even though it 
is a global problem, certain countries tend to be affected more than others. By looking at our data for the past 
12 months, we discovered that certain types of binary-based ransomware are more often targeted at particular 
countries.

Top 12 countries 
impacted by 
ransomware

Over the past 12 months, 
Symantec’s telemetry has shown 
that the following countries are 
most affected by ransomware 
(Figure 25). 

This telemetry shows that the 
cybercriminals behind ransomware 
are for the most part targeting more 
affluent or populous countries in 
the hope of finding rich pickings. As 
a result, 11 of the top 12 countries 
impacted by ransomware are 
members of the G20 organization, 
representing industrialized and 
developing economies that make up 
roughly 85 percent of the world’s 
global domestic product (GDP).

The ransomware mix
Exploring the Symantec telemetry 
on binary-based ransomware (excluding browser lockers) in more detail reveals the dominance of file-encrypting 
ransomware such as Cryptowall, which turns out to be the most prevalent crypto ransomware during this time. 
The following chart shows the month-by-month mix of binary-file-based locker ransomware versus crypto 
ransomware in the past 12 
months.

Our findings reveal that over 
the past 12 months, 64 percent 
of binary-based ransomware 
families observed have been 
crypto ransomware while 
locker ransomware made up 
the remaining 36 percent. This 
shows the dominance of binary-
based crypto ransomware 
over binary-based locker 
ransomware. This is in line 
with Symantec’s findings that 
between 2013 and 2014, there 
was a 250 percent increase 
in new crypto ransomware 
families on the threat 
landscape.

Figure 25. Top countries impacted by binary-based ransomware

Figure 26. Detections for binary-based crypto ransomware dominate the 
ransomware threat landscape for past 12 months.

https://g20.org/about-g20/g20-members/
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Top countries by ransomware 
type
While a wide range of countries are impacted 
by ransomware, the countries most impacted 
may vary depending on the type of ransomware. 
The following charts further break down the mix 
of binary-file-based ransomware and the top 
ten countries impacted. While the US retains 
top spot for both crypto ransomware and 
locker ransomware, there are some noticeable 
differences in the order of other countries most 
affected by each ransomware type. For crypto 
ransomware, Japan comes in at number two 
whereas for locker ransomware, it occupies the 
sixth spot.  

The localization effect
The high prevalence of crypto ransomware 
in Japan is mostly due to Cryptowall. Since 
Cryptowall’s discovery, Japan has ranked highly 
in the top countries targeted with this threat. 
In November 2014, we saw the first crypto 
ransomware variant (Trojan.Cryptolocker.H) 
designed to specifically target the Japanese-
speaking population. The expenditure of effort to localize to Japanese shows that some cybercriminals have 
started to recognize that Japan is a potentially lucrative market worthy of investing time and effort into 
localizing their malware for.

Subsequent to that, even more crypto ransomware threats were seen localized to languages spoken in Asian 
countries, such as Korean. The high rankings of the UK, Italy, and Australia for crypto ransomware are also of 
no surprise. It is the result of several malware spam campaigns that have been targeting these regions in the 
last year, leading to crypto ransomware such as 
CTBLocker, among others.

Locker ransomware, down but not 
out
While binary-based locker ransomware may not 
be dominating the ransomware threat landscape 
today, its cousin the browser locker ransomware 
is still one of the most prevalent ransomware on 
the threat landscape. Through its use of social 
engineering and client-side web-browser-based 
tricks, browser locking remains a relatively 
effective technique without having to use a 
binary file to infect systems.

Today, the most prevalent binary-based locker 
ransomware in nearly all countries is Trojan.
Ransomlock.G. This malware is controlled by 
a gang known as Reveton, , which has been 
active for several years and shows no signs of 
dissipating any time soon. The Reveton gang 
is also believed to control the browser locker 
ransomware known as Browlock.

Figure 27. Top 10 countries for detections of binary file based 
crypto ransomware

Figure 28. Top countries for detections of binary-based locker 
ransomware

http://www.symantec.com/connect/blogs/cryptodefense-cryptolocker-imitator-makes-over-34000-one-month
http://www.symantec.com/security_response/writeup.jsp?docid=2014-082015-3501-99
http://www.symantec.com/connect/blogs/torlocker-ransomware-variant-designed-target-japanese-users
http://www.symantec.com/connect/blogs/torlocker-ransomware-variant-designed-target-japanese-users
http://www.symantec.com/connect/blogs/ransomware-increasingly-turning-far-east
http://www.symantec.com/connect/blogs/ransomware-increasingly-turning-far-east
http://www.symantec.com/connect/blogs/symantec-intelligence-report-november-2014
http://www.symantec.com/security_response/writeup.jsp?docid=2011-051715-1513-99
http://www.symantec.com/security_response/writeup.jsp?docid=2011-051715-1513-99
http://www.symantec.com/connect/blogs/ransomware-how-earn-33000-daily
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Shifting focus of ransomware
The telemetry for the past year shows how certain countries have been targeted more than others with either 
binary-based crypto or locker ransomware over time. This is apparent in the monthly changing proportion of 
detections in the top countries impacted by ransomware. The following chart tracks the top countries for binary-
based crypto ransomware and the proportion of detections for each country. 

In the chart we can 
see that a few core 
countries tend to 
dominate the top 
of the list, namely 
the US, Japan and 
UK, save for a few 
exceptions.  However, 
if we look at the 
position of Italy in 
the chart, we can 
clearly see that crypto 
ransomware activity 
has increased over 
the second half of the 
time period. In this 
case, Italians were the 
target of a malicious 
spam campaign 
leading to CTBLocker 
infections.  

It’s not unusual for ransomware to heavily target certain countries for a set period of time before moving onto 
others. The following chart tracks the top countries for binary-based locker ransomware and the proportion of 
detections for each 
country.

There has also been 
a gradual decline in 
binary-based crypto 
ransomware hitting 
Japan, particularly 
from April to June 
2015. This may be a 
trend or a longer term 
fluctuation. We cannot 
be certain about the 
reasons for the fall. 
A possible reason 
may be because the 
effort has not proven 
to be as profitable 
as expected, so the 
cybercriminals have 
shifted their focus to 
other regions instead. 
On a similar note, we can see that the instances of binary-based locker ransomware hitting Japan has also 
declined relative to other regions, causing them to move out of the top 10.

Figure 29. Countries most targeted by binary-based crypto ransomware by month

Figure 30. Countries most targeted with binary-based locker ransomware by month
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What does the future hold for ransomware?

It is never easy to predict what way the ransomware landscape will evolve in the future. We can look at the 
patterns of the past and try to speculate about what might happen in the future. We believe that the ransomware 
concept has reached a high level of maturity now. This is evident from the number of players in the space as well 
as the number and variety of variants that we see appearing. The emergence of RaaS implementations is another 
possible indicator that the crypto ransomware idea is close to maturity and market saturation. 

In Figure 4, we saw that after approximately every two to three years of reaching a peak, the cybercriminals 
switched their focus to a different malware type. The patterns in the chart suggest that crypto ransomware 
growth is already at, or close to, its peak. This means it may soon plateau before finally entering a declining 
phase. This does not mean that it will go away. Instead it is likely that crypto ransomware may enter a decay 
phase within two years but the decay phase will be drawn out and never reach zero. 

The decline may come about as a result of various factors such as increasing crackdown by law enforcement, 
better protection technology against crypto ransomware, increased awareness of these attacks, refusal of 
victims to pay, changes in international law and financial regulations. Cybercriminals may even find a better 
alternative to generate illicit income. What cybercriminals will focus on after crypto ransomware is uncertain, 
but they have proven themselves to be resourceful and will find another option to fill the void.

For now, we are aware of a number of trends that are going on in the ransomware threat landscape which will 
shape the near-term future of ransomware. 

Focus on operational security
As security vendors and law enforcement pay closer attention to attack activities, cybercriminals behind 
ransomware will be forced to continually innovate and evolve the way they operate. With the FBI already offering 
a reward of up to US$3 million for information leading to the arrest and/or conviction of Evgeniy Mikhailovich 
Bogachev, the alleged mastermind behind the infamous Cryptolocker, other cybercriminals are paying attention 
and are already tightening operational security further to conceal their activities and identity. 

Many groups have already 
implemented operational 
security measures such as the 
use of Tor and the Invisible 
Internet Project (I2P). These 
systems provide network-
communication anonymity 
and concealment of their 
websites’ location, which 
in turn provides resistance 
to any take-down efforts by 
law enforcement or security 
vendors.  

Cybercriminals are using 
cryptocurrencies such as 
Bitcoin and Litecoin for ransom 
payments, making it more 
difficult for law enforcement to 
track any money laundering or 
spending of ill-gotten gains.  

They are using bulletproof 
hosting, a service provided by 
some unscrupulous domain-
hosting or web-hosting firms 
that allows their customers Figure 31. FBI wanted poster for the alleged creator of Cryptolocker ransomware

https://en.wikipedia.org/wiki/Tor_(anonymity_network)
https://en.wikipedia.org/wiki/I2P
https://en.wikipedia.org/wiki/I2P
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Litecoin
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considerable leniency around matters of 
the law. Some of these cybercriminals 
use domain name generation algorithms 
(DGA) with multiple levels of redirection to 
increase obfuscation and decrease chances 
of takedown.  

Some are also implementing CAPTCHA 
challenge responses into different parts of 
their operational activities, in an effort to 
make it more difficult for investigators. For 
example, Cryptolocker is using CAPTCHA 
challenges as gate keepers to prevent 
automated downloading of their malware. 
Cryptodefense is using CAPTCHA to limit 
access to payment details screens, again 
to make it harder for investigators on their 
trail.

IP address location lookups have also been 
used to prevent visitors from unintended 
locations from downloading the malware. 
Again this is done to prevent unwanted 
access to the malware, such as by malware 
investigators from countries outside of the 
targeted country/region.

As the challenges to ransomware 
operations increase, we expect 
cybercriminals to incorporate more ways to 
block and obfuscate attempts to track and 
thwart their activities.

Increasing 
localization

As we have noted previously 
in this report, ransomware 
is affecting many of the G20 
nations but is particularly 
prevalent in the more 
affluent member countries. 
The challenge of catering to 
an international audience 
is the need to localize 
content for local languages 
and cultural norms in 
order to maximize chances 
of a return. Ransomware 
has been localized for 
European countries for 
many years now. Certain 
ransomware variants use 
localized language and 
law enforcement imagery, 
along with locally accessible 
payment options. 

In December 2014, Symantec 
reported of a TorLocker 

Figure 32. Various CAPTCHA challenges to prevent automated access 
and analysis

Figure 33. Localized crypto ransomware targeted at Japanese users

http://www.symantec.com/connect/blogs/ransomcrypt-thriving-menace
http://www.symantec.com/connect/blogs/ransomcrypt-thriving-menace
https://en.wikipedia.org/wiki/CAPTCHA
http://www.symantec.com/connect/blogs/torlocker-ransomware-variant-designed-target-japanese-users
http://www.symantec.com/connect/blogs/torlocker-ransomware-variant-designed-target-japanese-users
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variant that was specifically localized for Japanese targets. Not only was the user interface’s language translated 
to Japanese, the image used was also changed to a cartoon character that has cultural relevance to the local 
population. This suggests that the cybercriminals in this case are aware of the popular culture of Japan and are 
likely to be Japanese nationals or are a foreign-based group with Japanese partners (perhaps affiliates) who 
provide the localization services. 

The use of bitcoins for payment holds additional advantages for cybercriminals seeking out international victims, 
as the cryptocurrency is not a national currency and is relatively easy to purchase from any of the existing 
Bitcoin exchanges online.

Since the initial reporting of the Japanese crypto ransomware, we have seen increased efforts by cybercriminals 
to create localized ransomware with more ransomware attacks hitting Japanese and Korean speaking users. 
In the future, we can expect to see more localized ransomware hitting countries such as China, considering its 
increasing GDP, and massive computer and mobile market.  

Ransomware everywhere
Ransomware was initially a problem that mainly existed for users of the Windows operating system in mostly 
traditional computer form factors. As Windows is by far the most widely used operating system in the world, 
this comes as no surprise. Ransomware specifically designed for the other major desktop operating systems 
such as Linux or Mac OS X have been thin on the ground. This is most likely due to the low market share of those 
operating systems, making ransomware investment in them unattractive. 

Multi-platform locker ransomware such as Browlock has been created as a sort of catch-all solution to target 
non-core victims. However, ransomware such as Browlock has limited effectiveness, since it only targets the web 
browser and can be relatively easily overcome. 

We have already seen ransomware appear on mobile phones but where else are ransomware likely to appear?

Ransomware on your wrist
In terms of consumer electronics, the wearables market is an area that manufacturers continue to push for 
growth. In the wearables market, the smartwatch is a category that’s gathering momentum. The two main 
players in the mobile OS space are also battling for the number one spot in this emerging market segment. 
Google has a specially tailored version of its mobile OS called Android Wear for devices such as smartwatches. 
Apple released its Apple Watch this year, which is equipped with a custom operating system called watchOS. 
Android Wear smartwatches are gaining in popularity and typically retail from around US$100 to several 
hundred. According to research firm Canalys, 720,000 Android Wear devices were shipped in 2014, with the 
Moto 360 being the leading device in the Android end of the market. 

This year may be considered by many to be the year when the smartwatch finally becomes mainstream with the 
arrival of many more Android Wear models as well as the much anticipated Apple Watch, though its shipment 
numbers are still unknown. With so much growth and hype in this technology, the wearable device market is 
likely to attract the attention of ransomware creators.

When we considered smartwatches in the context of ransomware, we came to the conclusion that there are no 
particular reasons why ransomware would not work on them. Android Wear is a limited subset of the Android 
OS. They typically feature a small touch screen that allows a wearer to use touch gestures to interact with the 
device. Android Wear devices also support voice commands which can be activated by saying “OK Google” to 
the smartwatch followed by a command or question. Hardware buttons are not often used or have very limited 
functionality in these devices as the bulk of the functionality is accessed through touch- or voice-activated 
menus. 

Most Android Wear devices do not have the ability to make their own direct internet connections such as through 
Wi-Fi. This issue was resolved for some devices that were built using system on chip (SoC) hardware which 
already had the Wi-Fi equipment built in through later updates to the operating system. Due to their inherent 
limitations, devices running the Android Wear OS are designed to be paired with a separate Android device such 
as a mobile phone to access the internet for data transfer and install specially designed apps for the smartwatch. 

To ensure support for the smartwatch OS, Android Wear was designed to enable existing phone-based apps to 
work with Android Wear in order to show notifications and alerts without any changes to the existing app’s code. 
App developers can also write apps specifically for Android Wear or they can extend existing phone apps to take 

http://www.symantec.com/connect/blogs/torlocker-ransomware-variant-designed-target-japanese-users
http://www.symantec.com/connect/blogs/ransomware-increasingly-turning-far-east
http://www.techradar.com/news/wearables/google-android-wear-what-you-need-to-know-1235025/3
http://www.techradar.com/news/wearables/google-android-wear-what-you-need-to-know-1235025/3
http://www.canalys.com/newsroom/over-720000-android-wear-devices-shipped-2014
http://arstechnica.com/gadgets/2015/04/all-android-wear-watches-have-wi-fi-chips-but-some-wont-get-wi-fi-support/
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full advantage of extra features enabled by the smartwatch. 

Based on our understanding of how ransomware typically works and how these devices operate, we believe that 
the most likely form of ransomware to appear for smartwatches is locker ransomware. We don’t believe that 
smartwatches are likely to hold much data that is of great value to the wearer, so holding data to ransom on 
these devices is of little use. A device-locking ransomware could potentially be more successful due to the way 
many of these devices are designed. Given the limited options for interacting with a smartwatch and the lack 
of hardware interfaces, we believe that these devices may be more susceptible to a locker ransomware attack. 
At best, locker ransomware attacks on smartwatches may be highly inconvenient, forcing the user to resort to 
factory resets to recover the device. At worse, the ransomware infection could potentially render the device 
unusable. 

Installing an Android Wear 
app

To install an app on an Android 
Wear smartwatch, the device 
must first be paired with an 
Android mobile phone or 
tablet through a Bluetooth 
connection. Once this is done, 
the user can simply discover 
and install smartwatch apps 
in the normal way using their 
mobile device. They can browse 
for apps through Google Play, 
other unofficial app markets, or 
even by direct links to .apk files. 
There is a small but growing 
collection of apps for Android 
Wear available on Google Play as 
more developers begin to take 
advantage of the new platform.

From a user’s point of view, the 
process of installing an app onto 
the smartwatch is seamless and 
is no different from installing 
an app on the phone. If the 

 Figure 34. A selection of Google and third-party apps designed for Android Wear

 Figure 35. How Android Wear apps are installed
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app being installed on the mobile phone has an Android Wear component, the component will be automatically 
pushed by the phone onto the smartwatch through the Bluetooth link without the user having to take any extra 
steps. 

This means that apps can also be installed through alternative sources, such as unofficial market places, as well 
as directly from other alternative sources, such as through links in an email or on a website.

Ransomware on a smartwatch

A typical ransomware installation scenario may involve the user browsing to a web page that 
redirects them to download ransomware disguised as a useful app or game. A user could also 
potentially be tricked into installing the ransomware if they are sent an email or instant 
messaging notification with a link to download a new app. 

After the .apk file is downloaded and installed on the phone, the Android Wear component 
of the ransomware is automatically pushed onto the smartwatch. For current locker 
ransomware to work on Android Wear devices, they have to be repackaged for the 
platform to allow them to run on the Android Wear Device. This is a simple process which 
is not difficult to achieve. In our testing, we had Android.Simplocker pushed from the 
phone to the smartwatch by having the user install a fake game from an .apk hosted 
on a web server. 

Once the installation process was completed and the app started, the phone and 
the watch both became locked and could not be used. Any attempts to interact 
with the device were blocked by a modal ransom notification message in 
Russian language. 

This prevents the user from being able to perform any meaningful 
interaction, as every time they try to swipe or tap on the menu, the 
ransom message is pushed onto the screen again. Voice-activated 
commands may also be impacted as many voice commands still 
require some touch interaction.

Bricked smartwatch?

Under normal circumstances, if there is an unwanted app on the 
smartwatch, the user can simply uninstall the app from the phone, 
causing the app to be removed from the smartwatch too. However, 
because this is a screen-locker ransomware, it is not possible to 
uninstall the ransomware from the phone using the normal app uninstallation method through the menu. 

Faced with this situation, it may seem easier to just reset the phone to factory settings to start afresh, but 
this option may not be reachable on the smartwatch. Earlier, we mentioned that for many smartwatches, 
access to the functionality of the watch is made through the touchscreen or to a more limited extent with voice 
commands. But when a locker ransomware is running on the smartwatch, it continuously blocks and interrupts 
user interactions, making it extremely difficult for the user to reach any of the functionally of the smartwatch 
including access to the factory reset option. 

If the user is unable to reset or disinfect the smartwatch, the smartwatch may be rendered useless. 

Fortunately with our Moto 360 test smartwatch, we were able to force a cold reboot by holding the side hardware 
button down for 30 seconds. Upon reboot, the ransomware was slow to restart allowing just enough time for 
us to reach the factory reset option on the watch menu before the ransomware kicked in again. This meant that 
we could wipe the smartwatch and start afresh; not convenient, but at least we could recover the watch. If the 
ransomware was able to restart quicker after the cold reboot or if the watch did not have a cold boot option, then 
things may not have worked out quite so well. 

Figure 36. Ransom message from 
Android.Simplocker as seen on a 
Moto 360 smartwatch
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Ransomware meets Internet of Things
One undeniable shift that we see in the world today is the increasingly mobile, connected, and ubiquitous nature 
of computing. The IoT and wearable computing are trends that will bring growth to the IT industry, but this 
growth also brings new opportunities for ransomware creators. We already have smart TVs, smartwatches, smart 
clothing, smart fridges, smart locks, and internet-enabled cars, and the list continues to grow by the day. All of 
these devices are effectively connected computers which could potentially be hijacked by cybercriminals and 
held to ransom. Some device types may be more susceptible than others due to the nature of their usage or by 
design. For example, we have already seen crypto ransomware target data-rich devices such as network attached 
storage (NAS) devices. Trojan.Synolocker is just one such threat that targeted Synology NAS products.

Imagine a scenario your smart house lock refuses to allow entry to your own house or where your car is taken 
over by ransomware and refuses to start, allow entry, speed up, or slow down until a ransom is paid. 

This scenario may not be as farfetched as it may seem. We have recently seen that researchers can remotely 
gain access to a moving Jeep Cherokee vehicle and take over control from the driver. The researchers were able 
to control virtually all aspects of the car’s functionality, including lights, air circulation, wipers, entertainment 
system, the steering, transmission, and brakes. As more cars become dependent on connected computing 
technology, we may inevitably see more malware attacks against them unless their design and implementation is 
better secured. 

In the past, ransomware infections did not necessarily put lives at risk. In the future, this frightening prospect 
may just become that bit closer to reality.

Increased franchising and co-operations
For the novice cybercriminal with limited knowledge and skills, there is a thriving underground marketplace 
selling crimeware toolkits. These toolkits allow easy entry into the world of ransomware extortion for the 
uninitiated. Over the last few years, a number of ransomware toolkits have emerged. While initially sold on 
underground forums, several of these tools can now be found for free on underground forums. 

Tools such as Silence 
of winLocker (Trojan.
Ransomlock.K) 
have provided 
non-technical 
cybercriminals with 
access to everything 
they need to commit 
ransomware attacks 
for the price of 2500 
WMZ. This includes 
the builder to 
create the malicious 
binary that holds 
the compromised 
computer hostage 
and the backend C&C 
server control panel 
software, which 
allows attackers to 
create and choose 
which extortion 
demand image they 
wish to serve to their 
victims.

Other freely 
available toolkits, Figure 37. Forum post advertising the availability of the “Silence Of winLocker” 

ransomware toolkit for sale

http://www.symantec.com/security_response/writeup.jsp?docid=2014-080708-1950-99
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://www.symantec.com/connect/blogs/ransomware-crimeware-kits
http://www.symantec.com/connect/blogs/ransomware-crimeware-kits
http://www.symantec.com/security_response/writeup.jsp?docid=2012-042015-0404-99
http://www.symantec.com/security_response/writeup.jsp?docid=2012-042015-0404-99
http://en.wikipedia.org/wiki/WebMoney


Page 43

The evolution of ransomware

such as MBRLocker (Trojan.
Bootlock.B), infect a 
compromised computer’s 
master boot record (MBR). 
This prevents the operating 
system from booting up until 
the ransom is paid and the 
unlock code is entered. 

With attackers seeing 
cybercrime as a business 
venture, it is not uncommon 
for them to take successful 
business models and 
implement them into their 
own malicious campaigns. 
As standalone offline 
ransomware toolkits are 
commonly leaked and found 
online for free after release, 
it is not surprising that ransomware authors look for a different business model approach to monetize their 
product and opt for the affiliate/franchise model. 

The malware authors behind toolkits such as Torlocker and Tox looked to cloud services for inspiration on how 
to model their business. Their business models effectively provide RaaS, signing up users and offering them a 
cut of the profit for distributing the ransomware. This allows the ransomware author to maintain control and 
generate an income stream from the threat’s use. In this business model, work and risk is shared between the 
ransomware affiliates and the toolkit provider. It is also an approach to the division of labor, allowing experts 
to do what they do best. Coders stick with ransomware development and those who are best at malware 
distribution stick with doing that. It also gives each business partner in crime more control over their respective 
activities. Given the success of affiliate business models in all other aspects of business and crime, it would be 
reasonable to expect more of this type of activity in ransomware in the future.

 Figure 38. MBRLocker Builder is a ransomware-builder kit available for 
free on underground forums

http://www.symantec.com/security_response/writeup.jsp?docid=2011-081001-4227-99
http://www.symantec.com/security_response/writeup.jsp?docid=2011-081001-4227-99
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Conclusion

In this report, we have looked at the origins and evolution of ransomware and charted the many twists and turns 
in its history. We saw how ransomware is the product of cybercriminals who seek to create a reliable source of 
direct income from victims worldwide. Starting from less persuasive forms of direct revenue generation using 
misleading applications such as PC performance tools, cybercriminals learned and iterated over the years and 
with each step, ratcheted up the levels of aggression. They progressed from misleading apps to fake antivirus 
scams and then later moved onto pure ransomware in the form of locker and crypto ransomware threats that 
are so prevalent today. In this study, we have learned that crypto ransomware has now emerged as the most 
common form of binary-based ransomware, making up 64 percent of binary-file-based ransomware detected so 
far in 2015. We saw that between 2013 and 2014, there was a 250 percent increase in new crypto ransomware 
families on the threat landscape. 

Ransomware is not cheap; the average ransom demand hitting individual users now stands at a hefty US$300. 
In the past 12 months, we saw ransom demands range from US$21 to US$700. The exact amounts may vary 
depending on the ransomware family and the location of the victim. Striking a balance between volume and 
pricing is a continuing challenge for cybercriminals and some even offered to return data for free after a set 
period.

We also looked at the different factors that are contributing to the growth in ransomware, how they are spread, 
and how they are the experts at leveraging human psychology to press home their demands. We considered 
how widespread the problem of ransomware is, hitting the majority of the nations that make up the G20 group. 
Increasing localization of ransomware shows that the problem is both global and local at the same time. We also 
looked at how technological trends such as IoT and the growth in the wearables market can allow cybercriminals 
to target new areas with ransomware. In our research, we have demonstrated how existing Android ransomware 
can be easily retargeted at Android Wear smartwatches, potentially opening up new revenue streams for 
cybercriminals. 

What this research shows more than anything else is that attention to security is paramount for all. Battling 
ransomware is a major task and we all have a role to play in it. For product designers creating new technology 
or products, just considering the normal benign use cases is not enough anymore. If there are weaknesses that 
allow products to be subverted or functionality denied to owners, cybercriminals will find them. The challenge 
to designers of products is to improve security and take malicious usage and scenarios into consideration. 
Potential victims of ransomware need to practice basic security practices to protect their data, such as avoiding 
clicking malicious links or attachments and patching exploitable software vulnerabilities. Learn about the threat 
of ransomware and take steps to prepare for and minimize risk from these ransomware attacks.
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Appendix

Ransomware victim manipulation techniques
To understand how ransomware attacks can succeed in extracting payment from a rational population, we 
must consider some of the behavioral economic, psychological, and social-engineering techniques used in 
ransomware. Behavioral economics refers to the study of the effects of psychological, social, cognitive, and 
emotional factors on the economic decisions of individuals. 

Psychology in this case refers to the scientific study of the human mind and its functions, especially those 
affecting behavior in a ransomware context. In information security, social engineering has long been known 
to be a powerful tool in any attacker’s arsenal. It refers to the psychological manipulation of people through 
techniques based on specific attributes of decision-making known as cognitive and motivational biases.

For the purpose of understanding how they can be used in different ransomware attacks, we will see how 
they apply to the two different types of ransomware: locker ransomware and crypto ransomware. The locker 
ransomware example we will examine runs on the Android platform and is known as Android.Lockdroid.G and for 
the crypto ransomware example, we will look at Trojan.Cryptolocker.

Locker ransomware manipulation
Lockdroid.G is typical of modern locker ransomware and employs a 
range of psychological tricks to convince victims to pay. 

Deception

The human cognitive mechanism is known to take representational 
shortcuts (assumptions that we generally hold to be true) in order to 
gain efficiency. Deception is designed to exploit this tendency in the 
cognitive system. The use of legitimate-looking themes such as those 
mimicking law enforcement agencies helps to deceive victims.

Central and peripheral route to persuasion

The Elaboration Likelihood Model (ELM) proposes that there is a 
central route and a peripheral route to persuasion. With persuasion 
through the central route, an individual is persuaded through 
careful and thoughtful considerations of the merits presented. 
With peripheral persuasion, an individual is persuaded through 
associations with positive or negative cues in the stimulus. Positive 
associations may be that of a reward for carrying out some action, 
while a negative association is the threat of punishment for not 
complying. 

Through the types of themes, imagery, and wording seen in Figure 
39, we can see that Lockdoid.G, like a large number of its peers, is 
designed to persuade using both the central and peripheral routes of 
persuasion.

Authority & social compliance

Society has trained people to behave in accordance with established 
patterns and norms, such as trusting and obeying known authorities 
like the police. The use of nationally localized law enforcement 
themes along with other relevant authority cues makes the extortion 
demand seem all the more real. 

 Figure 39. Example of the lock screen 
shown by Android.Lockdroid.G employing 
many psychological tricks

http://www.symantec.com/security_response/writeup.jsp?docid=2014-050610-2450-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-091122-3112-99
http://en.wikipedia.org/wiki/Elaboration_likelihood_model
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In an infamous experiment by Stanley Milgram in 1963, he showed just how willing people are to hurt another 
human being in order to comply with a recognized authority. This show how powerful the technique is when 
trying to convince victims of their wrongdoing and payment of a fine.

Visceral triggers

The accusation of committing a crime and the authorities knowing their location can provoke an intuitive 
reaction of fear within a victim. This can influence the victim’s cognitive information processing and their 
decision-making abilities, making it less likely that they will make a rational decision when it comes to the 
ransom payment. 

We can see Lockdroid.G taking advantage of this effect through the display of country/location-specific law 
enforcement banners, the user’s IP address, and the city in which they are located. Location information can be 
easily obtained by correlating IP address ranges to entries in IP address location libraries or online IP location 
services that are freely available.

Influence of framing

The way in which a risk is framed or described can influence the individual’s perception of risk. Prospect theory 
is a behavioral economic theory that states that people make decisions that are risk-adverse over prospects 
involving gains, while they become risk-loving over prospects involving losses. This means people are more 
likely to take risks when they are given a proposition that plays up risk of losses. False messages threatening the 
deprivation of liberty for 5 to 11 years are designed to take advantage of these human characteristics and could 
unduly influence a victim into paying the ransom.

Dishonesty principle

If you have broken the law, it can be used against you. With ransomware messages threatening prosecution for 
“downloading of pirated music, video, warez”, some victims are less likely to seek help from others or to contact 
law enforcement once they realize they have been scammed.

Preference for confirmatory rewarding information

Information search bias describes a tendency for individuals to seek information that confirms their initial 
hypothesis, rather than seeking out information to disprove it. This has been found to be a persistent human 
error and reduces the quality of decision outcomes. After the initial shock of seeing the ransomware message, 
victims may erroneously seek out information to confirm the existence of the organizations and laws presented 
in the ransomware messages, rather than 
trying to disprove the claims. This can lead 
to a bias and influence the decision to 
make a ransom payment. 

It should also be noted that most 
ransomware threats that use law 
enforcement themes tend to quote official-
looking legislation and use lots of legal 
jargon as part of the scam. Since most 
people are not legal experts, they can be 
confused and, instead of seeking help (as 
mentioned in the dishonesty principle), 
resort to paying the ransom instead.

Crypto ransomware 
manipulation
While locker ransomware relies more 
heavily on psychological factors within the 
extortion message to convince victims to 
make a payment, crypto ransomware relies 
more on the users’ sentiments towards the  Figure 40. Ransom demand screen presented by Trojan.Cryptolocker

http://en.wikipedia.org/wiki/Milgram_experiment
http://fraudresearchcenter.org/2011/10/consumer-vulnerability-to-scams-swindles-and-fraud-a-new-theory-of-visceral-influences-on-persuasion/
http://en.wikipedia.org/wiki/Framing_effect_(psychology)
http://en.wikipedia.org/wiki/Prospect_theory
http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-754.pdf
http://fraudresearchcenter.org/2012/03/the-psychology-of-scams-provoking-and-committing-errors-of-judgment/
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encrypted data and what effect the loss of this information might have. To that end, crypto ransomware targets a 
different set of psychological factors and effects which we will now have a look at.

Time

Time pressure has been shown to influence the decision strategy used. When under time pressure, an individual 
is more likely to reduce the cognitive resources available for an analytic judgment. In Figure 40, we can see that 
the crypto ransomware employs time-pressure tactics accompanied with temporal monetary penalties in an 
effort to force payment of the ransom.

Endowment effect

As a result of ownership, people ascribe more value to their own possessions. This can lead to people paying 
more to retain something they already own rather than obtaining something owned by someone else. For 
example, having a victim’s personal photos encrypted by ransomware could potentially invoke this effect.

Loss aversion

People have a stronger tendency to avoid losses than to acquire gains. This relates to Prospect theory, in 
which people tend to make decisions that are risk-adverse over prospects involving gains, while they become 
risk-loving over prospects involving losses. If a victim is unsure what risks are associated with the loss of their 
information, it can lead to loss-aversion decision-making which increases the likelihood of the victim making the 
ransom payment

Sunk costs

This is a cost in terms of time or money that has already been incurred and cannot be recovered. In behavioral 
economics, evidence suggests that sunk costs influence decisions and can lead to irrational behavior because 
individuals are prone to loss aversion and framing effects. If a victim’s personal work which they have invested 
a lot of time and effort into has been encrypted and is threaten with loss, it can unduly influence the ransom 
payment. The decision-making process in this case is a tradeoff between the value of the work that is potentially 
lost versus the ransom amount.

Ellsberg paradox

This is the idea of how people make decisions under conditions of ambiguity or uncertainty. Basically people 
overwhelmingly prefer and will choose known probabilities of winning in risky situations. Without fully knowing 
how the loss of data might affect a victim, they may opt for the safer probability of paying the ransom to get 
their data back. In ransomware situations, the victim is potentially faced with two unequal probabilities. On the 
one hand, they are unsure about whether they would actually get the data back even if they paid the ransom. On 
the other hand, they could be even more uncertain about how the loss of data would impact them. Faced with 
these unequal uncertainties, people have a tendency to choose the option that they perceive to have a more 
definite outcome. At least as presented by the ransomware, the payment of the ransom is supposed to return the 
original files.

Fear of regret

When faced with an ambiguous decision, individuals may take into account the possibility of feeling regret and 
may attempt to reduce this possibility through the choice that they make. Fear of regret around the possible loss 
of data may influence any decisions around the ransomware payment.

Anxiety, risk and decision making

It has been shown that surges in anxiety can be correlated with surges in general risk perception, which can lead 
to errors in risk assessment. A victim’s anxiety around the potential loss of data may affect their risk perception 
and assessment, leading to a higher probability of paying the ransom demand.

http://www.anderson.ucla.edu/faculty/keith.chen/negot. papers/FinAlhSlovicJohn_AffectHeur00.pdf
http://en.wikipedia.org/wiki/Endowment_effect
http://en.wikipedia.org/wiki/Prospect_theory
http://en.wikipedia.org/wiki/Sunk_costs
http://en.wikipedia.org/wiki/Ellsberg_paradox
http://en.wikipedia.org/wiki/Ellsberg_paradox
http://en.wikipedia.org/wiki/Regret_(decision_theory)
http://en.wikipedia.org/wiki/Risk#Anxiety.2C_risk_and_decision_making
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Mitigation strategies

With ransomware, prevention is definitely better than cure. This section details a number of useful tips that can 
help to reduce the risk of ransomware.

Educate and inform
Read up on ransomware, how they work, and how they spread. Ransomware is a constantly evolving threat so 
it is important to keep up to date with new developments. Ensure that users are aware of the techniques that 
the malware uses such as the social-engineering tricks in the spam emails. Awareness of these attacks can help 
users recognize and avoid future attacks. 

Use security intelligence sources such as Symantec DeepSight Intelligence and the Symantec Security Response 
blog to learn about the latest attacks. You can also follow us on Twitter (@threatintel) for the latest security 
news.

Patching software
One of the most common methods for ransomware to make its way onto a computer is through drive-by-
downloads caused by accidentally visiting websites rigged with exploits. Bear in mind that you don’t have to 
enter in the URL of the malicious website yourself. Your browser could be redirected to the malicious site by 
a malvertisement or hidden iframe even by simply visiting well-known and legitimate sites. The best defense 
against an exploit-based infection scenario is to ensure that your software and operating system is up to date 
with security patches. 

Some of the most common software is also the most targeted through exploit kits. If you use any of the following 
software, we recommend that you use automatic updates if possible.

Adobe 
Users of Adobe Acrobat/Reader, Flash Player, and Shockwave Player should ensure that they are up to date 
with patches. Adobe releases software updates on the second Tuesday of each month. The following resource 
provides more information and details of patches:

•	 https://helpx.adobe.com/security.html

Microsoft
Users of Microsoft products such as Windows, Office, and Internet Explorer are often targeted by exploit kits. 
Users of these software products should ensure that they are up to date with security patches. Microsoft 
normally releases software updates on the second Tuesday of each month. 

The following resource provides more information and details of patches:

•	 https://technet.microsoft.com/en-us/security/bulletin/ 

Oracle 
Oracle Java is frequently targeted by exploit kits. User of the software should ensure that they are up to date 
with patches. Oracle normally releases software patches once every quarter. You can find out more about Oracle 
software updates at the following location:

•	 http://www.oracle.com/technetwork/topics/security/alerts-086861.html

Use a layered defense approach
Most of today’s ransomware attacks involve many different elements. An attack could start with a spam email 
that includes a link to a malicious website which exploits multiple vulnerabilities to download the ransomware. 
A multi-layered defense strategy addresses each of these attack vectors at various points in an organization’s 
infrastructure. For example, using a messaging protection solution such as Symantec Messaging Gateway or 

http://www.symantec.com/deepsight-products/
http://www.symantec.com/connect/symantec-blogs/security-response
http://www.symantec.com/connect/symantec-blogs/security-response
https://twitter.com/threatintel
https://helpx.adobe.com/security.html
https://technet.microsoft.com/en-us/security/bulletin/
http://www.oracle.com/technetwork/topics/security/alerts-086861.html
http://www.symantec.com/messaging-gateway/
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Email Security.cloud could provide protection against many messaging-based attacks before the malicious 
message could even reach a user at the endpoint. 

Network protection could help prevent users from visiting malicious websites and file-based protection could 
block malicious code from executing at the endpoint computer. Each layer creates an extra obstacle for the 
malware to overcome, making it much more difficult for the ransomware attack to be successful.

Use a comprehensive endpoint security solution
We recommend the use of an endpoint security solution that incorporates not only signature-based protection 
mechanisms but also heuristic-, behavioral-, and reputation-based protection. Norton Security and Symantec 
Endpoint Protection provide a comprehensive security solution to help protect against known and unknown 
attacks.

Advice for mobile/tablet device users
If using a mobile/tablet device, be sure to install a suitable mobile security solution such as Symantec Mobility 
Suite for enterprises or Norton Security with support for mobile devices.

Be wary of installing apps from untrusted sources such as unofficial markets and messages or websites offering 
free apps for installation.

When installing a new app, check the list of permissions to see if it is appropriate for the app that you are 
installing. 

Enable a remote-wipe facility to allow you to delete all data and perform a full factory reset on the mobile/tablet 
device even if it is locked by ransomware. This feature will also come in handy should the device be lost or stolen.

Use network protection
Many ransomware infections today are a result of malicious network traffic. A drive-by-download attack scenario 
could potentially be prevented by using a suitable network protection solution. Network protection can help 
prevent users from accessing malicious websites as well as providing protection against remote exploits from 
zero-day vulnerabilities.

Network protection could also help prevent network encryption which is what could happen with some crypto 
ransomware threats that attempt to reach out over network shares to encrypt files on other computers.

Comprehensive endpoint protection products such as the Norton Security and Symantec Endpoint Protection 
have an integrated network protection (IPS) component which can prevent a large number of these attacks. 
Users of these products should ensure that the protection layer is not turned off so that they continue to receive 
protection against network-based attacks.

Make backups and have a plan
Making backups is always a good idea, even without the threat of ransomware. Backups are also an essential 
part of a business continuity and disaster recovery plan, which all businesses should have. At a minimum, we 
recommend that users at least make backups of the files that are important to them and do it regularly. How 
often backups are made and to which storage solutions are all things that need to be considered, depending on 
your own risk profile. 

If the worst should happen…
If all else fails and your system become infected with crypto ransomware, hopefully you have already made 
backups. If not, there are at least a number of things that you can do to try to recover your files. 

http://www.symantec.com/page.jsp?id=email-security-cloud
http://us.norton.com/products?lg=en&ct=US
https://www.symantec.com/endpoint-protection/
https://www.symantec.com/endpoint-protection/
http://www.symantec.com/mobility/
http://www.symantec.com/mobility/
http://us.norton.com/norton-security-antivirus
http://www.symantec.com/connect/articles/two-reasons-why-ips-must-have-your-network
http://www.symantec.com/business-continuity/
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Use tools to remove the ransomware
Symantec provides tools such as Norton Power Eraser to help users remove all types of persistent malware from 
infected computers. You can learn more about this tool by visiting these resources:

•	 Remove FBI Virus: Steps to remove Moneypak Malware using Norton Power Eraser (Video)
•	 SymHelp tool (Symantec Power Eraser)
•	 Norton Power Eraser

Shadow Copies
Sometimes crypto ransomware can have weaknesses in their implementation which could allow victims to 
recover at least some of their files without paying. For example, Windows can be set up to make recovery 
points at regular intervals. These backups are called shadow copies. If this service is enabled and if a crypto 
ransomware does not interfere with this feature, it may be possible recover some files using this method. This 
blog details various Windows tools that can be useful to aid recovery in case of a crypto ransomware attack.

File recovery software
Another point worth noting is that when a file is deleted in Windows, the contents of the file are not usually 
scrubbed from the physical disk itself. Instead, the entries defining the file are removed from the disk allocation 
tables, freeing up the space. The original data in the freed space is not overwritten until a new file is written to 
the same space on the disk. This makes it possible to recover delete files if the disk space has not already been 
overwritten by another file. Victims can use file recovery software such as PhotoRec to scan for deleted files and 
recover them. 

No bullet-proof solution
It should be noted that the more advanced crypto ransomware groups are aware of these techniques and take 
steps to prevent their successful use. As a result, some crypto ransomware threats delete shadow copies to 
prevent victims from being able to recover files. Similarly, other crypto ransomware threats such as Trojan.
Ransomcrypt.R use a secure deletion tools such as SDelete to ensure that original files are securely erased from 
the disk after encryption. In this situation, the only answer is to have a backup of the files as there is no practical 
way for the files to be recovered or decrypted without the right key.

https://www.youtube.com/watch?v=_dKBXeoLIFo
https://support.symantec.com/en_US/article.TECH134803.html
https://security.symantec.com/nbrt/npe.aspx
https://en.wikipedia.org/wiki/Shadow_Copy
http://www.symantec.com/connect/articles/recovering-ransomlocked-files-using-built-windows-tools?cid=11257081#comment-11257081
http://www.symantec.com/connect/articles/recovering-ransomlocked-files-using-built-windows-tools?cid=11257081#comment-11257081
http://www.cgsecurity.org/wiki/PhotoRec
http://www.symantec.com/security_response/writeup.jsp?docid=2015-032015-4327-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-032015-4327-99
https://technet.microsoft.com/en-us/sysinternals/bb897443.aspx
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Symantec detections for common ransomware families

The following is a list of commonly known names of recent ransomware families along with Symantec’s detection 
names for them. The ransom demands priced in US dollars reflect the currency value at the time that the 
ransomware was released:

Table. Names and Symantec detections for recent ransomware families

Discovered Type Common name/Alias Ransom demand Symantec detection

July 2015 Crypto Encryptor RaaS 0.174911 BTC (US$50) Trojan.Crytolocker.W
June 2015 Crypto Troldesh 1 BTC (US $250) Trojan.Ransomcrypt.T
May 2015 Crypto Locker 0.1 BTC (US $25) Trojan.Cryptolocker.V
May 2015 Crypto Tox 1 BTC (US $250) Trojan.Cryptolocker.U
May 2015 Crypto Pollcrypto 1 BTC (US $250) Trojan.Pollcrypto
May 2015 Crypto Breaking Bad AUD $450 (US $350) Trojan.Cryptolocker.S
April 2015 Crypto Alpha Crypt Trojan.Cryptolocker.N

April 2015 Crypto Threat Finder Trojan.Ransomcrypt.S 

April 2015 Crypto Kriptovor Trojan.Cryptolocker.R

April 2015 Crypto PClock2 0.5 BTC (US $118) Trojan.Cryptolocker.Q
March 2015 Crypto Pacman Trojan.Cryptolocker.P

March 2015 Crypto VaultCrypt Trojan.Ransomcrypt.R 

March 2015 Crypto BandChor Trojan.Ransomcrypt.Q

March 2015 Crypto CryptoFortress 1 BTC (US $250) Trojan.Cryptolocker.H
February 2015 Crypto TeslaCrypt 2 BTC (US $500) Trojan.Cryptolocker.N
February 2015 Crypto Coin Locker Trojan.Ransomcrypt.H

January 2015 Crypto CryptoTorLocker2015 BTC (US $100) Trojan.Cryptolocker.M
January 2015 Crypto Ransomweb Php.Ransomcrypt.A 

January 2015 Crypto Pclock 1 BTC (US $291) Trojan.Ransomcrypt.P
December 2014 Crypto Keyholder 1.5 BTC (US $450) Trojan.Cryptolocker.L
December 2014 Crypto Ophionlocker BTC (US $300) Trojan.Ransomcrypt.O
December 2014 Locker Virlock BTC (US $250) W32.Ransomlock.

AOW32. Ransomlock.
AO!inf 

November 2014 Crypto CoinVault 0.7 BTC (US $350) Trojan.Cryptolocker.K
November 2014 Locker Tech Support Scam Trojan.Ransomlock.AM

October 2014 Locker Porndroid Money Pak (US $500) Android.Lockdroid.E
October 2014 Locker Koler Android Worm Money Pak(US $300) Android.Lockdroid.F
September 2014 Crypto KRSWLocker BTC 40,000 YEN (US $500) Trojan.Ransomcrypt.H
September 2014 Crypto CryptoGraphic Locker 0.2 BTC (US $100) Trojan.Cryptolocker.I
August 2014 Crypto Synolocker 0.6 BTC (US $300) Trojan.Synolocker 

August 2014 Crypto TorrentLocker BTC (US $500) Trojan.Cryptolocker.H
August 2014 Crypto Zerolocker BTC (US $300) Trojan.Ransomcrypt.N
July 2014 Crypto KeyBTC BTC (US $190) Trojan.Rnsomcrypt.L 

http://www.symantec.com/security_response/writeup.jsp?docid=2015-072908-2643-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-060408-1522-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-060111-5642-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-052812-2010-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-052010-0825-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-050723-5132-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-030201-5710-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-042123-4157-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-042818-1702-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-041313-2527-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-040608-5002-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-032015-4327-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-031007-4503-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2014-082015-3501-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-030201-5710-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-030518-2233-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-020521-0805-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-020202-0726-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-010516-1936-99
http://www.symantec.com/security_response/writeup.jsp?docid=2015-010516-2504-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-121512-5150-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-120915-3319-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-120915-3319-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-120916-2610-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-120916-2610-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-111810-4132-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-110522-0401-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-103005-2209-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-102215-4346-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-030518-2233-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-090811-0237-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-080708-1950-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-082015-3501-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-081521-4509-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-051514-5659-99


Page 55

The evolution of ransomware

July 2014 Crypto CTB/Onion /Critroni 0.5 BTC (US $320) Trojan.Cryptolocker.G

July 2014 Crypto Simplocker Android English Money Pak (US $300) Android.Simplocker.B

June 2014 Locker Department of Justice (DOJ) Money Pak (US $300) Trojan.Ransomlock.AL

June 2014 Crypto Simplocker Android Russian MoneXy (US $21) Andorid.Simplocker 

June 2014 Crypto Casinomtgot Trojan.Ransomcrypt.K

June 2014 Crypto Cryptolocker (Copying name) Trojan.Cryptolocker.F 

June 2014 Crypto PoshCoder Trojan.Ransomcrypt.J

May 2014 Locker Koler Android MoneyPak (US $300) Android.Lockdroid.G

May 2014 Crypto BitCrypt V 2.0 Trojan.Ransomcrpt.I

April 2014 Locker Kovter MoneyPak (US $300) Trojan.Ransomlock.AK

April 2014 Crypto Cryptolocker (Copying name) 0.6 BTC (US $300) Trojan.Cryptolocker.E

March 2014 Crypto TorLocker 0.1 BTC (US $100) Trojan.Ransomcrypt.H

March 2014 Crypto Cryptodefense/Cryptowall BTC (US $500) Trojan.Cryptodefense 

March 2014 Crypto OMG Trojan.Ransomcrypt.G 

January2014 Crypto Cryptobit BTC (US $500) Trojan.Naymaim.B

December2013 Crypto Cryptolocker 2.0 Trojan.Cryptolocker.B 

September 2013 Locker QQ Coins Trojan.Ransomlock.AI

September 2013 Crypto Cryptolocker 1 BTC (US $500) Trojan.Cryptolocker 

August 2013 Crypto Power Loader Trojan.Ransomcrypt.E

August 2013 Locker Contact QQ Trojan.Ransomlock.AF

July 2013 Cryptor Dirty Alert Trojan.Ransomcrypt.D

May 2013 Cryptor MBL Advisory Trojan.Ransomcrypt.C 

March 2013 Cryptor ACCDFISA Trojan.Ransomcrypt.B 

http://www.symantec.com/security_response/writeup.jsp?docid=2014-071611-5805-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-072317-1950-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-061617-5545-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-062514-1622-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060208-2817-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060513-1113-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-050610-2450-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-051514-5659-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-040111-0605-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-050702-0428-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-030518-2233-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-032622-1552-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-030318-1550-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-012318-0146-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-122312-5826-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-091614-5535-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-091122-3112-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-082819-0024-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-081514-5209-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-071012-1247-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-041623-5132-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-031507-5215-99
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Resources

Cryptolocker: A Thriving Menace
http://www.symantec.com/connect/blogs/ransomcrypt-thriving-menace 

Recovering Ransomlocked Files Using Built-In Windows Tools
http://www.symantec.com/connect/articles/recovering-ransomlocked-files-using-built-windows-tools

Cryptolocker Q&A: Menace of the Year
http://www.symantec.com/connect/blogs/cryptolocker-qa-menace-year 

Ransomware – A Growing Menace (Video)
http://www.symantec.com/tv/products/details.jsp?vid=1954285164001

Ransomware – A Growing Menace (Blog)
http://www.symantec.com/connect/blogs/ransomware-growing-menace

Ransomware: Extorting Money by Panic and Pressure
http://www.symantec.com/connect/blogs/ransomware-extorting-money-panic-and-pressure

Cryptolocker Alert: Millions in the UK Targeted in Mass Spam Campaign
http://www.symantec.com/connect/blogs/cryptolocker-alert-millions-uk-targeted-mass-spam-campaign

SymHelp tool (Symantec Power Eraser)
SymHelp tool (Symantec Power Eraser)

Norton Power Eraser
https://security.symantec.com/nbrt/npe.aspx 

Trojan.Ransomlock
http://www.symantec.com/security_response/writeup.jsp?docid=2009-041513-1400-99 

Trojan.Cryptolocker
http://www.symantec.com/security_response/writeup.jsp?docid=2013-091122-3112-99

Trojan.Cryptodefense
http://www.symantec.com/security_response/writeup.jsp?docid=2014-032622-1552-99

Android.Simplocker
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99

Trojan.Synolocker

http://www.symantec.com/security_response/writeup.jsp?docid=2014-080708-1950-99

http://www.symantec.com/connect/blogs/ransomcrypt-thriving-menace
http://www.symantec.com/connect/articles/recovering-ransomlocked-files-using-built-windows-tools
http://www.symantec.com/connect/blogs/cryptolocker-qa-menace-year
http://www.symantec.com/tv/products/details.jsp?vid=1954285164001
http://www.symantec.com/connect/blogs/ransomware-growing-menace
http://www.symantec.com/connect/blogs/ransomware-extorting-money-panic-and-pressure
http://www.symantec.com/connect/blogs/cryptolocker-alert-millions-uk-targeted-mass-spam-campaign
https://support.symantec.com/en_US/article.TECH134803.html
https://security.symantec.com/nbrt/npe.aspx
http://www.symantec.com/security_response/writeup.jsp?docid=2009-041513-1400-99
http://www.symantec.com/security_response/writeup.jsp?docid=2013-091122-3112-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-032622-1552-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
http://www.symantec.com/security_response/writeup.jsp?docid=2014-080708-1950-99
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