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Mobilelron’s Web@Work browser and Sentry server enable mobile devices to access internally deployed Web
applications without the hassle of setting up a VPN tunnel to the corporate network. However, enabling mobile devices
to directly access internal applications raises security concerns. If a mobile device is infected, malicious files can be
passed to internal servers and then spread throughout the network. Therefore, security policy for many organizations
requires malware scanning for all files passed from mobile devices to internal resources.

About the Solution

Blue Coat ProxySG and Content Analysis System prevent compromised
mobile devices from spreading malware to internal applications.
ProxySG’s Web application reverse proxy capability intercepts files sent

from mobile devices and forwards them to the Content Analysis System.

The Content Analysis System then applies application whitelisting and
malware scanning using single or dual anti-malware engines to block
known threats. In addition, the proxy’s caching capabilities reduce
application server loads and improve performance for users.
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Partner: Mobilelron

Partner Product: Sentry

Blue Coat Products: ProxySG, Content Analysis System

Solution Benefits
¢ Prevent mobile malware from spreading to corporate networks
e Comply with policy for malware scanning

* Improve application performance with network content caching

How it Works

When a Mobilelron user needs access to internal applications

(e.g. SharePoint) from a mobile device, he simply opens a Web@

Work browser and clicks an application bookmark. The user is then
authenticated and an SSL tunnel is established between the browser
and a Sentry server in the DMZ. If the user is authorized to use the
application, then the connection is allowed to pass to a ProxySG
deployed between the DMZ and internal applications. The ProxySG and
Blue Coat Content Analysis System then combine to scan all inbound
files for malware before passing them to destination applications.
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Learn more about Blue Coat technology partners on our website.
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Advanced Threat Protection Lifecycle Defense

S t The ProxySG and Content Analysis System protect against known
ecurl y About Mobilelron threats. This foundation can be extended to address unknown

Em UWBTS . ) . threats and accelerate incident response using Blue Coat’s SSL
I] A leader in security and management for mobile apps, content, and Visibility Appliance, Malware Analysis Appliance and Security
B = devices, Mobilelron’s mission is to enable organizations around the Analytics Platform. For more information, check out the Advanced
usmess world to embrace mobility as their primary IT platform in order to

Threat Protection Lifecycle Defense at

transform their businesses and increase their competitiveness. Leading www.bluecoat.com/advanced-threat-protection-solution

global companies rely on Mobilelron’s scalable architecture, rapid
innovation, and best practices as the foundation for their Mobile First
initiatives. For more information, please visit www.mobileiron.com.

Blue Coat Systems Inc.
www.bluecoat.com

Corporate Headquarters
Sunnyvale, CA
+1.408.220.2200

EMEA Headquarters
Hampshire, UK
+44.1252.554600

© 2014 Blue Coat Systems, Inc. All rights reserved. Blue Coat, the Blue Coat logos, ProxySG, PacketShaper, CacheFlow, IntelligenceCenter, CacheEOS, CachePulse, Crossbeam, K9, the K9 logo, DRTR, Mach5, Packetwise, Policycenter, ProxyAV, ProxyClient,
APAC H d SGOS, WebPulse, Solera Networks, the Solera Networks logos, DeepSee, “See Everything. Know Everything.”, “Security Empowers Business”, and BlueTouch are registered trademarks or trademarks of Blue Coat Systems, Inc. or its affiliates in the U.S. and certain
6d q“aners other countries. This list may not be complete, and the absence of a trademark from this list does not mean it is not a trademark of Blue Coat or that Blue Coat has stopped using the trademark. All other trademarks mentioned in this document owned by third parties
smgapnre are the property of their respective owners. This document is for informational purposes only. Blue Coat makes no warranties, express, implied, or statutory, as to the information in this document. Blue Coat products, technical services, and any other technical data
referenced in this document are subject to U.S. export control and sanctions laws, regulations and requirements, and may be subject to export or import regulations in other countries. You agree to comply strictly with these laws, regulations and requirements, and
+5568257ﬂﬂﬂ acknowledge that you have the responsibility to obtain any licenses, permits or other approvals that may be required in order to export, re-export, transfer in country or import after delivery to you. v.SB-TECHPARTNER-MOBILEIRON-EN-v1d-0314



http://www.bluecoat.com/partners/business-assurance-technology-partners
http://www.bluecoat.com/advanced-threat-protection-solution

