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Business Challenge

Perimeter and endpoint security devices provide critical
threat data and generate valuable alerts for security
teams, but translating alerts into actionable intelligence
remains a challenge. Understanding how, when, and
where attacks are likely to strike is a critical element of
the equation. Effectively combating increasingly savvy
adversaries requires strategic integration of internal
security devices and external threat protection for a

comprehensive cyber defense.

Combined Benefits

¢ Broad visibility into external threat environment

e Continuous threat monitoring

¢ Automated threat blocking

¢ Actionable threat intelligence

e Tailored threat feeds, alerts, and reports linked to
enterprise digital assets

e External threat intelligence embedded into existing
security ops for improved performance

e Enriched IOCs validated and prioritized for
investigation based on risk context, severity,
and relevance

e One-click remediation of targeted threats

e Automated security policy and device
configuration updates

e Accelerated response to impending attacks

e Proactive cyber defense

e Focused digital risk protection

e Reduced attack surface

Integrated Solution

IntSights and Symantec help organizations rapidly
identify, prioritize, and block threats across the clear,
deep, and dark web before they become attacks that
disrupt business operations, compromise networks, and
damage brand reputation. This powerful integration

of cybersecurity technologies gives enterprise security
teams 360-degree threat visibility, analytics, and
automated remediation—the tools required to rapidly
detect and neutralize external threats wherever they
reside, inside the network or outside the wire.

Threat Intelligence

IntSights continuously aggregates external threat
intelligence from across the clear, deep, and dark
web. Customers can pull threat data and enterprise-
specific I0Cs directly into their Symantec applications
for enriched and automated threat analysis and

investigation.

Threat Analytics

The IntSights External Threat Protection Suite
integrates with Symantec’s ProxySG to detect and



About IntSights

IntSights is revolutionizing cybersecurity
operations with an all-in-one external threat
protection platform designed to neutralize
cyberattacks outside the wire. Our unique cyber
reconnaissance capabilities enable continuous
monitoring of an enterprise’s external digital
profile across the clear, deep, and dark web

to identify emerging threats and orchestrate
proactive response. Tailored threat intelligence
that seamlessly integrates with security
infrastructure for dynamic defense has made
IntSights one of the fastest-growing cybersecurity
companies in the world. IntSights has offices in
Amsterdam, Boston, Singapore, Tokyo, New York,

Dallas, and Tel Aviv.

To learn more, visit:

https://www.intsights.com
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neutralize external threats outside the wire. ProxySG Data Leak Prevention

automatically ingests IntSights external threat and

I0C data for rapid investigation and response with IntSights integrates with Symantec Data Loss Prevention

. - to continuously validate enterprise DLP policies. IntSights
one-click remediation.

searches for DLP identifiers and other document metadata,
Email/Messaging Security feeding DLP threat violations into Symantec’s DLP incident

response console for review and remediation.
IntSights identifies external threats actively targeting

your organization. Symantec Email Security users can Threat Protection

automatically trigger updates to their threat blocklists
With Symantec EDR and the IntSights External Threat

Protection Suite, security teams gain external threat

and blacklists.

visibility integrated into Symantec analytics tools
and dashboards.

,’/ 4 \\
S ¢ g =)
s o B Data Leak Threat \
£ 5 e o N Prevention Analytics |
g 4 H E « ! '.
o 2 5] i ' .
S 2 = =8 Tailored 10Cs >l @ 7 :
g d E ' |
” \ !
E = S ) ) . Threat Threat
= Enriched 10Cs validated " |ntelligence v Protection
2 and prioritized for Q /!
L investigation based on Email/Messaging
. ks risk context, severity, Security
& ' External I0C Feeds Corrélation and relevance
= & Enrichment - -2
About Symantec

Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, helps organizations, governments and people secure their most
important data wherever it lives. Organizations across the world look to Symantec for strategic, integrated solutions to defend against sophisticated
attacks across endpoints, cloud and infrastructure. Likewise, a global community of more than 50 million people and families rely on Symantec’s Norton
and LifeLock product suites to protect their digital lives at home and across their devices. Symantec operates one of the world’s largest civilian cyber
intelligence networks, allowing it to see and protect against the most advanced threats. For additional information, please visit www.symantec.com,
subscribe to our blogs, or connect with us on Facebook, Twitter, and LinkedIn.
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