Symantec Managed PKI
AATL Certificate for
PDF Impress

Securing PDF/Digital
Signature Documents

The portable document format file format (PDF) has drastically
improved business communications. Various applications
can uniformly convert files into PDF format with a reasonable

expectation that the remote side will render it correctly.

In business, PDF documents are created for a variety of reasons,
including contracts, purchase orders, invoices, receipts, and for
many more documents that require signatures. It is so convenient
that many business partners never need to physically meet in
person. However, this versatility is also exploited by attackers,
who use the PDF format to produce fraudulent financial and/or

legal documents that create liability on the part of recipients.

For this reason, digital document signing is gaining attention

in business communications for one or both parties to ensure
documents are not altered in transit and to establish the
originator of the document. Core to this issue is how to establish
trust between business partners. Adobe introduced the certified
document services program and invited certificate authorities
(CAs) to participate. An updated version of the program is called
Adobe Approved Trust List (AATL), and includes many entities
that need the efficiency of digital commerce but also require the

reliability of a paper document.

With public key infrastructure (PKI) technology and digital

signatures, document integrity is ensured in transit, but this

transfers the problem to whether or not the certificate is trusted.
In a CA model, the relying applications trust that the CA will issue
certificates only to trusted parties. This is governed by a formal
document about how certificates are handled called a certificate
practices statement. PDF software, such as Acrobat Reader and
PDF Impress, need to trust the certificates that make up this CA.
Signatures created by certificates issued under this CA are then

trusted without extra effort by the business parties.

Symantec Adobe Approved Trust List (AATL) certificates can solve
the issue of fraudulent documents because all Adobe products
automatically obtain this trust list” CA as member of AATL; there

is no need to install certificates for every business partner.

Another issue with the CA model is the signing process. There are
not many applications that can sign several documents in a single
operation. One that can do this is PDF Impress from

BinaryNow, Inc.

Symantec AATL certificates are available through Symantec
Managed PKI service. Managed PKI service can issue digital
certificates that provide trusted document signatures. Adobe also
requires hardware-level security: each user needs an additional
hardware token (or hardware security module, HSM) that

Symantec can provide.

Managed PKl is scalable—from a few to thousands of devices—
and its in-the-cloud solution provides quick deployment and easy
management while also offering Symantec’s industry-leading

security that is unmatched by in-house PKI solutions.

\chymantecm



Symantec Managed PKI AATL Certificate for PDF Impress

Architecture

Figure 1, below, illustrates how PDF documents are signed by
the sender, verified by the receiver, and how Symantec AATL

certificates are used during this process.
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Figure 1. User A digitally signs an Adobe PDF document using
User A’s private key stored on a hardware credential. User B
receives the document and authenticates with User A’s public key,
which is embedded in the Symantec AATL certificate.

Tasks

Figure 2, below, describes the general steps required to set up the
Symantec Managed PKIl account and integrate Symantec AATL

certificates with related software.

1. Set up your Managed
PKI 8.x Account

2. Create AATL individual
certificate profile

3. Enroll for an AATL
certificate

4. Pick up the certificate

5. Configure PDF Impress
with AATL certificate

6. Sign PDF files

Figure 2. In this case, we apply user seats for Symantec AATL
individual certificate issuance. For an organizational AATL
certificate, you need an Adobe organizational certificate and a
physical HSM appliance.

Task 1. Set Up Your Managed PKI
8.x Account

Contact your Symantec Sales representative to set up a Managed
PKI account. Your representative will provide you with the
necessary information to begin defining your account and
certificate profile. You must complete and return the following
documents. Your Symantec representative can assist you with

obtaining and completing these forms:
» Master Service Agreement

* Issuing Authority Naming Application (also known as the CA
Naming Document)

* Symantec Services Order Form

* Purchase Order, credit card, or reference number

You will also need to obtain your initial Managed PKI administrator
ID, which is your credential to access your Managed PKI account.
Your Symantec representative can assist you with obtaining your
Managed PKI administrator ID. You will use your Managed PKI
administrator ID to log into PKI Manager, configure your Managed
PKI account, and obtain your RA certificate. For more information
on configuring Managed PKI, refer to PKI Manager and its

online help.

Figure 3, shows a screen shot of Managed PKI 8.x, PKI Manager

Figure 3. Managed PKI 8.x, PKI Manager screen view.
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Task 2. Create an AATL Individual
Certificate Profile

Managed PKI uses a certificate profile to define the certificates
issued. Certificates issued by the AATL individual profile support
digital signing of PDF documents. Complete the following steps to
create your Managed PKI AATL certificate profile:

1.Log into Managed PKI 8.x, PKI Manager using your

administrator certificate. You will be prompted for your PKI
client PIN.

2.In PKI Manager, click Manage certificate profiles or select
Manage certificate profiles from the Tasks menu on the
bottom navigation bar.

Click on a certificate profile to manage o click Add certificate profiles to create a new profile
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Figure 4. Manage certificate profile view.

3.Click Add certificate profiles from the top of the resulting
Manage certificate profiles page. The Create profile page
will appear.

4.Select whether the certificates will be issued in test mode
or production mode, and click Continue. The Create profile
page will appear.

5.Select AATL Individual as the certificate template and click
Continue. The Customize certificate options will appear.

B Manage certificate profiles | @ Add corcais proties © Manage custom scripts.

Create proite: | Sesctnode | Semctiempiste

What type of certificate do you want to Issue?

O LI e

Figure 5. AATL individual certificate template view.

6.In the Customize certificate options, enter a certificate
profile name.

7.Select the appropriate Enroliment type:

» Select PKI Client if your user will enroll for certificates
using PKI Client. PKI Client would typically be chosen in
larger deployments and involves
additional infrastructure.

* Select CSR (certificate signing request) if your user will
enroll using CSR. CSR is typically selected in
smaller deployments.

¢ Select PKI Web Services if your user will enroll for
certificates using third-party applications. APl-based
enrollment is also supported.

8.Select the appropriate Authentication method based on
your Enrollment type:

 Select Enrollment Code to generate a unique enrollment
code for each user and to automatically approve
certificate requests.

» Select Manual approval to manually approve individual
certificates using enrollment pages. After the
administrator approves a request, the user is sent an
enrollment code for authentication when picking up
the certificate.

9.Click Advanced options to view certificate options and
define any additional attributes.

10. Click Save.

On the confirmation page, you can view the attribute used

for the seat ID, which is a mandatory attribute for third-party
configuration or during enrollment process. On this page you can
also customize the profile further, such as adding custom scripts,

and additional languages, or email notifications.

Figure 6. Confirmation page view.
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Task 3. Add User and Enroll for an
AATL certificate

In the following scenario, a certificate profile is created (see Task
2), with PKI Client selected as the enrollment type and Enroll code
selected for the authentication method. However, you must first
add the user to PKI Manager before enrolling the user for

a certificate.

1.In PKI Manager, click Manage users or select Manage users
from the Tasks menu on the bottom navigation bar.

2.Click Add users from the top of the resulting Manage
users page.

3.Enter the seat ID (typically the end user’s email address)
and click Continue.

¢ Enroll for a single user by entering end user’s
email address.

» Enroll for multiple users at one time by uploading a
comma-separated value (csv) file with your user data.
You can skip step 4 below if you are enrolling multiple
users using a csv file.

4.Enter the first name, last name, and select ‘I want to enroll
this user for a certificate.” Then click Continue.

5.Select the Adobe individual certificate profile and
click Continue.

6.The final enrollment link is displayed to the administrator,
along with the enroliment code that can be sent to the user
for authentication. Symantec recommends sending the
enrollment code separately from the enrollment link, and
that you do not send the enroliment code by email.
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Figure 7. Manage users view

Task 4. Pick Up the Certificate

1.The user will click the enrollment link sent by
the administrator.

2.Enter the email address used for enrollment and
click Continue.
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Figure 8. Enter email address as user identity.

3.Enter the enrollment code provided by the administrator
and click Continue. This step authenticates the end user to
ensure that the correct user is picking up the certificate.

4.Click Continue.

5.Insert the Gemalto/SafeNet eToken and click Install
your certificate.
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Figure 9. Entering the PIN for the security token allows the
certificate to be installed.

6.Enter the PIN for the security token when prompted and
click OK.

7.The certificate is now installed on your credential.
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Figure 10. Certificate installed using eToken.

Configure and Sign Using
PDF Impress

You must first configure PDF Impress to use the certificate to sign
PDF documents. This section describes how to configure PDF
Impress using Symantec Managed PKI AATL certificates and then

use it to sign PDF documents.

There are many ways to sign using an installed digital certificate,
such as signing a document without pre-configuration or using
virtual printer with preconfiguration. In this section, we describe
how to configure and sign by batch process for

multiple documents.

Configure PDF Impress with
AATL Certificate

1. Launch PDF Impress from the Start menu.

Figure 11. Workroom menu of PDF Impress.

2.Select the files to be converted to PDF and signed. Note
that you can select multiple files by pressing the CTRL key.
If PDF files are selected, PDF Impress will digitally sign the
original documents without recreating them.
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Figure 12. In this example, ‘aaa.txt’ and ‘This is test.docx’ files
are selected.

3.Click the Signature icon in the lower right corner.
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1Y Digtal Signature
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Select certificate:

Certificate issuer

Do ot create a digital signature appearance
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5.Select the AATL individual certificate and other items to be
digitally signed. Note that the password will protect access
to the Windows certificate store and should not be confused
with the PIN required by Symantec PKI Client
during signing.

Figure 13. Signature icon appears in the lower right corner.

4.Insert the USB security token and select the appropriate
certificate from the list. Note that there is typically a small

delay if many certificates are on this token.
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Figure 14. Select your certificate from the list and click OK.
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Figure 16. Click on the Apply task and save document icon in the
lower tight corner to start the process.

6.Click the Apply task and save document icon in the
lower right corner. Then start the PDF conversion. When
prompted, enter your PIN into the Symantec PKIl client. Only
one PIN entry is needed to sign multiple documents at once.

Enter the PIN for: eToken Pro

Forgot your PIN?

Cancel

Figure 17. Enter the PIN to complete the signature/s.
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Figure 18. The digital signature in progress.

7.0n the desktop, you may see two types of PDF files; oneis a
conversion of the original PDF file and the other is the PDF
with the digital signature. The figure below shows how this
appears in Adobe Acrobat Reader DC.
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Figure 19. Adobe Acrobat Reader view of PDF files.

Automate PDF Signing With
PDF Impress

PDF Impress allows ad-hoc addition of a digital signature during
a conversion process. For example, a user can simply print from
Microsoft Word (or any application) into PDF Impress virtual
printer and add digital signature in the Extended Save As dialog
box. This process is straightforward and allows creation of
digitally signed PDF documents from any application that can
print a file. Users can also add a visual appearance of a hand
written signature, stamp, or watermark; merge, split, extract,
insert, remove, or rotate PDF pages; or encrypt a whole document
before a final PDF version is signed. Single PDF document signing
is also possible in the PDF Impress workroom or straight from the

desktop via a right-click menu.

Significant productivity improvement comes with PDF profiles
and batch conversion/signing. PDF Impress profiles allow adding
digital signature tasks into PDF profiles, which limits the need
for adding signatures with each conversion. Once a signature
task is added to the profile, every PDF document created will be
automatically signed. In addition, multiple PDF profiles can be
created for various PDF workflows and different signatures used

on one system.

Batch PDF signing is also available on demand or can be
scheduled with watched folders. On-demand batch conversion
works by selecting multiple files (in different formats) in PDF

the Impress workroom or Windows Explorer and then selecting
signature from the workroom toolbar or right-click menu. All files
are converted into PDF and digitally signed. A user is prompted
only once to insert a PIN into the Symantec PKI client to authorize
access to digitally sign; the authorization is then used for all files

in a batch.
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PDF Impress watchers is used to automate conversion and signing
through watched folders--set source, destination and archive
folders, and folders for journal and conversion log. Watchers can
run continuously, periodically at certain times, or on demand, and

are controlled through a system tray application.

PDF Impress can be also integrated into third-party applications

using an APl described in the PDF Impress Developer Guide.

PDF Impress is Windows productivity software created by
BinaryNow, Inc.—a 30-day, fully functional trial. For additional

information, go to PDF Impress online
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