Symantec’s SymEd Solution

Addressing security and mobility challenges in education

WHAT IS IT?

It’s an exciting time in education. Teachers are leveraging technology for initiatives such as
e-learning and flipped classrooms. Students are using smartphones, laptops, and tablets to conduct
research, take tests, and team up on assignments via social media platforms. Tasked with ushering
in and enabling this new era in learning, curriculum directors, IT administrators, and faculty are
using technology to develop an increasingly open, collaborative, and efficient learning environment.
At the same time, data breaches continue to mount, with education now ranked number three in
the top 10 sectors breached by number of incidents, (after healthcare and retail, respectively?).

In this climate, education IT is tasked with protecting information and networks, while keeping

the environment open and flexible. To help institutions embrace technology while managing and
securing their infrastructure, Symantec developed SymEd Solutions, a suite that combines the
essential solutions needed to support the growing technological demands of academia.

THE SYMED VALUE: PROTECTED, MANAGED, SECURE

SymEd helps educational institutions attain a safe and managed e-Learning environment by standardizing solutions across campus. The approach
offers a means to secure and manage PCs, laptops, tablets, and smart phones for both faculty and students, whether they are school-issued or
personal devices.

COST BENEFITS:

» Academic Subscription Program offers new licensing solution based on Full-Time Employee (FTE) count rather than per device

¢ Reduced infrastructure and operational costs for physical and virtual environment with a comprehensive, centralized management platform
e Automated common IT processes

¢ Simplified imaging, patch management, and software delivery

e Ability to accurately track software usage and reclaim unused licenses to avoid over-buying software

e Access to solution experts with 24 x7 phone support and upgrade protection

IMPROVED IT MANAGEMENT & SECURITY:

e Secure e-Learning environment for physical, virtual, and cloud platforms

e Centralized standards to automate the deployment, security, and management of devices

¢ Endpoint management that discovers, manages, and controls computing devices requesting access to the academic network

e Comprehensive mobile security and management that ensures academic institution data is isolated and protected from data leakage, malware,
and unauthorized access

HIGHLIGHTS OF SYMED

e Centralized standards to allow institutions to automate the deployment, security, and management of devices with central management
e Secure e-Learning environment for physical, virtual, and cloud platforms

e Critical data protection with advanced local backup and recovery for Windows desktops and laptops

¢ Simplified method to ensure license compliance across the institution

¢ Reduced infrastructure and operational costs with a comprehensive centralized management platform

e Support for multiple operating systems including Windows®, MAC OS™, iOS™, Android®, Linux™ and others

ADDITIONAL VALUE:

¢ Simplified method to ensure license compliance across the institution

¢ Home use rights for faculty and staff

e Best-of-breed solutions from the global leader in information protection

e Highly scalable cloud-based system that enables WiFi users to securely surf, shop, and search
e Student usage add-on option available for endpoint protection
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SYMED SOLUTIONS

Regardless of their size, educational institutions all have similar security,
privacy, systems management, and availability challenges. These range
from threat management, data protection, and encryption to preserving
confidentiality and managing systems that embrace mobility.

SYMED BUNDLES

SyméEd Secure is the foundation for all Symantec educational
institutions larger than 250 FTEs. This solution addresses threat and
mobile management and system imaging requirements, and ensures
trusted online experiences.

SymEd Secure Plus provides the same level of information protection
and mobile management solutions as SymEd Secure, but with
additional capabilities focused on reducing costs of deployments in the
environment.

SyméEd Advanced builds on the SymEd Secure foundation with additional
system management capabilities, inventory automation, zero-touch
imaging, and application streaming.

Symantec Solutions

Protection Suite Enterprise Edition - provides fast and effective endpoint and
Web security, combined with messaging gateway protection, all while granting
centralized visibility and control.

Mobile Device Management — provides devices access to school networks
and applications, secures data passing through or stored on devices, and helps
schools manage the devices from a central platform.

Ghost Solution Suite — award-winning software solution for imaging and
deploying desktops, laptops, tablets and servers.

Deployment Solution - helps reduce the cost of deploying and managing
servers, desktops, and laptops from a centralized location in your environment.
The solution offers OS deployment, configuration, PC “personality” migration,
and software deployment across hardware platforms and OS types.

Client Management Suite - deploy, manage, secure and troubleshoot client
systems and software throughout their entire IT lifecycle for Windows, Mac,
Linux and virtual desktop environments.

Workspace Streaming™ - simplifies software delivery and management
through on-demand application provisioning, real-time software license
management, and instant application upgrades.

IT Management Suite - comprehensive lifecycle and asset management of
clients, servers, and software whether physical or virtual across distributed,
heterogeneous environments. Provision or deploy new or existing systems,
manage ongoing change and configuration requirements, troubleshoot and
remediate issues, and retire IT assets according to company policy. These
functions are handled through policy-based management to streamline existing
processes, make them repeatable across hundreds or thousands of systems,
and provide the necessary reporting to maintain compliance with IT standards.
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SymeEd Total Management provides educational institutions with
powerful solutions to protect, manage, and secure information,
regardless of the device or operating system. The set also offers systems
management for servers and encryption capabilities.

MORE INFORMATION

To speak with a Product Specialist in the U.S.
1 (800) 745 6054
go.symantec.com/education

About Symantec

Symantec Corporation (NASDAQ: SYMC) is an information protection
expert that helps people, businesses, and governments seeking the
freedom to unlock the opportunities technology brings—anytime,
anywhere. Founded in April 1982, Symantec, a Fortune 500 company
operating one of the largest global data intelligence networks, has
provided leading security, backup, and availability solutions for where vital
information is stored, accessed, and shared. The company’s more than
20,000 employees reside in more than 50 countries. Ninety-nine percent
of Fortune 500 companies are Symantec customers. In fiscal 2014, it
recorded revenue of $6.7 billion. To learn more go to www.symantec.com
or connect with Symantec at: go.symantec.com/socialmedia.
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