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Product Brief

Why Choose a Portfolio
Licensing Agreement?
The PLA gives you:

* Access to more of the Privileged
Access Management and Identity
and Access Management portfolio,
trusted by the world’s largest
organizations

e Predictable annual costs, even if
usage expands

* Lower overall costs for your cyber
security needs

¢ Increased flexibility to try new
cyber security technologies with
no risk

* Simplified maintenance, upgrade
and renewal processes

» Dedicated customer service and
usage telemetry to help you get the
most from your investment

Symantec Identity Security
Portfolio Licensing Agreement

Unrestricted Access to More Identity Security

The Symantec ldentity Security Portfolio License Agreement (PLA) gives
you access to more solutions across the Symantec Identity Security
portfolio without new contracts. It is a highly competitive package for
identity protection and provides a one-stop shop for identity security at a
lower total cost of ownership (TCO) with improved administration. It's a low
risk way to quickly add users, products, and try new capabilities.

What the Identity PLA Does for You?

When you sign an Identity Security PLA, you are able to extend your
identity security at your own pace. Here are examples of how that works:
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Add Privileged Account Protection: You have
Symantec SiteMinder to protect and manage access
to your customer and employee applications. With an
Identity Security PLA, just add Symantec Privileged
o Access Management (PAM) to protect sensitive
administrative credentials, control privileged user
access, proactively enforce security policies, and monitor and record
privileged user activity across virtual, cloud, and physical environments.

Automate Risk Mitigation: You have Symantec
Privileged Access Manager but your team can’t keep

up with the alerts and manage all the potential threats.
Add Threat Analytics to monitor all privileged user

. { activity, analyze it in real-time, and trigger automatic
mitigation actions when unusual behavior is detected.
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The solution enables an immediate response to
potential risks without any human interaction.

Protect Mission Critical Servers: Some hackers try

to bypass controls and gain direct access to critical
servers. Add PAM Server Control for host-based access
files, folders, processes, registries, and connections to
the Docker daemon. It can also manage who is allowed
to run docker commands on a host and enable UNIX
and Linux users to be authenticated using active directory and Kerberos.

Deliver Modern Applications while Controlling Cost:
You have Symantec SiteMinder and Symantec IGA
in place to handle customer access and lifecycle
‘0 management. Your business is rapidly expanding and
adding new applications. You're also fighting to manage
the costs of onboarding and securing new customer accounts. By moving
to an Identity Security PLA, you can support modern applications and
absorb a big increase in customer business and cap your yearly costs.

Identity Security PLA
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Three-Year Term Made Easy

The Symantec Identity Security PLA is a three-year term. Together, we set
the baseline for year one and then automatically adjust the baseline each
year thereafter based on your usage. Usage is measured by a Software
Consumption Unit (SCU). For the Identity Security PLA, the SCU is the
number of users.

Five Steps to Full
Access

1. Transition your current license to
an ldentity Security PLA: The PLA
program fee gives you access to How It Works: A Three-Year Term
use more of the Identity Security R
portfolio, and you can control usage
yourself through the Digital Hub.

2. Define the Baseline for Year One:
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3. Measure Usage All Year Long: Year 1 Year 2 Year 3 r

Throughout the year, we measure
your usage. We prepare monthly
reports and share those reports

Access More of the Identity Security Portfolio
quarterly.

The following solutions are included in the Identity Security PLA:
4. Predict Costs with Caps on
Increases: The ldentity Security PLA
includes caps on annual increases,

SO your Year Two "’_‘nd Year Three « Symantec ldentity Governance and Administration (IGA): Includes
baselines are predictable. Identity Portal, Identity Management, Access Governance, and Xpress
Technologies

* Symantec Advanced Authentication

¢ Symantec Directory

5. Review Usage and Adjust Baseline:
At the end of year one, we reconcile * Symantec Privileged Access Management (PAM): Includes Privileged
your usage and that usage becomes Access Manager, PAM Server Control, and Threat Analytics.

your baseline for Year Two. At the
end of Year Two, we perform the
same process to adjust your usage * Symantec VIP

baseline for Year 3. o
_ Want Even More Flexibility?
Find Out More The Symantec Enterprise Division offers PLAs for Endpoint, Web & Email,

* Symantec SiteMinder

Call your Broadcom Account Director
to learn how you can optimize costs,
maximize flexibility, and access more
industry-leading endpoint security
solutions—all in one place.
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and Information Security, too. The same model holds: if you add another
PLA to your contract, you can test out and add even more security
solutions. Or get the greatest savings and maximum convenience with the
Symantec PLA which provides unrestricted access across the Symantec
Integrated Cyber Defense Platform.

For product information and a complete list of distributors, visit our website at: broadcom.com
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