
At-a-Glance

Introduction

Security Awareness Service
Train Your Organization to Prevent Vulnerabilities From the Many Faces of Insider Threats

DATA SHEET

Keep your network safe by educating yourself with 
Symantec Security Awareness Service web-based 
training. These training videos can either be integrated 
into your organization’s learning system or deployed 
utilizing a hosted learning management system of your 
choice.

Your proprietary information is at risk every day and it 
is more than data that you lose. Data breaches cost 
money, customers, and even market share. 
Unfortunately, many breaches result from insider 
threats, which includes well-meaning employees and a 
lack of awareness of the security risks inherent in their 
actions online, in social media, at work and at home.

Information security demands that employees practice 
proactive, security-conscious behavior. The Symantec 
Security Awareness Service trains your employees to 
understand information security issues, recognize a 
potential insider threat and behave in a manner that 
minimizes risks, making them a powerful first line of 
defense against the ever expanding threat landscape.

What we offer:

• Hollywood-style production training videos 

• Each video is short, concise and rich in multimedia 
with robust motion graphics

• SCORM-compliant web-based training ready for 
your Learning Management System

• Scenarios written by experts from Symantec, the 
world leader in cyber security

• Option for a hosted Learning Management System 
solution

What you get:

• Change in end-user behavior, which changes 
corporate culture

• End-users recognize and prevent potential insider 
threats 

• Promote proactive employee behavior to better 
protect information.

• Decrease the risk of loss and disclosure of vital data

• Meet regulatory requirements specific to security 
awareness training

Symantec Security Awareness Service is a subscription-
based, product-agnostic, security awareness training 
video series. This training is applicable to all end-users, in 
every organization, worldwide. 

Each video is short, concise and rich in multimedia with 
robust motion graphics, developed by instructional 
designers, 3-D animators, and graphic designers. All the 
scenarios are written by security experts from Symantec, 
the world leader in cyber security.

Security awareness modules address the insider threat by 
covering key training required by every employee at every 
level of an organization. Gamified interactions keep users 
engaged and there is a short quiz at the end of each video 
to assess learner understanding. 

Symantec is pleased to offer the Security Awareness 
Service.  The web-based training is SCORM-compliant and 
ready to be published to any SCORM 1.2 compliant 
Learning Management System (LMS) for tracking and 
reporting purposes. An option for hosting on a Learning 
Management System of your choice is also available.

What Is It?

https://go.symantec.com/awareness
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The human factor is the leading cause of data 
breaches. 1 in 131 e-mails contain malware, according 
to Symantec’s Internet Security Threat Report. With 
untrained employees, the odds are high that someone 
will open a threat. You could have the tightest, most 
locked up network from a hardware and software 
standpoint, but users still seem to be holding the door 
open for intruders. 

We need to raise the level of the security conversation 
and empower employees to do what they want to do, 
but do it safely. Since email is the preferred method of 
information sharing, we can teach them to take a step 
back and examine the messaging and sender to thwart 
phishing attacks. 

Compelling Video ModulesDon’t Be That Person

Phishing
Internet of Things
Passwords
Privacy
Staying Secure Online
GDPR

Insider Threats
Social Engineering
Business Email 
Compromise 
Working Remotely 
… and many more

* Source:  Ponemon Institute Annual Study, Cost of a Data Breach, U.S.; Norton Cybercrime Report
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Try Before You Buy
Trial access to the Security Awareness Service is 
available on request by contacting any regional 
Symantec Education Services office.

Sample SCORM module packages are available on 
request for testing on your Learning Management 
System by contacting the same offices.

North America Americas_Education@Symantec.com
Latin America Latam_Education@Symantec.com
EMEA EMEA_Education@Symantec.com
APJ APJ_Education@Symantec.com

Wait, There’s More

Insider Threats Phishing

As part of your subscription, you receive:

Our bi-monthly security newsletter that highlights 
the latest security topics
Scary Internet Videos, a video series that looks at 
common threats with a touch of humor
Communication tools to send to employees 
reminding them of security best practices

These supplemental assets can help reduce 
vulnerabilities by creating an informed corporate 
culture, to influence employees to protect an 
organization’s critical information assets from 
exploitation, cyber-attacks, unauthorized access, and 
fraud. 

Each video module is short, concise and rich in 
multimedia with robust motion graphics.  All the 
scripts are written by security experts from Symantec, 
inspired by real-world cyber threats. Our cross-
functional team has industry knowledge in security 
threat & response, sales engineering, global 
intelligence network, privacy & legal, among others.  

Gamified interactions in select videos keep users 
engaged. Each module is followed by a short quiz, to 
ensure users have actively watched the training 
videos. Even the way we assess users through quizzes 
is unique. Instead of quizzing solely on basic facts 
that the everyday user may know off-hand, we 
incorporate quiz questions which will only be known 
from actively watching the videos and comprehending 
the lessons learned from the examples given. 
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