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Comprehensive, powerful endpoint and messaging protection for less money

Data Sheet: Endpoint Security

Multilayered Protection from Endpoint to Gateway

Securing your business is challenging, but made easier
with Symantec™ Protection Suite Enterprise Edition.
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Fastest, most effective security - Powered by next generation and essential technologies, you can confidently protect
your infrastructure with industry-leading endpoint and messaging security, with data protection solutions built to
secure your physical and virtual environments.

Layered security and intelligence - efficiently manage your endpoint and mail system’s security with real time
actionable intelligence across protection technologies.

More protection, for less - Increase the security posture across your IT infrastructure, while reducing upfront and on-
going IT costs and force out unnecessary complexity.

Fastest, Most Effective Security

Endpoint security

Protection Suite delivers advanced threat prevention that protects your endpoints—Ilaptops, desktops, and servers—
from targeted attacks and attacks not seen before. Proactive technologies automatically analyze application behaviors
and network communications to detect and block suspicious activities, including administrative control features that
allow you to deny specific devices and applications.

* Symantec next generation protection - Advanced Machine Learning stops unknown threats before they can
execute, Memory Exploit Mitigation blocks zero-day exploits of vulnerabilities in common applications, and more.
» Patented technology - Insight separates files at risk from those that are safe, for faster and more accurate
malware detection on Windows and Mac laptops, desktops, servers, and messaging gateways.

» Proactive threat protection - Real Time SONAR behavioral analysis examines programs as they run, identifying
and stopping malicious behavior even for new and previously unknown threats.

1 AV-Test, Product Review, Corporate Solutions for Windows 7, April 2015
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» Protection for virtual environments—Integration with VMware vShield protects your virtual infrastructure with
virtual image exception, resource leveling, shared Insight cache, virtual client tagging to optimize your virtual
environment’s security posture.

e Antivirus and antispyware for Windows®, Linux®, and Macintosh®— Provides unmatched malware
protection, market leading antivirus, new emulator capabilities, reduced footprint and improved network
performance.

» Advanced content filtering - Identify and control the flow of sensitive data in email and IM to catch more than
99% of spam and prevent data loss.

o Deeper security insights - The world’s largest civilian threat intelligence network provides deeper understanding
into local and global threat landscape.

Layered Security and Intelligence

Effective email security with layered messaging and spam protection

Identify emerging threats and accelerate time to protection based on relevant, actionable intelligence. Protection Suite
delivers inbound and outbound messaging security, with accurate real-time antispam and antivirus protection,
advanced content filtering, and data loss prevention. Protection Suite messaging security components can be
deployed on your messaging server and at the gateway (physical or virtual appliance-based).

» Context-aware security management - Correlate data from endpoint, messaging and third-party security
products with early warning alerts from the world's largest civilian threat intelligence network.

* VMware® vShield integration - The Shared Insight Cache functionality integrates with vShield Endpoint

» Spam and Malware Protection for email - Symantec™ Messaging Gateway and Symantec™ Mail Security for
Exchange blocks email born threats and more than 99 percent of spam with less than 1 in a million false positives.

» Content filtering of inbound and outbound traffic — comply with industry and government regulations.

» Safeguard sensitive information - identify and control the flow of sensitive information via email with advanced
content filtering and data loss prevention.

More Protection for Less

Maximize protection, minimize complexity, and stay under budget

Protection suite is a cost efficient way to deploy security technologies across your IT infrastructure. Reduce upfront
and ongoing IT costs by forcing out complexity—Symantec technologies are centrally managed and work seamlessly
together.

» Cost efficient - Solve crucial security challenges across multiple threat vectors, while saving up to 70 percent
over the purchase of individual point products.

» Eliminate environment complexity - Deploy a unified solution including endpoint and messaging security.

» Streamline processes - Eliminate additional steps and costs with one decision, one purchase, and one vendor for
comprehensive protection.
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Component Products of Protection Suite

The products included within the Symantec Protection Suite Enterprise Edition (including system requirements) are:
» Symantec Endpoint Protection (Windows, Linux, and Macintosh)

» Symantec Mail Security for Microsoft Exchange

» Symantec Messaging Gateway

More Information

To speak with a Product Specialist in the U.S.
Contact your Symantec Security Specialist or call Symantec Partner Hotline (888)780-7962.

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please visit our Symantec Partner Website:
WwWw.Symantec.com/partners
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https://www.symantec.com/products/threat-protection/endpoint-family/protection-suite
https://www.symantec.com/products/threat-protection/endpoint-family/endpoint-protection
https://www.symantec.com/products/threat-protection/mail-security-exchange
https://www.symantec.com/products/threat-protection/messaging-gateway
http://www.symantec.com/partners

