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Open Source Monitoring:

4 Key Questions You Need to Ask

a
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First, let me be clear (hopefully before I get tarred and feathered): this isn’t intended as any kind of attack
on open source, whether the concept, the technology or the business model. To do so would be to discount
one of the most meaningful trends in IT over the past decade.

What I'm discussing is open source within a
very specific context: Managed service
providers (MSPs) using open source products
to monitor their clients’ and their internally
hosted IT infrastructures. That’s a very
different proposition than, say, using open
source as part of a Web development service
or adopting a LAMP stack in a hosting
environment. Here’s why.

Perhaps more than any other single technol-
ogy, monitoring is a key contributor in the
way the MSP services its clients. Monitoring
capabilities play a vital role in how proac-
tively an MSP’s staff can manage the
infrastructure, how effectively they can be
kept apprised of issues and how quickly they
can respond in terms of identifying and
rectifying issues. Further, monitoring can be
an enabler or a hindrance for MSPs looking to
add new services and serve new clients—and
in whether these new services can be
delivered profitably. Consequently, monitor-
ing can play a key role in an MSP’s competi-
tive position.

Before an MSP goes down the path of using
an open source product for these critical
capabilities, I'd suggest they first ask four key
questions:

When evaluating a short list of alternatives,
it is important to understand who will be
doing the support if any issues arise with the

monitoring platform. When it comes to
supporting their clients, MSPs need to
respond as if their hair's on fire if there’s an
issue; MSPs would be well served by seeking
vendors with that same mindset. Is an open
source community going to share that
commitment if you need help on a critical
issue? Don’t bet on it. In this scenario, the
MSP has to be very clear: while the open
source community can be a useful resource,
when it comes to following up and address-
ing mission-critical customer issues, the MSP
is going be the support organization. That’s
the only way they can ensure the level of
service they need to provide clients.

Or, if you are considering purchasing an open
source product from a vendor, it is important
to understand what kind of support that
vendor will offer. Clearly, this is an issue
that’s bigger than simply deciding between
open source and a commercial offering. There
are plenty of commercial vendors that don’t
deliver the level of support MSPs need. That’s
why it’s important to speak with peers, and
do a lot of research to really understand what
happens if @ monitoring platform goes down.

Customers expect a high level of responsive-
ness and consistency from their service
providers when critical issues arise, as hours
or even minutes of downtime can result in
breached SLAs and lost business—both for
the customer and the MSP. MSPs need to
expect the same level of support commit-
ment from their monitoring supplier.

Most MSPs I've worked with say they're
looking to not only expand the number of
customers they serve, but at the same time
they’re looking to sell into larger businesses.
This can mean scaling from monitoring five
servers for one client to 50 or more, and
potentially hundreds to thousands of
technologies across a collective client base.
Can the open source alternative in question
scale to handle tens of thousands of concur-
rent events? Can you affordably and effi-
ciently set up monitoring for dozens to
hundreds of servers as quickly as a new client
demands—and then efficiently monitor these
resources on an ondgoing basis?

A high scale environment calls for a sophisti-
cated monitoring tool that fosters efficient
operations. MSPs need monitoring solutions
that enable composite SLA definitions, and
that predict breaches so MSPs can prevent
costly violations. MSPs also need the
sophistication to gain the historical perspec-
tives required to observe and demonstrate
continued SLA compliance. Finally, MSPs
require a tool that performs automated,
high-powered event processing capabilities
that help prioritize operational efforts and
aid in remediation. As an MSP seeks to grow,
scalability and sophistication becomes an
increasingly critical differentiator.
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3. Do you want your engineers
focused on developing and
maintaining products or

supporting customers?

While an open source product may meet the
immediate needs of clients, what happens if
a client needs help monitoring a virtualized
or cloud computing environment? How about
networks and unified communications? Or
end user response and deep analysis for the
myriad business applications that clients
adopt? If the selected open source offering
doesn’t provide the required coverage
initially, who will develop it?

Let’s face it, like any ordanization, MSPs have
limited internal resources. If you look at the
time your engineers have during a given
week, how much is free? I'll bet the answer is
pretty much none. If you need an open
source product to dain expanded functional-
ity, it will largely fall to your ordanization to
make it happen. Where will the time come
from if they need to start supporting and
enhancing an open source monitoring
product? Ultimately, an MSP has to decide if
they’re willing to reallocate engineers’ time
from support of customers to support of open
source projects.

4. Do limited management
interfaces negate

up-front cost savings?

For many MSPs, open source alternatives
work fine initially, and represent a minimal
upfront investment. What often happens

however, is that, as the MSP’s business grows
over time, and the size and complexity of
customer accounts increases, open source
alternatives start to be very cumbersome.

Many open source products lack a robust
manadement interface, which means a lot of
custom coding, a lot of time dedicated to
management and maintenance and an
increasing distraction for staff from the
MSP’s core business objectives. Time is
money, and having staff handling the
development and maintenance of their own
scripts has a direct, ongoing cost that MSPs
need to factor in. There’s also significant
business risk in having one internal developer
writing a bunch of custom code: what
happens if that engineer walks? Further,
because of the limited capabilities of open
source, MSPs can suffer significant costs in
terms of lost opportunities because it’s
difficult to add new services and pursue new
accounts. As a result, the upfront savings of
open source often start to look pretty meader,
or evaporate completely, over time.

Conclusion

Ultimately, MSPs need to look at their DNA.
Are they a product development organization
or a service organization? I'd argue it's very
hard to be both. Can the MSP afford the cost
and distraction of developing, maintaining
and supporting an open source monitoring
product internally?

In addition, MSPs need to look at the DNA of
the open source products available. Do they
have the makeup to be an enterprise-grade
solution that enables, rather than hinders, an
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MSP’s growth objectives? Is it in their DNA to
move elegantly beyond being a tactical,
low-cost point solution to one that yields real
business advantade in a competitive MSP
market?

Possibly the worst outcome for an MSP is
that they dedicate the time and resources to
configuring and maintaining an open source
alternative, only to abandon it when they run
into a wall. That’s why it’s critical to ask
some of these hard questions earlier rather
than later.

About This Document:
Developed by the CA Service

Provider Center of Excellence
This document has been written by the CA
Service Provider Center of Excellence team
and is intended to provide our service
provider partners with the guidance they
need to address some of their most pressing
challenges. Our team has rich expertise in
service provider businesses, strategic consult-
ing, technical deployments, sales and
marketing. Our documents are informed by
the Center of Excellence team’s extensive
experience over the past ten years in helping
build successful service provider businesses
and by interviews with some of our most
successful service provider partners. This
document is provided for informational
purposes only and on an as-is basis. The
guidance and results described herein are
based on the unique experiences of our staff
and partners, and may not be applicable to
all organizations.

The CA Service Provider Center of Excellence delivers an extensive range of enablement services, helping to ensure that you get the targeted assistance
and resources you need, when you need them. The Center of Excellence team can help you more fully leverage your technologies and investments,
optimize your operations, enhance your go-to-market capabilities and scale intelligently—so you can more effectively accelerate your services and

your business.

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize the opportunities of the application
economy. Software is at the heart of every business, in every industry. From planning to development to management and security, CA is working with
companies worldwide to change the way we live, transact and communicate - across mobile, private and public cloud, distributed and mainframe

environments. Learn more at ca.com.

Copyright © 2014 CA. All rights reserved.

(S200-93696_1114


http://www.ca.com
http://www.ca.com/us/lpg/Service-Provider.aspx

