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Administration of Symantec™ Messaging Gateway 10.5 
Exam Objectives  

 
 

SECTION 1   

Overview and Architecture 

 Describe the features and benefits of Symantec Messaging Gateway 10.5. 

 Describe the Symantec Messaging Gateway 10.5 architecture. 
 

  
SECTION 2   

Installation and Configuration 

 Explain design considerations (physical and/or virtual) in planning a Messaging Gateway Deployment. 

 Describe prerequisites for installing Messaging Gateway 10.5. 

 Describe the O/S restore, factory reset, bootstrap and site setup wizard processes. 

 Describe how to test configuration of Messaging Gateway 10.5. 

 Describe the implementation and benefits of adaptive reputation management. 

 Describe the implementation and benefits of invalid recipient handling and directory harvest attack prevention. 

 Describe the implementation and benefits of sender authentication. 

 Describe the implementation and benefits of bounce attack prevention. 

 Describe the benefits and configuration of local and remote logging levels including message audit logs. 

 Describe the benefits, configuration and application of various directory data source services. 

 Describe implementation and operational considerations of spam quarantine. 
 

   
SECTION 3  

Management and Reporting  

 Describe how to create, test, and modify email policies. 

 Describe how to create, test, and modify content filtering policies. 

 Describe how to create, test, and modify encryption policies. 

 Describe how to obtain custom spam rules. 

 Describe how to integrate Symantec Data Loss Prevention technology with Messaging Gateway. 

 Describe how to manage policy groups. 

 Describe how to perform appliance maintenance (role based administration, backup, restore and upgrade, 
queue maintenance) of Messaging Gateway 10.5. 

 Describe how to use and manage system and message audit logs. 

 Describe how to use reporting, including creating favorites and scheduling reports. 

 Describe how to use and manage incident folders and quarantines. 

 Describe how to use administration tools from the command line. 
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About Symantec 

Symantec is a global leader in providing security, 

storage and systems management solutions to 

help consumers and organizations secure and 

manage their information-driven world. Our 

software and services protect against more risks at 

more points, more completely and efficiently, 

enabling confidence wherever information is used 

or stored. 
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