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Administration of Symantec™ Messaging Gateway 10.5
Exam Objectives

SECTION 1
Overview and Architecture

o Describe the features and benefits of Symantec Messaging Gateway 10.5.
e Describe the Symantec Messaging Gateway 10.5 architecture.

SECTION 2
Installation and Configuration

e Explain design considerations (physical and/or virtual) in planning a Messaging Gateway Deployment.

e Describe prerequisites for installing Messaging Gateway 10.5.

e Describe the O/S restore, factory reset, bootstrap and site setup wizard processes.

o Describe how to test configuration of Messaging Gateway 10.5.

e Describe the implementation and benefits of adaptive reputation management.

e Describe the implementation and benefits of invalid recipient handling and directory harvest attack prevention.
e Describe the implementation and benefits of sender authentication.

e Describe the implementation and benefits of bounce attack prevention.

e Describe the benefits and configuration of local and remote logging levels including message audit logs.
e Describe the benefits, configuration and application of various directory data source services.

e Describe implementation and operational considerations of spam quarantine.

SECTION 3
Management and Reporting

e Describe how to create, test, and modify email policies.

o Describe how to create, test, and modify content filtering policies.

Describe how to create, test, and modify encryption policies.

Describe how to obtain custom spam rules.

Describe how to integrate Symantec Data Loss Prevention technology with Messaging Gateway.

Describe how to manage policy groups.

o Describe how to perform appliance maintenance (role based administration, backup, restore and upgrade,
gueue maintenance) of Messaging Gateway 10.5.

e Describe how to use and manage system and message audit logs.

e Describe how to use reporting, including creating favorites and scheduling reports.

e Describe how to use and manage incident folders and quarantines.

e Describe how to use administration tools from the command line.
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About Symantec

Symantec is a global leader in providing security,
storage and systems management solutions to
help consumers and organizations secure and
manage their information-driven world. Our
software and services protect against more risks at
more points, more completely and efficiently,

enabling confidence wherever information is used

or stored.

For specific country offices and Symantec World Headquarters
contact numbers, please visit 350 Ellis St.

our Web site. Mountain View, CA 94043 USA

+1 (650) 527 8000
1 (800) 721 3934

Www.symantec.com

Copyright © 2015 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the U.S
and other countries. Other names may be trademarks of their respective owners. Specifications and product offerings are subject to change without notice



