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What is GDPR? _

W — e bn—— L

N

The General Data Protection Regulation (GDPR) (Regulation
(EU) 2016/679) is a new set of rules by which the European
Union (EU) intends to standardize data protection requirements
for all personal data for individuals within its borders. It

also addresses the export of personal data outside the EU.
GDPR will become enforceable as of May 25, 2018.

Sanctions for non-compliance can cost $20m Euros or
4% of gross worldwide turnover, whichever is higher.

Which recitals (provisions) apply to
cloud applications and data?

GDPR requires enterprises to identify where all of their personal
data resides, how it is protected, and how it is being used,

including data shared and stored in cloud apps and services. :
Many GDPR recitals relate to not just technology, but an CIOUd Apps & Ser‘"ces
organization’s policies, systems, and people behaviors. SaaS | laaS | Web | Mobile

However, as the GDPR has a fundamental goal of ensuring
that private data is kept secure, there are some key principles
that will be common to any data protection plan with the goal
of protecting data across its entire life cycle. These are:

« How do GDPR compliance
° now your personal data .
Understand what personal data you collect and any reqUIrementS affect cloud
retention rules you have to store personal data. applications and data’)

e Assess your data security
Assess whether the level of security offered by current
policies and procedures is adequate to offer protection
against unauthorized processing and data loss.

Organizations will need to monitor and control cloud applications
and services used by employees who may be sharing and storing
the personal data of EU residents. They will also need to have data
protection policies in place to protect the personal data itself.

e  Embed Privacy These compliance requirements will apply to any
Ensure that the technologies embed privacy and the company that processes EU residents’ personal data,
processes are built protecting the privacy of individuals. no matter where it is located.

Ensure full risk management of personal data

from who has access to it, where it is located, how What constitutes persona| i
itis used and that it is protected through strong data Under GDPR? -

information risk management and security.

e  Protect Personal Data @ ©.
“@ =
@

Personal data is broadly defined as any information relating
to an identified or identifiable natural person such as an
identification number or information specific to their physical,
physiological, mental, economic, cultural, or social identity.
Most significantly for cloud applications, it is also worth

e  Control transfers of personal data
Transferring personal data out of the European
Economic Area—e.g., in the cloud—will be
subject to increased regulatory scrutiny.

e Review any breach notification processes mentioning that user, network and device identifiers (i.e.,
Ensure that your company has tools on hand IP addresses) in log files are also considered personal data
to investigate the extent of any compromise if they can be traced back, even indirectly, to a particular
within a 72-hour notification deadline. individual (e.g., employee, consumer, customer contact person,

system administrator, support agent, website visitor).

v Symantec.
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What are the specific compliance issues for cloud apps?

GDPR requirements are concerned with location, access, protection, handling, security, and encryption for personal data.
This can be particularly challenging for an organization when the IT team may not be aware that a department or indi-
vidual is using a certain cloud application or service. For those cases when IT is tracking the use of sanctioned SaaS

and laa$S solutions, they may not have any visibility or control over how that service addresses these issues.

How can Symantec CloudSOC help
address GDPR requirements?

CloudSOC Cloud Access Security Broker (CASB) addresses these
GDPR compliance recitals for personal data stored and shared
in the cloud with a full end-to-end cloud security life cycle:

01

Prepare

04

Respond

01 Prepare
¢ Know where your personal data is in the cloud

e Check if your cloud apps fulfill key security
attributes associated with GDPR

¢ Uncover and classify personal data

03

Protect

02 Detect

¢ Know what risky personal data you have
and whether it is exposed

¢ Detect anomalous user behavior and malware

04 Respond

e Quarantine risky personal data and users

Pr

03 Protect ¢ Block uploading and downloading of personal data
* Remediate risky exposures in file shares

» Block apps that do not fulfill key security . .
attributes associated with GDPR Set up and send policy violation alerts to admins and users
. . ¢ Provide post incident analysis and response
Define cloud data policies within a 72-hour notification deadline
» (Optional) Ensure you have consistent DLP

policiesibothin thelcloud and oreprem ¢ Provide dashboards and reports that provide

visibility into your GDPR compliance posture

» |dentify risky users, activities and data . . .
y y * (optional) Tokenize or encrypt personal data either

e Set risk detector thresholds at the field or file level for added security

v Symantec.
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01 Prepare

You cannot control what you cannot see, so uncovering the cloud apps and services in which your personal data is stored, and
identifying that personal data itself, is a prerequisite to setting GDPR-related policies and enforcing compliant cloud usage.

1. Know where your personal data is in the cloud
The European Union General Data Protection Regulation requirement has significant implications for organizations using
cloud apps. Shadow IT comprises cloud apps and services adopted by employees and business units, often without IT
sanction or security oversight. More than 90% of cloud apps today do not exhibit key security attributes associated with
GDPR. Uncovering these apps is a critical first step in helping to secure your personal data for GDPR compliance.!

e CloudSOC Audit helps enable you to uncover and analyze all cloud applications on your network, including Shadow IT adopted
by employees and business units without IT sanction or security oversight. CloudSOC can provide granular information on over
22,000 cloud apps and services, and then provide an overall cloud Risk Score on the cloud apps used by your organization.

Last 7 Days - B Sep 26, 2017 - Oct 02, 2017 > Gerenate Infographic > Generate Audit Report

L

Your Audit Score

57 16 (=) 4 16

Top Used Services
Google

Top Users
y Suite e e 9 398

Office 365
Online Productivity
= / B s

Gol

KB

a KB

Microsoft Online i Top Destinations (3)
BugHerd

Sidekick -

Cisco Meraki

Screenshot: CloudSOC Audit screen showing apps in use, their Business Readiness Rating (BRR)
and the sample organization’s overall Audit Score (57)

2. Ensure that usage of your apps is GDPR compliant
Performing the due diligence necessary to confirm cloud applications exhibit key security attribute requirements for GDPR compliance
can be challenging, but this is a critical second step to ensuring your personal data is being handled according to GDPR requirements.

e CloudSOC Audit provides a Business Readiness Rating (BRR) on a scale of 1-100 for each app based on over
100 risk attributes, including those associated with GDPR (See next page). This information can help you to
make smart app choices. These attributes are used to compile the BRR for your cloud apps. You can customize
the significance of each attribute to customize your app BRRs to match your security requirements.

1. Symantec 1H 2016 Shadow Data Report

v Symantec.
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« Federated Identity Management MUt TacIor AT enticalon via STartear
NCLUDE 3UTE Multi-factor authentication via SMS
OAuth support Multi-factor authentication via USB Token
OpeniD support

- Password Quality Rules

a

SAML support

NCLUDE ATTRIBUTE

= Brute-force Protection

(<]

Force change of password after some time period

INCLUDE BUTE
Protection from multiple failed logins Provides password reset and recovery
Utilizes CAPTCHA Requires minimum password length

Requires strong password format Screenshot: Samp[e of the risk attri-
+ Multi-factor Authentication butes tracked fOI’ cloud apps in

NCLUDE \TTREUTE TfcssesSanel CloudSOC. The importance of Risk
Multi-factor authentication - Security Questions NCLUDE BUTE Attributes, including GDPR re[evant
Multi-factor authentication via Biometrics Controls IP range from which login s allowed ones, can be customized to Must Have,
Multi-factor authentication via Mobile App Supports device restrictions

Important, Nice to Have or Don’t Care

List of cloud app GDPR relevant attributes in CloudSOC

GDPR requirements applicable to cloud usage Attributes

Know the location where cloud apps are processing or storing Identify the locations of data centers where the app is hosting your
personal data personal data (based on current usage)

Password quality rules, brute-force protection, MFA, role based
access control, IP and device based restriction

Content security policies, policy configuration and enforcement

Data sharing controls

X Admin, User Audit Trails
Take adequate security measures to protect personal data from loss,

alteration or unauthorized processing Compliance and certs

Encryption data at rest, keys in control of the enterprise? No known
security vulnerabilities

Encryption data in motion, SSL used for data in motion, key strength,
cert strength

Data not stored on mobile for offline access, offline data encrypted

Don’t allow cloud apps to use personal data for Customer data not analyzed for ad targeting
unauthorized purposes (opt-in regulations)

Customer data not analyzed for behavior mining

Does the service have backup data center for data redundancy and
availability (disaster recovery and business continuity)

Is the backup data encrypted?
Take adequate security measures to protect personal data from loss, P yp

alteration or unauthorized processing Restrict opening files in external apps on mobile (device security
policy)

Are user account credentials encrypted? If integrated with other 3
party services, is password stored?

Don’t allow cloud apps to use personal data for

. Does the customer or SaaS vendor own the data?
unauthorized purposes

v Symantec.
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List of cloud app GDPR relevant attributes in CloudSOC (cont.)

GDPR requirements applicable to cloud usage Attributes

Know the location where cloud apps are processing or storing
personal data

Location of where data can be hosted for processing and storage
(all data centers)

Capability to restrict storage of personal data to specific regions

Ensure that you can erase the personal data when you stop
using the app

Data erased upon termination of service by customer

Take adequate security measures to protect personal data from loss,
alteration or unauthorized processing

Does a service have a published disaster recovery plan?

How would a SaaS vendor handle personal data in case of merger/
acquisition/shut-down

Does my company have a formalized breach notification process?

Formal breach notification and incident response policies in place
to identify, confirm, address and notify affected parties of breaches
within 72 hours

Close a data processing agreement with the cloud apps you're using

Does the cloud vendor offer a data processing agreement?

Collect only necessary data and limit the processing of personal data

Only necessary data to perform the functions of app collected (i.e. per
the data processing agreement, limits on the collection of personal
data that reveal race, ethnicity, religion, political conviction, ...)

3. Uncover and classify personal cloud data

Once you understand where your personal data is being stored, it is necessary to identify which data stored
and shared in them is personal and what retention rules you have relating to the storage of that data.

e CloudSOC uses ContentlQ, its data science driven content inspection engine, to provide native CASB data gover-
nance and DLP capabilities. You can quickly set up ContentlQ profiles to identify specific personal data types.

e  CloudSOC then monitors and scans
all cloud data to determine:

o What types personal data is
being stored in the cloud

Screenshot: Some content
types automatically identified
in CloudSOC using the data
science powered ContentlQ
data classification engine.

v Symantec.

o Where the personal data resides

Jan 15, 2016 - Jan 21, 2016

L[}

@ e © Show data center locations Last 7 Days

:'o v o

Screenshot: Accurately track the locations where data associated
with a specific cloud application may be found based on global
application traffic flow analysis performed in CloudSOC. Unlike
other solutions that rely solely on self-reported public data,
CloudSOC leverages Symantec’s global footprint to identify data
locations through empirical analysis. This enables us to identify
locations not found in general public sources.
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02 Detect

Detecting threats in the cloud requires leveraging either real time gateway detection for unsanctioned and
sanctioned cloud apps or APIs to get near real time detection of incidents in select sanctioned cloud apps:

e CloudSOC Gateway uses StreamlQ™ technology to extract granular events from real-time cloud application traffic. Its unique
data science-powered technology enables deep visibility into transactions with a broad range of cloud applications.

e CloudSOC Securlets leverage APIs for a dozen top cloud apps such as Office 365, G Suite, Box, and Salesforce. It can
inspect data at rest, even for cloud-to-cloud transactions or legacy data exposures not previously detected.

e  CloudSOC Audit ingests log files from your proxy or firewall to uncover Shadow IT and audit use of cloud applications. It also enables
you to evaluate which cloud services are business-ready and control their usage to keep your organization safe and compliant.

e Cloud Data Protection (CDP) selectively encrypts or tokenizes field-level information in SaaS
applications to help achieve cloud data protection and compliance for personal data.

...............................

e  Know what personal data you have
and whether it is exposed

e Detect Policy Violations
CloudSOC Protect allows you to identify when
a ContentlQ/DLP policy has been violated,

@ Securlets™
@ CASB Gateway

@ Shadow IT Audit

providing the intelligence needed to take action.

v Symantec.
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User Policy Name Typ
en |y el o Li - Phimm_Block_Opp_Creation Acc Message [ALERT] File customersforprocessing_west-highsev.xlsx download matched policy
- MPG - Block File Transfer via Gateway

e | e - Phimm_Block_Opp_Creation Acc  Host 112198+

Browser Firefox
rn o e L. MPG - Block File Transfer via Gate...  File Activity Type Policy Alert

Longitude 121.014702
. B P .Symantec DLP Google Drive - Gat...  File

Latitude 14.591600

Source Location Manila (Philippines)
T i g MPG - Block File Transfer via Gate... File ( PP )

Name customersforprocessing_west-highsev.xlsx
VT i o _Symantec DLP Google Drive - Gat...  File Referer URI https://drive.google.com/drive/folders/OBOQVAT]Dwf2PdIJIWGXQLW5IcOk

Request URI https://doc-14-9c-docs.googleusercontent.com/docs/securesc/mf69ge7et7erjkd...
o | b e - MPG - Block File Transfer via Gate... ~ File  Content Vulnerabilities 25 Pl

Matched Expressions
n—— —— - _Symantec DLP Google Drive - Gat.. ~ File (46) Personally Identifiable Information
(38) Person Name, Social Security Number
N — _- MPG - Block File Transfer via Gate... File (8) Person Name, Social Security Number, Person's Email Addr
ess
o e e g - .Symantec DLP Google Drive - Gat...  File [, ContentlQ Profile(s)
Pll and PCI

Screenshot: CloudSOC Protect Screen policy alerts, with a pop-up showing drill down event
details for a user who’s download of personal data has been blocked.

e Detect anomalous user behavior and malware
CloudSOC Detect allows you to identify risky behaviors such as account compromises, data
destruction, and data exfiltration as well as malware infected files. Detect ingests and correlates
user behavior, applying data science to graphically identify issues. This enables you to:

e Detect risky user behavior

¢ |dentify potential account take-overs or malware, etc.

e Avert risks due to inadvertent exposures while educating users

¢ Define new data protection strategies and fine tune policies

Severity  Service User Incident Type marty.welss@elastica.me sl
Across Services GW O p—— Large number of suspicious logins. 2.0 Exceeds 2 event threshold in 10.0 minute(s). Servic
Across Services
Salestorcs [ Frra—— - . List of Services
High Salesforce  GW. i T x Large number of activities. 3.0 in 1.0 minute(s). > 10 standard deviations AddThis
Instapaper
Box
High Across Services GW. i e e New class of devices, browsers or IP blacks discovered: Time Warner Cable Internet LLC from GMT 2017-10-23T12:46:56 to GMT 2017-10-23T12:46556.> 1 pronney
Amazon Web Services
Office 365
Across Services  GW iw | o mgrnd dr g - Large number of suspicious logins. 2.0. Exceeds 2 event threshold in 10.0 minute(s). Pl
Severity
Concur  GW i | ey e b g e User performed an anomalously large variety of activities in 37.2 minute(s). 71 standard deviations Medium
User
Office 365 GW i § by e e g Large number of activities. 10.0 in 4.0 minute(s). 6.7 standard deviations ol s it e
Activity Type
Upload
Across Services GW oiru iy e i g Large number of suspicious lacation changes. 10. Exceeds 1 event threshald in 12.0 hours(s)
ThreatSeore
Office 365 API [ror e ——— Large number of deletes. 30.0 in 1.0 minute{s). 5.2 standard deviations Last Updated At
Oct 23, 2017, 12321 PM
High Across Services  GW PP —— Large number of suspicious logins. 2.0. Exceeds 2 event threshold in 10.0 minute(s). First Reported At
Oct 03, 2015, 10:56:17 AM
- o " - 2 Browsers
High Office 365 GW [r e ———— Large number of activities. 2.0 in 1.0 minute{s). 6.3 standard deviations Firafox

Screenshot: CloudSOC Detect Screen Showing incidents with a drill down
into users, incident types, affected applications and other event details

v Symantec.



GDPR Compliance with CASB/DLP Cloud | 10
Monitor and Control Shadow IT and Shadow Data for GDPR Compliance

03 Protect

Protection refers to the setting and enforcement of cloud application and data policies that ensure cloud usage adheres to GDPR guidelines.

1. Block apps that do not exhibit key security attributes associated with GDPR compliance
Just uncovering Shadow IT is not sufficient for GDPR compliance; you also must be able to set
policies to control access to apps likely to allow non-compliant behaviors and actions.

¢ Integrating CloudSOC and Symantec ProxySG or WSS provides visibility and control over cloud apps
directly through your proxy management console. This is achieved through an App Feed from CloudSOC to
ProxySG and WSS. You can then apply policies based on GDPR-relevant attributes and geographic processing/
storage profiles directly in your Secure Web Gateway (SWG) based on this dynamic app intelligence.

BLUECOAT Proxysc vswe-se
Management Console

Screenshot: Cloud app policy set up through the ProxySG management console using
intelligence from CloudSOC App Feed via the Symantec Global Intelligence Network (GIN)

Statistics § Configuration | Maintenance

¥ General

Visual Policy Manager

\dentification Visual Policy Manager
Clock

Archive

b Network
» Services

¥ Clients Eile Edit Policy Configuration View Help
b ssL

it Web Access Layer (1)

* Authentication

¥ Content Filtering MNo. Source Destination Service Time Ay
* Application Classification ® [} St Deatination Object
General 1 W e

Existing Destination Objects

Attributes

» Geolocation Show: All (sort by object-name)

* Threat Protection

¥ Content Analysis e T BlockappswithnoAD

¥ Forwarding Ty BlockappswithnoHIPAA

b Health Cheeks 1 BlockappswithnoHIPAAANDPCI 22,000* SaaS & laaS
* Access Logging

T BlockappswithnoMFASQ
T BlockappswithnoPCl
Ti BlockappswithnoSAML

* Policy

applications/services

Policy Options
Policy Files

® Visual Policy Manager

Exceptions

Application Artributes. ..

e S
e CloudSOC Audit p

1 Apnncmr‘l Name... -
L]
Application Operation... —LOGS — . .
Destination Host/Port... optiona/ :—AUdlt’S AppFeed
Destination IF Address/Subnet... °
P/ NS o
File Extensions... ==== °
Settings retrieved fro HTTP MIME Types... N4 Global
ICAP Respmod Response Header... U7 Intelligence
IM Buddy... WSS \Z Network
.
L]
L]
P =l - - - - - - - T T EE Em Em o L |
| . |
| SpanVA . |
| On-prem : [ |
I virtual appliance . MANAGEMENT |
“ CENTER
I Y d I
| |
| |
I E . ProxySG !
Di - CloudSOC Audit I nt?rprlse Includes ProxySG, I
e Ll I Perimeter ASG, and VSWG |
integration with ProxySG/WSS e e e e e e e -
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2. Define Cloud Data Policies
CloudSOC Protect enables you to apply GDPR-related privacy policies for both data-in-motion and data-at-rest using
CloudSOC’s native DLP, ContentlQ, or alternately through integration with Symantec DLP. (See section 3 below)

e Policies can be built using CloudSOC ContentlQ, enabling you to block or alert on specific violations.

Policy Name Block PCI and Pl files +

Block Distribution Vorstandsvorlage.
Inactive

Block Download from non-COU Rules
Cloud Services Fansfer
Block File Uploads @ ek File Transfer via Gatelets

Block PCI and Pl files o Transfer Types Jun 27, 2016, 7:08:20 PM
Download cice L mmit e
Block Personal Dropbox logins Upload
: Jul 25, 2016, 42954 PM
irw i by maide in g

@ Users & Groups.
Block Personal Google Account Login i H B MO R
Block SFOC and Box

Content Inspection
Block Upload for Dropbox Sk

Block Use of Personal Email

Responses

@ Block

Block file transfer

Block gmail address

Block sharing of company confidential docs

Screenshot: CoudSOC Protect policy screen showing drill down details into an example document with personal data or PCl policy

e  Protect personal data
Ensure full risk management of personal data from who has access to it, where it is located, how it is
used and that it is protected through strong information risk management and security.

e  Control transfers of personal data
Transferring personal data out of the European Economic Area (e.g., in the cloud), will be subject to
increased regulatory scrutiny. CloudSOC helps you to apply policies preventing such transfers.

3. (Optional) Ensure you have consistent DLP policies both in the cloud and on-prem
Personal data travels between your on-prem network and the cloud. To avoid gaps in security caused by creating sepa-
rate islands of DLP in the cloud, and inconsistent policies and workflows, you should integrate your on-prem DLP and
CASB. Note that most solutions use ICAP, which wastes bandwidth and increases latency due to the need to reroute
all traffic to the on-prem DLP engine. Only Symantec has a native REST API based solution (see next page) that
doesn’t rely on ICAP for integration—optimizing performance. It also empowers the DLP console with rich insights
from CloudSOC such as new policy attributes, user ThreatScores and detailed cloud activity log information.

e CloudSOC Securlets and Gateway integrated with Symantec DLP
Extend your existing DLP policies and workflows to the cloud without having to recreate them for cloud stored
and shared data, to gain consistent visibility and control over Shadow Data on-prem and in the cloud.

v Symantec.
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X DLP Network
: Source Engineering
= Code
. Legal
T DLP Email Personal Business
: Data
al e Design PHI
Y DLP Storage
2l . CloudSOC
LY DLP Endpoint
: Incidents
: \\\\\\\\\\\““““”"'""""" DLP Cloud Connector
: aw
. AN .
. N\ N
. \\\ \\\\
S N
DLP N
\\\\\\\\\\\ Policies &
Enforce ..o Workflows
Diagram: CASB 2.0 integrated with Symantec DLP Cloud
V) Symantec Data Loss Prevention | Home Incidents ~ Manage v  System ~ ® 8
Manage > Policies > Policy List All Reports Adn LORGING....
Add Policy Import Policy Export A POl 1 . ¢y Details
Name a Policy Group Last Modified
@  Americas PCI (DCM) Network Bruce-18b-Joes-Network Incidents o0, re, Cloud Service for Email Policy Group September 23, 2016 3:28:52 PM PDT PE E-%
@  Americas PI1 (DCM) Endpoint Bruce-Network-Incident-00007613  Americas Region. Personally Identifiable Info September 26, 2016 2:07:23 PM PDT PE ¥-%-4
(2] AP PII (DCM) Discover BU/Policies Asia Pacific & Japan  Personally Identifiable Info May 23, 2013 12:53:41 PM PDT ra ¥-%:5
Classification DLP Cloud Sve Connector
CAD Documents DLP Cloud Service Connector for Elastica ber 26, 2016 1:42:15 PM PDT 5
o e Mabile HTTP/HTTPS Incidents 6 e oot o s X 6d
Q CAD files from template . United States September 23, 2016 3:29:07 PM PDT re 4-%-
U &
o (CCN - Daphne Test s Cloud Service for Email Policy Group September 2, 2016 2:36:29 PM PDT ra 4-K: 3
® Classification compliance 4 Classification compliance Classification September 26, 2016 2:08:23 PM PDT re 4-%:5
@  Confidential Data Policy 2 DLP Cloud Service Connector for Elastica September 26, 2016 11:08:56 AM PDT FE ¥-%:5
o Credit Card Data This policy detects any credit card info leaving the organization Confidential Data Protection August 21, 2016 11:27:56 PM PDT [ b " dn
@  0CS- Legal Hold DCS - Legal Hold Classification August 11, 2015 12:49:46 PM PDT FE %-%- 1
@  CS Policy - Do not Archive DCS Policy - Do not Archive Classification August 11, 2015 12:49:51 PM PDT P 4-%-4
o Design Documents (DCM) A This policy detects various types of design documents such as CAD/CAM at risk of exposure. Intellectual Property Policies August 22, 2016 11:28:11 AM POT / X s &w

Screenshot: Symantec DLP Policy List Screen Showing Activation of DLP Cloud Service Connector
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4. Identify Risky Users, Cloud Activities and Data
Once you know what GDPR relevant data is stored and where,

you will need to track when classified data is placed at risk £homalous activily tme
of account takeover, data destruction or data exfiltration. Anomalous login activiy time
Across Servicg; . ggo many encrypted files
Too many policy violations
73
e CloudSOC leverages User Behavior Analytics (UBA) Too many suspicious logins
to analyze cloud usage then assigns a dynamic
ThreatScore to every user based on their cloud . R
o oo Q % O Igo many virus violations
activities. This enables you to track and control
access to personal data for high-risk users. O
99 Gmail O Too many virus violations
49 49
e |f user behavior threatens to violate GDPR compli-
ance requirements, you may choose additional Excessive data downloads
a o q o i 12
user-education, step-up authentication, or restric- Google Drve @)

Excessive data uploads
12

tion of risky users’ actions to safeguard your data.

Office 365 . . Too many virus violations
98 98 NEEEEENEN

Screenshot: User Threat Tree. Note the user
ThreatScore of 99 (high) on the left and the branches
showing violations that contributed to that score.

5. SetRisk Thresholds
Set threshold, behavioral, and sequence based detectors for detection of risky behaviors. Threshold importance can
be set to Less Important, Important, Very Important, or Critical based on your organization’s threat posture.

e  Threshold detectors
Set duration (minutes) and importance of threshold-based activities (e.g., five invalid logins in 2 minutes)

e  Behavior detectors
Set confidence level (= x%) and Importance of behavioral activities (e.g., Anomalous frequent user actions : 230% confidence)

e Sequence based detectors
Create multi-step sequence based detectors that identify a chain of activities within a set time-
frame (e.g., a user copies, renames and downloads 10 spreadsheets in 1 hour)

04 Respond

Responding to policy violations and threats can include alerts to IT admins by email, text or ticket, or remediation activi-
ties such as updating file permissions, quarantining risky data and users, and blocking downloads of personal data.

1. Quarantine data and users
When data has been overexposed or a user or group has violated a policy or performed
a risky activity, you can remediate or block the activity, for example:

e Block uploads of files e Unshare shared files

e Quarantine files e Encryptfiles

v Symantec.
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Access Monitoring via Secu
Responses

Block Credit Card N...
File Transfer via Gatelets Block

Block file transfer
Block Delete Salesforc..

Symantec DLP Cloud Service Connector
‘es

Remove all ContentlQ Profiles

+ New~

Learn More|

Blocked Users Alerts

Inactive

Policy Type
File Transfer via Gatelets

Created
Feb 21,2017, 8:34:17 PM

- iy e —

Last Modified
Feb 21,2017, 8:41:23 PM

iy mreide -

Screenshot: a drill down on a policy blocking uploads of GP, PCI, and documents containing personal data
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2. Block uploading and downloading of personal data
Once you set up a ContentlQ DLP policy to block uploads or downloads of personal data,
the action is automatically blocked when users violate the policy.
® P Store | Elastica P Investigate | Ela P Protect | Elastic & MyDrive - G Q Preferences VMware ESXi = L. ES
i) @ https://drive.google.com/drive/my-drive c < Sea
PAC policy Violation by wsn
GO gle Drive 1 potoy ViSwston 2 - - i
L L o Iy p—
s The operation you are trying is blocked by your company
policv 1}
=a = o
[S——
» B3 MyDrive Name T Owner Last modified
wn o arert with me B o ) ® Screenshot: Policy violation notification
o) when user attempts to upload personal
O Recent
- data to a corporate Box account
3. Remediate risky exposures in file shares

When personal data is found to be at risk (overshared), you should change the sharing permissions of that file.

Securiet for
Voew+ | Re-scan Cament
[ Exernal
ane
Exposures . Top Risk Types
o] External OLP
Pil
PCI
e HIPAA
[}
- ‘7 VinusMalware
Showing 260 of 266
Select all data with risks
Document - Ovener
oy T e
oy T e
oy T e
oy T e
oirn Ly mpiiel ol g e

» Top Content Types
Seurce Code
g Hesth -
= o Legd -
a Encrypion -
g Busness -
Be Export £S5V
Q

c

Link Sharing Permissions

sh hittps:fiapp.box comis/TBgt pirw i mariiie rlnn we
Private Link hitps:fiapp.box comifies.! pigw L mriiiel palg e
Access Anyone with the link -

Anyone with the ink
Set Link Expiration People in GlEm ity
People in this folder

Remove ink

Screenshot: Box Securlet dashboard showing an overexposed document containing personal

data and a pop-up screen enabling you to change sharing permissions
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4. Setup and send policy violation alerts to admins and users
CloudSOC Protect allows you to set up and customize alerts via email, text or ticket to
system admins when policies are violated, and email alerts to users.

Admin Alert - [{users_scope]] has v

policy_typel) policy - ({policy_

Dear Admin,

The following policy violation has Deen detectad on your antenprise
Wiolation Type: {{s

Aert Timesta
Cloud Service: =nnl cationsj}
Policy Name: {{policy_name]}

Login to the Elastica portal to learn more about the violation and take adequate actions.

Policy breach notification

Screenshot: CloudSOC Protect response template screen, showing a customizable admin policy violation email alert template

5. Provide post incident analysis and response within a 72-hour notification deadline as per GDPR Article 33 (1)
CloudSOC Investigate capability enables you to quickly investigate areas of concern in cloud accounts for fast
reporting of data breaches to the Data Protection Authorities (DPA). CloudSOC collects granular data on trans-
actions using machine learning-assisted StreamlQ technology. You can access that data through intuitive search

and filtering functions and analyze it via powerful data visualizations and consolidated log reports.

CloudsoC™

INvestigate

service Message
— File 45394968 88337476.1xt has risk(s) - Content/Q Violations, PCI, External DLP
cenlbamm@pssn e 01, 9:52:05 AMI CRITICAL
o ) File 45394968 88337476.1xt has risk(s) - ContentlQ Violations, PCI, External DLP
= o —— 1 9:49:59 AM | CRITICAL
Box [N File 45394968 88337476.1xt has risk(s) - Content/Q Violations, PCI, External DLP
mrsBvpsn e O17, 8:48:05 AMI CRITICAL
B i File 45394968 88337476.0t has risk(s) - ContentiQ Violations, PCI, External DLP
mr@vpsbnee 017, 9:38:08 AMI CRITICAL
- File 45394968 BE337476.1xt has risk(s) - ContentlQ Violations, PCI, External DLP
senibammBrmm e 017, 93237 AM | CRITICAL
—- File 45354968 88337476.1xt has risk(s) - ContentiQ Violations, PC, External DLP
mndvre - 017, 9:27:36 AM | CRITICAL
B File 45394968 8833747681t has risk(s) - ContentiQ Violations, PCH, External DLP
s 017, 9:22:10 AM | CRITICAL
S File 45394968 B8337476.txt has risk(s) - ContentiQ Violations, PCI, External DLP
o @ soTmie s 017, 91812 AMI CRITICAL
Gmail AP Emall file attachment Verizon-Test-Network pptx has risks) - ContentiQ Violations
vivek kokkengadagelastica.me | Oct 20, 2017, 7:12:38 PM | High
el i Emel meemsg Test- G365, P eta s iy~ Contark Vicntions
- mr@vrsbsee 1 Oct 20, 2017, 7:12:30 PM | High
e User trashed emall with subject "Re: Test - 0365. Pl Data'

Lear More

View Matching Policles 41

Box
crtical

Oct 23,2017, 9:49:59 AM

©ct 23, 2017, 9:49:59 AM

File 45394968 B8337476xt has riskis) - ContentlQ Violations, PCI, External DLP
Content Inspection

45394968 88337476.xt

ContentiQ Violations, PCI, External DLP
008
240204837351

F. ContentiQ Profilefs)
OsuData

oLP

PCI Sean Policy

]

GP PCI PIl Exnosures

Screenshot: CloudSOC Investigate Screen showing historical personal data policy violations with drill-down details on an example incident

6. Provide dashboards & reports that give full visibility into the cloud portion of your GDPR compliance posture

CloudSOC’s out of the box GDPR dashboards help you readily monitor GDPR compliance and poten-

tial risks. In addition, these dashboards can be regularly sent out through email distribution as regular

reports, which are key to keeping an eye on your GDPR cloud posture on an ongoing basis.

v Symantec.




GDPR Compliance with CASB/DLP Cloud

Monitor and Control Shadow IT and Shadow Data for GDPR Compliance

’ CloudSOC=28911p | Users - | Sources | Notifications (I + | Mertinlohnson + | B @ @
s P Posture Dashboard - Imported: ' + pesms | o oo
GDPR Risk Apps - Top List By User Count o~ 'GDPR Risk Apps - Top List By Traffic Volume L
Source: Audit (Traffic anatysis from Audit Logs)| Duration: 1 Year (Oct 20, 2016 - Oct 20, 2017) Source: Audit (Traffic snalysis from Audit Logs)] Duration: 1 Year (Oct 20, 2016 - Oct 20, 2017)
s
Verisign: 0.0 % —
e
‘Google Mail: 8.9 %
100
2
. H =
Service
N user Outlook Web App: 89.1 %

GDPR Risk Apps - Monthly Trend By Service Count Ly~  GDPR Risk Apps - Manthly Trend By Traffic Volume -
Source: Audit (Traffic analysis from Audit Logs) | Duration: 1 Year (Oct 20, 2016 - Oct 20, 2017) Source: Audit (Traffic analysis from Audit Logs)| Duration: 1 Year (Oct 20, 2016 - Oct 20, 2017)
',

3 300.0M

o []

Date/Time Date/Time
B Service -+ Total Bytes
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Screenshot: Fully customizable GDPR dashboard in CloudSOC
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agffhazon

7. Tokenize or encrypt personal data
Notification of each affected person after a data breach
is a key GDPR requirement, but also a major burden. oﬁ
P : Key Manager
Tokenization and encryption of personal data at rest, AL e
in motion and in use can reduce this burden.

e (Optional) CloudSOC Gateway integrated with CloudSOC
Safenet enables you to encrypt files when users Gateway
upload them to cloud services, and to decrypt those
files when they are downloaded. The Gateway:

o Works across multiple SaaS apps with
a single encryption solution.

o Lets you control the encryption keys. Key Manager
@ on-PrREM
o ltis focused on encryption of static file content (for

example, financial statements, medical records,
etc.) when they are uploaded to the cloud.

o Supports encryption/tokenization of data in Office
365 OneDrive, Google Drive, Salesforce, and Box

Diagram: The CloudSOC Gateway Encryption Process

e (Optional) Symantec CDP, integrated with CloudSOC
Selectively encrypts or tokenizes field-level infor-
mation in Saa$S applications to achieve cloud data
protection and compliance for structured data.

I‘ll':‘“‘ Z
Womazon

o  Before any personal cloud data leaves an
organization’s control, it is replaced with a
meaningless surrogate token or a strongly
encrypted value to ensure it remains
private to meet GDPR requirements.

o Supports field-level encryption/tokenization Replacement data 2 3 Replacement
in ServiceNOW, Salesforce, and Oracle. sent to the cloud data returned
from cloud

o Integrates with DLP to enable you to use DLP |

policies to trigger tokenization and encryption.

Cloud application 1 4 Original data is
data intercepted retrieved &
viewed
seamlessly
by users

Diagram: The Cloud Data Protection Gateway
encryption/Tokenization Process
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(Optional) Symantec Information Centric Encryption (ICE)
integrated with CloudSOC and DLP (recommended)

With ICE, you can encrypt entire files and keep data safe
though monitoring and controlling access in real time,
dynamically revoking user access or remotely wiping

access to a document. With Symantec ICE you can:

GDPR Compliance with CASB/DLP Cloud
Monitor and Control Shadow IT and Shadow Data for GDPR Compliance

Encrypt application data and personal
datain a broad set of file formats

Revoke access to personal data if a
malicious insider or hacker obtains it

Find and wipe copies of personal data
accessed by an unauthorized user

Store your keys in a customer-managed
Amazon Web Services account

Diagram: ICE encryption process, a comprehensive

Informa

tion Rights Management solution

ORONONO

v's

Dynamically encrypt based on
content classification.

Content stays encrypted,
regardless of where it travels.

Granular control of who can
access content.

Content is beaconized and may
be revoked at any time.

ymantec.

O,

=
\

&
Oia.

-
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O
L~
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How Can You Get Started on Becoming GDPR Compliant in the Cloud?

Contact Symantec for a free Shadow IT or Shadow Data Risk Assessment.

The Shadow IT Risk Assessment is a multi-page analysis
of your cloud security posture that includes:

e Executive Summary of most used apps, new
services added, most active cloud users, service
categories, and service hosting locations

e List of all services by category
o List of all discovered services
e List of all users

e Security recommendations

Shadow IT Risk Assessment

|

N
W

o
= oN

out of 421 services

=

Srhigher risk

o &\\\\\\\\\

s \ DATA UPLOAD
: uploadsitothese services

g
I
g

=

go.symantec.com/shadow-it

v Symantec.

The Shadow Data Risk Assessment is based on your organi-
zation’s unique security requirements, but generally within
a few days, your account rep will deliver a PowerPoint slide
deck giving your organization a comprehensive overview of:

e Thetypes and risk level of data stored and
shared in the selected cloud app

e User activity and usage patterns in the selected cloud app

e The types of policies and controls that will be
required to promote the cloud app to the busi-
ness as the only approved file sharing drive

e The economic and productivity benefits from a successful
and secure migration to the selected cloud app

Shadow Data Risk Assessment
EXPOSURES

oo cS

6395 3409

Internal External

12047

Public

RISK TYPES

1000000000+ 1. 2.4
Pl I 27
HIPAA 00000 - 107
Souirce Code 1011000000000 - 142

Virus/Malware i 9

go.symantec.com/shadow-data
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GDPR Compliance with CASB/DLP Cloud
Monitor and Control Shadow IT and Shadow Data for GDPR Compliance

In addition, through direct access to the CloudSOC dashboard,
your organization will be able to gain real-time visibility into the following:

Exposure Risk
Visibility into files that are exposed
publicly, externally, or internally.

Sensitive Content Risk
Patent-pending ContentlQ™ technology, based

on

computational linguistics and machine learning

identifies sensitive/personal data in the cloud.

Compliance Risk
ContentlQ™ also automatically highlights
possible compliance risks.

Usage Analytics

Filtering based on user, content type, and risk type is a
breeze. You get a slick desktop style experience. Users
responsible for data exposures are identified.

Users with Sensitive Content
Users with the most compliance risks are highlighted.

Users with Exposures
Users responsible for data exposures are identified.

User Centric ThreatScore™
Identify users demonstrating risky behavior.

»

CloudsoC”

Daoshiboarao

Based on data within last 7 days

&o, Users

54

High Risk

Med Risk

74 Threat Alerts

Med Risk

High Risk

& Audited Services

CloudSOC™ 2 88140

= Policies

Blocking Alerting

L Users by Severity

Low Risk Low Severity

Qusers

Traffic

30MB
Traffic

Sesslons

[E Policy Matches

16 0]
Rest Alerts Blocked Users
Mediur iigl
10 54
Medium Severity High Severlty
(]
Destinations

71 18

Sesslons Destinations
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DISCLAIMER: Prudent companies should review their broad
GDPR compliance PLAN with appropriate counsel.
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What is CASB 2.0?

CASB 2.0 refers to a next generation CASB
solution that seamlessly integrates with a wide
range of core security technologies including
Data Loss Prevention (DLP), Secure Web
Gateways (SWG), endpoint, encryption, access Symantec‘.
control, and Advanced Threat Protection (ATP). o integrations o
CloudSOC pioneered this technology by natively
integrating with the full suite of Symantec
Security solutions, enabling you to avoid creating
an island of security in the cloud separate from
your existing on-prem security investments.

o0
°® ®s
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Symantec CloudSOC Audit:

https;//www.symantec.com/products/web-and-cloud-security/cloud-application-security-cloudsoc

Symantec ProxySG:

https://www.symantec.com/products/web-and-cloud-security/secure-web-gateway-proxy-sg-and-asg

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016:
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.119.01.0001.01.ENG&toc=0J:L:2016:119:TOC

Opinion 4/2007 on the concept of personal data, Article 29 Data Protection Working Party:
httpy//ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf
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