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  SymantecTM Endpoint Protection 
 

 Fix 5 Common Misconfigurations to 

Dramatically Improve Effectiveness 

 

Overview 

Symantec Endpoint Protection is a powerful yet flexible product made up of several protection engines. It is 
that flexibility, designed to meet the needs of any type of organization, which can lead to misconfigurations 
that reduces its effectiveness in your environment.  

 

      Figure 1: The variety of protection engines in Symantec Endpoint Protection across the attack chain 

 

Although you have no doubt been using Symantec Endpoint Protection successfully for some time, we 
have found that the following 5 misconfigurations are very common.  Although they may seem in some 
cases straightforward, they can result in a dramatic improvement in effectiveness. 

 

Misconfiguration #1: Advanced technologies are disabled 
 
Advanced protection technologies such as Symantec Online Network for Advanced Response (SONAR™), 
Symantec Insight™, and IPS (Intrusion Prevention System) are sometimes disabled due to false positives. 
Out-of-the-box Application Control policies are often not reviewed and applied where they can significantly 
reduce the endpoint attack surface. These signature-less technologies are used to protect endpoints 
against modern threats like ransomware and script-based attacks. 
 
Recommendation: Enable all engines on workstations. Evaluate false positives on a case-by-case basis 

and remediate them using whitelisting, code signing, or reporting them to Symantec. 
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Review the Application Control policies and apply (in test mode initially, then in production mode) any of 

the out of the box policies that will help reduce the attack surface of your endpoints. 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Application Control 
policy settings can help harden 
you endpoint  

 

Misconfiguration #2: Out of Date Clients 

Clients need to be kept up to date to remain effective and secure. Symantec Endpoint Protection has the 
potential to affect every client and server in a customer’s environment. Similar to Microsoft patches, you 
should have a plan to distribute Symantec Endpoint Protection’s critical patches in an acceptable time. 
Symantec Endpoint Protection Manager has the ability to deliver delta packages to ensure patches are as 
small as possible so as not to affect performance. 

Maintaining software currency for your Symantec Endpoint Protection estate means you can maximize the 
benefit of new protection capabilities available for it and minimize your organizations risk exposure. 

Recommendation: Ensure that client updates are enabled and review Symantec Endpoint Protection 
reports showing out of date clients.  Review the compensating control capabilities (such as Application & 
Device control or Host Integrity policies) to increase the protection levels on any categories of clients that 
cannot, for operational reasons, keep track with the latest releases. 
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Misconfiguration #3: Outdated Exceptions 

Exceptions are often created to address false 
positives, but they are sometimes too broad and are 
easily forgotten. These exceptions can add up over 
time and create holes in your endpoint defense for 
malware to take advantage of.  When impacted 
applications are upgraded, legacy exceptions are 
often “orphaned” and can provide an unnecessary 
attack vector for a well-planned malicious incursion. 

Recommendation: Review existing exceptions and 
determine if they are still needed or if they are overly 
broad.                             
 
Include the review of Symantec Endpoint Protection        Figure 3: Review Out of Date clients regularly 
exceptions as part of a regular change control board                                                                           
process to ensure that the requirement for such exceptions are still current. 

 

Misconfiguration #4: Users Can Change Client Settings 

Symantec Endpoint Protection has very strong tamper protection, but if users are able to add exceptions 
and disable protection engines, they can unintentionally weaken your endpoint security. 

Recommendation: Review all of your Symantec Endpoint Protection policies and configure client policies 
to restrict users from modifying any security settings your organization considers mandatory.  

Review the Symantec Endpoint Protection Mangement console client status (Protection Technology view) 
or run a “Computer Status” Log Monitor job using the “compliance options” filters and investigate any 
clients where the status of protection engines is non-compliant with your corporate policy.  Learn how to 
block a user’s ability to disable Symantec Endpoint Protection on clients in this technology brief.  
 

 
 Figure 4: Review Symantec Endpoint Protection Manager Console client status 

http://www.symantec.com/docs/TECH102822
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Figure 5: Check compliance by 
running a Computer Status Log 
monitor job  

 

Misconfiguration #5: External Communication 

Symantec Endpoint Protection uses Insight to perform reputation lookups of files, URLs, and code signers 
in conjunction with its other engines. If the External Communication policy is misconfigured or if Insight is 
disabled, this lookup will fail and Symantec Endpoint Protection will be less effective at detecting malware. 

Recommendation: Ensure Symantec Endpoint Protection clients can perform Insight lookups by reviewing 
client logs in the Symantec Endpoint Protection Manager 

 

Conclusion 

Symantec Endpoint Protection 
provides powerful protection 
capabilities.  Ensure they’re 
working for you as effectively as 
possible by addressing any 
misconfigurations that exists in 
your environment.   

Stay safe with Symantec 
Endpoint Protection.  Get the 
broadest array of overlapping 
protection engines consisting of 
both next-gen and essential 
technologies to deliver the              Figure 6: Overlapping technologies provide superior protection           
protection you need against           
advanced threats.  The high-speed, lightweight single agent also provides capabilities to orchestrate a 
response using programmable APIs through the Symantec Endpoint Protection management console, 
quarantining or blocking threats to quickly stop the spread of infection.  While additional next-gen 
capabilities ensure advanced features do not impact performance or the end-user.                                               

Learn more about what’s new in Symantec Endpoint Protection 14 at go.symantec.com/sep. 

https://www.symantec.com/products/threat-protection/endpoint-family/endpoint-protection

