
Move to Cloud Email Quickly and Securely
Businesses who value the low maintenance and high convenience of cloud computing are increasingly shifting corporate email to the cloud. 

In fact, Gartner1 found that 13 percent of all public companies are using Microsoft or Google cloud email services. As email moves out of 

server rooms and into public clouds, corporate information becomes more 

vulnerable to data breaches and compliance issues. 

Symantec protects sensitive data in the cloud against breaches, spear phishing, 

malware, and spam with the most complete cloud email security solution called 

the Data Loss Prevention (DLP) Cloud Service for Email with Cloud Console.  

By leveraging Symantec’s industry-leading data loss prevention and threat protection technologies, the DLP Cloud Service for Email with 

Cloud Console lets you move email to the cloud with confidence. With powerful security, risk management, and compliance controls for 

Microsoft Office 365 and Gmail, Symantec protects sensitive data from both inbound and outbound email threats.

Symantec Data Loss  
Prevention Cloud Service  
for Email with Cloud Console

Complete, SaaS-Based Cloud  
Email Security  
•	 Superior inbound and outbound 

email protection for Office 365  

and Gmail 

•	 100% cloud-based solution 

combines data loss prevention 

and threat protection technologies 

to protect you against breaches, 

phishing, malware and spam 

Industry-Leading Data  
Loss Prevention   
•	 Catches and stops sensitive emails 

from leaving your organization’s 

public cloud presence on Office 

365 and Gmail

•	 Highly accurate content inspection 

of outbound email traffic prevents 

data loss other solutions miss 

Industry-Leading Email  
Threat Protection 
•	 Safeguards users from inbound 

email threats, such as spear 

phishing, malware and spam  

in Office 365 and Gmail

•	 Multi-layered detection 

technologies stop new and 

sophisticated threats such as 

ransomware and business  

email compromise

At-a-Glance:

1Survey Analysis: Microsoft Dominates Cloud Email in Large Public  
Companies but Shares the Rest With Google. Gartner. January 2016.

With Symantec, you get powerful DLP  
and threat protection capabilities that  
go beyond the basic compliance-driven  
security of Office 365 and Gmail.
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Sensitive Data Protection for Office 365 and Gmail
All too often, employees expose sensitive information in outbound email messages and attachments. 

Whether accidental, negligent or malicious, stopping data loss is essential to any corporate security 

program. Symantec’s DLP Cloud Service for Email with Cloud Console extends content-aware data  

loss prevention capabilities to Office 365 and Gmail. With a fully cloud-based DLP detection service  

and management console that requires zero on-premises infrastructure, you can be up and running  

in as little as one hour.

Symantec’s solution inspects the content and context of outbound email in real-time by leveraging  

built-in intelligence and content detection capabilities to analyze both the message content and its 

metadata. As a result, you can accurately identify sensitive data with minimal false positives so you  

can focus on the real incidents. Delivery of emails can be blocked or remediated in real-time.

The DLP Cloud Console makes it easy to manage your organization’s data loss policies, investigate and remediate policy violations, and 

monitor what’s going on – all from one sleek, easy-to-use interface that requires no on-premises software or appliances to be deployed.  

It leverages Symantec’s industry-leading DLP technology, giving you the peace of mind that only a proven, enterprise-grade solution  

can provide. 

Features   
•	 Powerful DLP capabilities for 

Office 365 Exchange Online and 

Gmail for Work

•	 100% cloud-based data 

detection service and console 

•	 Comprehensive library of built-

in policy templates and Data 

Identifiers 

•	 Integrated policy violation 

investigation with automated 

and manual remediation 

capabilities

Enhance Symantec Email Security.cloud with the DLP Cloud Service for Email

Symantec’s DLP Cloud Service for Email solution leverages and enhances customers’ existing investments in Symantec Email Security.cloud2. 

With DLP Cloud Service for Email deployed, Email Security.cloud customers get DLP monitoring and prevention capabilities without installing 

any new on-premises infrastructure. 

2Symantec Email Safeguard service plan
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Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, helps businesses, governments and people secure their most important data 
wherever it lives. Organizations across the world look to Symantec for strategic, integrated solutions to defend against sophisticated attacks across endpoints, 
cloud and infrastructure. Likewise, a global community of more than 50 million people and families rely on Symantec’s Norton suite of products for protection at 
home and across all of their devices. Symantec operates one of the world’s largest civilian cyber intelligence networks, allowing it to see and protect against the 
most advanced threats. For additional information, please visit www.symantec.com or connect with us on Facebook, Twitter, and LinkedIn.
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Email Protection Against Attacks, 
Phishing, Malware and Spam 
The DLP Cloud Service for Email with Cloud Console also extends industry-leading threat and 

anti-spam protection from Symantec Email Security.cloud2  to Office 365 and Gmail. You can  

stop new and sophisticated email threats such as business email compromise and ransomware 

with multi-layered detection technologies such as advanced heuristics and deep link evaluation. 

Email Security.cloud also identifies and stops the most stealthy and persistent threats in cloud 

email through insights from one of the world’s largest intelligence networks, the Symantec 

Global Intelligence Network. In addition, you can automatically safeguard the security and 

privacy of confidential emails by encrypting specific outbound emails using policy-based 

encryption capabilities.

System Requirements  
Microsoft Office 365 Exchange Online or Gmail for Work

Why Symantec?  
We give you the most complete cloud email security solution with two superior layers of protection against data breaches and email threats 

that go beyond the basic compliance-driven security of Office 365 and Gmail.
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Features   
• Industry-leading threat and anti-spam 

protection for Office 365 Exchange Online 

and Gmail for Work

• Multi-layered detection stops new and 

sophisticated email threats 

• Deep link evaluation protects  users 

against spear phishing

• Policy-based encryption safeguards the 

security and privacy of confidential emails 

3Symantec Email Safeguard service plan


