
Symantec Data Loss Prevention for Box
Enables a secure, compliant, and easy cloud file sharing solution for your company

Keeping corporate information safe and compliant has never been easy. Cloud and mobile devices have introduced a whole 
new set of data protection challenges. Employees expect the ability to store and share information in the cloud—and then 
access that information anywhere. Users typically adopt their favorite cloud storage service if corporate IT cannot provide file 
sharing options that are convenient and familiar. This “shadow IT” approach leaves you with little visibility and even less 
control, which compromises compliance and puts your information at risk.

Symantec solves this problem with a solution that seamlessly integrates advanced Data Loss Prevention (DLP) capabilities 
into Box. This makes it possible for IT organizations to discover and control the sensitive corporate information people store 
and share on Box. It also gives users a familiar, convenient, and safe cloud storage option they can use to store and share 
files without putting sensitive data at risk.

Discover and Protect Valuable Information

Symantec DLP for Box brings a complete range of enterprise DLP capabilities to corporate Box accounts. 

Scan user accounts  to discover what data is being stored, how it’s being used, and 
who is sharing it. Symantec DLP for Box quickly and automatically detects all of the 
sensitive data stored in your employees’ Box accounts, determines whether it’s being 
shared with people outside the company, and identifies problematic sharing 
practices, such as “accessible to all” links to sensitive information or the lack of 
password protection.

Control the use of confidential files  using advanced content detection methods 
and your own DLP policies. With Symantec DLP for Box, you can apply existing 
policies to files stored on Box—and then quickly take appropriate actions to 
remediate policy violations and maintain compliance.

Actively motivate users to self remediate  by placing visual tags on Box files, 
sending notification emails automatically, and enabling them to review incidents 
using a convenient self-service portal.
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Symantec Data Loss Prevention for Box

Symantec DLP for Box adds clear visual tags to files to let users know when 
they contain sensitive or restricted content.

A convenient self-serve remediation portal makes it easy for content owners 
to resolve DLP policy violations and keep sensitive corporate information 
safe and compliant.

Symantec DLP provides a comprehensive suite of products to protect your information anywhere, 
anytime. For more information, visit go.symantec.com/dlp
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Flexible Deployment Options

Depending on your requirements, you can choose to deploy Symantec DLP for Box as an on-premise or cloud-based solution. 
In either case, your existing Symantec DLP Enforce Platform works with the DLP Cloud Discover Detection server to scan Box 
documents and accounts, apply DLP policies, and initiate appropriate remediation actions.

Work With a DLP Partner You Can Trust

Symantec is an established leader in the DLP market and a founding partner in the Box Trust program. That means you can 
count on Symantec to deliver proven DLP methodologies, intuitive policy and incident management tools, and comprehensive 
DLP coverage as you work to extend security and compliance to Box.

Deliver a Secure, Compliant File Sharing Service Today

Visit go.symantec.com/dlp to learn how Symantec DLP can protect your information anytime, anywhere—including the 
information your users store and share on Box.


