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Symantec Data Loss Prevention 15.5
Planning and Implementation
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COURSE DESCRIPTION

The Symantec Data Loss Prevention 15.5
Planning and Implementation course provides a
basic introduction to Symantec Data Loss
Prevention (DLP) architecture, discusses
important design considerations for planning a
Symantec DLP implementation, and guides you
through the processes of installing the
Symantec DLP Oracle database and the various
server and agent components of Symantec DLP.

Video demonstrations show how to install and
configure the Oracle database, deploy a Cloud
Service for Email cloud detector, configure SaaS
email to work with Cloud Service for Email, and
deploy a Symantec DLP virtual appliance.

Hands-on labs include exercises for installing
the Enforce Server, a Detection Server, an OCR
Server, and an Endpoint Agent, and then testing
the Symantec DLP environment to verify it can
detect policy violations and create incidents.
Note that this course is delivered on a Microsoft
Windows platform.

Delivery Method
Instructor-led

Duration
One day

Course Objectives

By the end of this course, you will have a
fundamental understanding of the important
design considerations and processes for
planning and executing a successful Symantec
DLP 15.5 implementation.

Who Should Attend

This course is intended for anyone responsible
for planning a Symantec DLP implementation
and installing Symantec DLP components.

Prerequisites
You must have a working knowledge of
Windows server-class operating systems and

commands, as well as networking and network
security concepts.

Hands-On

This course includes practical hands-on
exercises that enable you to test your new skills
and begin to use those skills in a working
environment.

COURSE OUTLINE
Module 1: Understanding Symantec Data
Loss Prevention Architecture

e Overview of Symantec Data Loss
Prevention (DLP) products and licensing

e Symantec DLP architecture
e Symantec DLP data flows

Module 2: Design Considerations for
Implementing Symantec Data Loss
Prevention

e Design considerations for the Symantec
DLP database and the Enforce server

e Design considerations for Data in
Motion

e Design considerations for Data at Rest
e Design considerations for Data in Use

Module 3: Installing Symantec DLP
e Preparing to install Symantec DLP
e Installing Oracle
e Installing the Enforce Server
e Installing Detection Servers
e Installing OCR Servers
e Installing Endpoint Agents
e Hands-On Labs: Install the Enforce

Server, install a Detection Server, install

an OCR Server, install an Endpoint
Agent, test the Symantec DLP
environment
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Module 4: Course Review
e Review of Symantec DLP architecture

e Review of considerations for designing
a Symantec DLP implementation

e Review of installing Symantec DLP
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