
Data Center Security 6.5 Product Matrix
Security monitoring and hardening for the heterogeneous data center.

Quick Reference: Security Management

This table provides an overview of the key features offered by the Symantec Data Center Security products. For more

information, refer to the Symantec Data Center Security: Server Advanced Product Guide.

Features/Capabilities DCS:
Server

DCS: Monitoring
Edition

DCS: Server
Advanced

Agentless anti-malware protection YES YES* YES*

Agentless network threat protection YES YES* YES*

Autodeployment and provisiong of security virtual application to VMware hosts YES YES* YES*

Operations Director: Automation and orchestration of security policies for workloads across Symantec and
third-party tools (e.g., Palo Alto Networks)

YES YES*
YES*

Unified Management Console: A new web-based management console designed to deliver a consistent cross-
product user experience

YES YES*
YES*

Integration with Symantec File Reputation Insight services YES YES* YES*

Security microsegmentation of virtual workloads (eg. per Zero-trust model) YES** YES***

Key compliance controls (e.g., PCI, NIST, HIPAA) YES YES YES

Web browser protection YES YES YES

Real-time file integrity monitoring YES YES

File and system integrity monitoring YES YES

Security configuration monitoring YES YES

Security monitoring of on-premise physical workloads YES YES

Security monitoring of on-premise virtual workloads YES YES

Security monitoring of cloud- AWS & OpenStack (all modules) YES YES

Out-of-the-box host instrusion detection policies (IDS) YES YES

Log inspection and consolidated event logging YES YES

Does not require VMware NSX YES YES

Security microsegmentation of physical workloads (eg. per Zero-trust model) YES

Virtual patching YES

Out-of-the-box host intrusion prevention policies YES

File and system tamper prevention YES

Security hardening of on-premise physical and virtual workloads YES

Security hardening of OpenStack Keystone YES

Application and device control YES

Host-based firewall YES

Compensating host intrusion prevention controls YES

Notes:

* Customers with DCS: Monitoring Edition and Server Advanced licenses will have entitlement to the DCS: Server capabilities. However, these components will
require that customers also have VMware NSX deployed in their environments.

**Customers of DCS: Server leverage the integration of Operations Director with VMware vCenter and VMware NSX Service Composer to automate and
orchestrate security across Symantec and third-party security tools.

***Customers of DCS: Server Advanced can leverage the integration of vCenter and Operations Director to enable microsegmenation.

****DCS: Monitoring Edition and Server Advanced do not require VMware NSX.
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More Information

Visit our website

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please visit our website.

About Symantec

Symantec Corporation (NASDAQ: SYMC) is an information protection expert that helps people, businesses, and

governments seeking the freedom to unlock the opportunities technology brings—anytime, anywhere. Founded in April

1982, Symantec, a Fortune 500 company operating one of the largest global data intelligence networks, has provided

leading security, backup, and availability solutions for where vital information is stored, accessed, and shared. The

company's more than 20,000 employees reside in more than 50 countries. Ninety-nine percent of Fortune 500 companies

are Symantec customers. In fiscal 2014, it recorded revenue of $6.7 billion. To learn more go to www.symantec.com or

connect with Symantec at: go.symantec.com/socialmedia.

Symantec World Headquarters

350 Ellis St.

Mountain View, CA 94043 USA

+1 (650) 527 8000

1 (800) 721 3934

www.symantec.com
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