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Continuous Testing as a Digital Business Enabler

Research Report

Executive Summary

Software delivery processes and systems, and the people involved with them, are under
increasing pressure. Sometimes it’s digital transformation, other times it’s simply the
challenge of keeping up with the demands created by ever more dynamic markets and
an escalating pace of change. None of this is news, but is does provide an important
backdrop to the discussion of how software delivery needs to evolve, especially given
that traditional methods and approaches were never designed to deal with the fast-
moving and unpredictable environment you are probably working in today.

But as you look to modern alternatives, like Agile Development and Continuous Delivery,
it’s important to ensure that you take a holistic and balanced approach. Yes, you need
more speed and agility — business stakeholders are crying out for these — but it’s no
good delivering on those needs if that comes at the expense of quality, security and
compliance. All you will be doing is storing up problems and risks that are likely to come
back to bite you when you are least prepared.

With this reality-check in mind, the spotlight is increasingly shifting to the way you
manage quality assurance, and particularly testing, in the modern, iterative software
delivery cycle. Our aim in this report is to shed some light on what’s important to
consider as you transform and optimize testing practices in your environment, with the
help of findings from a recent worldwide research study in which input was gathered
from 923 IT and testing professionals. The detailed results are laid out on the following
pages, but here are some key points to give you a feel for the kind of areas covered:

Modern methods are key, but the real aim is lifecycle integration
The majority of those participating in the study highlighted the importance of modern
methods and approaches such as Agile, Continuous Delivery and DevOps. When put on
the spot and asked about the single highest priority to drive improvement, however,
nearly two thirds said it was about full lifecycle integration. Agile development is core to
this, but so too is the idea of extending agility to both upstream and downstream
activities via a Continuous Delivery framework with a heavy emphasis on automation.

New ideas in testing support the continuous, integrated vision

When asked about evolving testing requirements, a strong consensus emerged around
the importance of automation, even though only one in five reported having a highly-
automated testing environment. When looking to drive improvements, however, two
ideas came through very strongly. The first was the principle of ‘shift-left’, the objective
being to build testing into everyone’s thinking and activity as early as possible, starting
with requirements definition. Closely related is the idea of Continuous Testing, which may
be defined as the embedding of testing as a fundamental and ongoing aspect of every
activity though the software delivery cycle.

Get it right, and software testing actually becomes a business enabler
In order to close the loop with the discussion of how best to ‘keep up’, we assessed the
impact of modern continuous testing practices on outcomes relevant to the business. A
group of ‘Leaders’ who had made exceptional progress (see sidebar for details)
demonstrated what could be achieved. They were more confident in meeting business
needs and expectations in relation to speed, quality and efficiency, and were generally
enjoying greater returns from their broader investments in Continuous Delivery.

—

DEFINITION OF tJ

CONTINUOUS
TESTING

The embedding of
testing as a fundamental
and ongoing aspect of
every activity though the
software delivery cycle.

CONTINUOUS
TESTING

LEADERS

20% of survey
respondents, were
identified as ‘Leaders’
based on ratings in
relation to key enablers
and capabilities captured
on a scorecard:

v" Knowledge of modern
delivery and testing
techniques

v" Foundational continuous
delivery capabilities

v" Tools and processes to
enable test automation

v' Breadth of test
automation coverage

v Organization, culture
and people-related

Leaders enjoy a boost to
software delivery speed,
quality and efficiency, and
realize a range of other
benefits, including a
better return on their
investments in continuous
delivery.
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Development activity is
not just about delivering
new applications.

Figure 1

How many custom
applications do you manage,
and how much custom
development do you do?

Figure 2

Which of the following
statements best sums up
your view of what’s needed
in your environment to
optimize software delivery?

Continuous delivery
provides the tangible
process and automation
framework that makes
a joined-up, end-to-end,
iterative approach
practical and real.

A critical function, undergoing change

The fact that most organizations participating in our study do a lot of software
development will not come as a surprise. Perhaps more important is a reminder that
development activity is not just about delivering new applications, but also modifying and
enhancing an often-sizeable custom application estate as requirements and technology
evolve (Figure 1).

LEVEL OF DEVELOPMENT ACTIVITY
(in house vs delivered via 3" parties)

NUMER OF CUSTOM APPLICATIONS

22%

20%

40%
54%
H Alot

Some
60%
35%

More 400 to 1000 200 to 400 100 to 200
than 1000

50 to 200 Fewer
than 50

In house
team(s)

Third party
developers

Against this background, it’s understandable that the majority of study respondents tell us
that modern approaches are critical, particularly the notion of creating a fully integrated
and Agile-enabled Continuous Delivery lifecycle (Figure 2).

Prime focus . Prime focus

Agile Shift to
methods DevOps

14% 24%

Prime focus
Lifecycle
integration

63%

Implementation of Agile
development methods
only (in line with the Agile
Manifesto)

Cultural and organisational
shift to DevOps, implementing
Agile and Continuous Delivery

along the way

Combination of Agile
Development and Continuous
Delivery, with a strong focus
on lifecycle integration

The picture we see here sums up the high-level imperative to move on from traditional
waterfall methodologies and their rigid lines of demarcation that were conceived at a time

when requirements changed far less quickly and constantly.

‘Continuous’ is now the watchword

Agile methods cover many ‘upstream’ requirements in the modern delivery cycle, and
DevOps deals with the organizational, philosophical and culture dimension of delivery
transformation. It’s continuous delivery, however, that arguably provides the tangible
process and automation framework that makes the joined-up, end-to-end, iterative
approach practical and real, allowing a fast and constant flow of business value.

When it comes to implementation, some have taken a formal and rigorous approach to
putting continuous delivery in place, while others have embraced the key principles of
automating and integrating across the delivery cycle in a less formal manner (Figure 3).
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Figure 3

What approach has your
company taken to
continuous delivery
adoption?

There is a need to
maintain a degree of
flexibility when
implementing
continuous delivery.

Figure 4

Which of the following do
you currently use in order to
support teams in their
adoption and use of
continuous delivery?

It is common for
continuous delivery
activity to be focused on
faster-moving
applications.

Figure 5

How broadly is continuous
delivery currently used,
whether formally or less
formally?

USE OF A FORMAL / RIGOROUS APPROACH

Focus on
Less formal adoption No
of continuous delivery use

22% 4%

Focus on
Formal adoption
of continuous delivery

31%

Overlap:
Mix of formal and less formal
of continuous delivery

43%

LESS FORMAL ADOPTION OF GENERAL PRINCIPLES

While it would be easy to assume that a formal approach is always best, this is not
necessarily the case. Being organized and disciplined is good, but in some scenarios, too
much rigor can be counterproductive, for example if it unduly constrains developers,
operations staff and external parties involved in delivery, or forces them to work sub-
optimally just because ‘the book’ dictates the way something must be done.

This need to maintain a degree of flexibility comes across when we see that each of the
common continuous delivery support models has its place (Figure 4).

Full ‘CD as a Service’
Company providesafully orchestrated
enterprise pipeline forany application

teamsto use on a self-service basis

53% @ 44% @
/S adda &

Green field digital developments may well be best served via the ‘CD as a Service’
approach, but it may be necessary to mix and match tools and techniques for projects
concerned with packaged applications or established systems running in proprietary
environments. There are then occasions, e.g. where developers are experimenting at the

bleeding edge, when you need to allow pretty much total freedom. The important thing is
to make sure that continuous delivery principles are applied wherever possible.

Standard tooling options

Provision of a portfolio of tools, which

can be exploited selectively as teams
build theirown pipelines

Centralised CD support
Central group provides expertise, tools,
templates and best practices to assist
teamsin building their own pipelines

% (58)
0 <&

On that note, it is encouraging to see a significant number of study respondents already
applying continuous delivery to all/most applications, validating the broad relevance of
the approach. Having said this, even in our progressive study sample, it is more common
for continuous delivery activity to be focused on faster-moving applications (Figure 5).

Continuous delivery becoming
the default for many working in
fast-moving digital environments

Used for all/most
fast-moving applications

Used for all/most
applications

Used for selected
applications only

Little or no use

SCOPE OF CONTINUOUS DELIVERY USE
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Quality and efficiency
are important benefits,
as well as speed.

Figure 6

How important is it to
automate testing in relation
to the following?

Figure 7

How important is
continuous testing to
meeting evolving business
needs and expectations?

Figure 8

When implementing
continuous testing, how

important are the following?

We'll be looking at the rationale for applying continuous delivery to applications with a
slower cadence a little later in this report. Suffice it to say for now that benefits in terms
of increased quality and efficiency appear from this research to be at least as attractive as
simply speeding things up.

In the meantime, let’s circle back to the main theme of software testing, and consider
how the game is changing in that space.

Testing in the spotlight

Again, the research confirms something most of us could have guessed, but it is good to
see coming through so positively anyway. In this case, it’s a broad recognition of the
importance of automation in the context of software testing, especially in relation to fast-
moving digital solutions (Figure 6).

ROLE OF TEST AUTOMATION

. . . B Extremely important
Fast-moving digital solutions 66% 31% .
Somewhat important
) . Not that important
General business solutions 44% 49%

Not relevant to us

This automation imperative becomes particularly obvious when you consider that in a
continuous delivery environment you should be aiming to embed testing as a
fundamental and ongoing aspect of every activity throughout the delivery cycle —a
practice increasingly referred to as ‘continuous testing’ (Figure 7).

Not relevant
2% \

Useful d
)
23% ROLE OF
CONTINUOUS
TESTING

Important
49%

Critical
26% DEFINITION

CONTINUOUS TESTING

The embedding of testing as a
fundamental and ongoing
aspect of every activity though
the software delivery cycle?

One of the core principles of continuous testing is moving as much QA as possible to take
place upstream in the delivery cycle, the idea being to ‘test early and often’. The term
generally used for this is ‘shift-left’, and the prevailing view is that it’s desirable, even
critical, to extend testing activities not just into development, but right back into the
requirements definition part of the cycle (Figure 8).

SHIFT-LEFT

Requirements definition

76%

Shift-left testing into development or requirements definition

MOVING

TESTING
ACTIVITY
UPTREAM

SHIFT-LEFT

Development
say it s critical or

highly desirable to QA and release

A related finding from the study is that 63% highlight the importance of combining Agile
development with Continuous Delivery, as the latter puts a strong focus on effective
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Defining tests at the
requirements stage, is
not just more efficient,
it also means a ‘pass’ is
more likely to be
relevant and meaningful
in business terms.

Figure 9

How much would you agree
or disagree with the
following statements?

QA is no longer the sole
responsibility of the
testing team.

Figure 10

And how important for
continuous testing is good
tooling and automation in
these areas?

The danger is that
development and
testing teams are
tempted to take risks to
speed up test data
acquisition.

integration of activities throughout the whole lifecycle. The point here is that focusing
on Agile is not enough. Nor is just integrating with downstream activity, i.e. from
development into release, deployment and operations. Upstream integration is critical
too, right back to where requirements are being discussed and defined in collaboration
with stakeholders. And the more you can also define relevant tests at this stage, the
more likely it is that a ‘pass’ will mean something useful and relevant in business terms.

Important though shift-left and continuous testing are seen to be, study respondents also
acknowledge that traditional testing facilities are often not geared up to enable this way
of working, and you need the right tools applied in the right way (Figure 9).

Traditional testing tools
are often too complex
and expensive to use

Adoption of continuous
testing is much easier
with the right tools

Continuous testing
requires a major shift
in mindset and culture

NY;
63% 7 79% 72%
agree or \ agree or agree or
strongly \\ strongly strongly
agree agree agree

The mention of shifting mindset and culture here is noteworthy, as in a continuous
delivery and continuous testing environment, QA is no longer the sole responsibility of the
testing team — everyone becomes involved to one degree or another.

Drilling into more specific capabilities, the importance of testing and quality related
automation is highlighted across a number of key functions (Figure 10).

©

Ensuring maximum test coverage, with the least amount of test cases

IMPORTANCE OF TOOLING & AUTOMATION
Core lifecycle automation
Capturing/modelling business requirements 15%
Generation of test cases from business requirements 18%
21%
Adapting test cases quickly as requirements are changed 19%
Ability to do in-Sprint test automation for new features/functionality 22%
Progressing code to the next stage based on the passing of test cases 21%
Resource access & control
Obtaining access to required systems or environments for testing purposes 19%
21%
19%

Ensuring test data is available when needed (e.g. on demand)

Avoiding exposure of Pll (personally identifiable information) in test data

H Critical ™ Highly desirable

Useful Not relevant

As part of this picture, it is comforting to see an appreciation of the need to deal with the
question of test data management effectively.

The requirement for speed and quality here is clear, i.e. to rapidly acquire/generate and
refresh high quality test data sets that reflect the real world, but it’s important not to let
this overshadow the need for appropriate controls. The danger is that development and
testing teams are tempted to take risks to speed up test data acquisition, e.g. by
extracting data from live systems without taking proper steps to assure security and
compliance. And it’s not just potential reputational damage that we need to consider if
things go wrong. Ever stricter privacy legislation, such as the EU’s imminent General Data
Protection Regulation (GDPR), means that fines relating to the mishandling of personally
identifiable information in particular can lead to serious financial consequences.
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But knowing what’s important is not the same as acting on the imperatives, so how have
our study participants progressed in creating a modern continuous testing environment?

It’s not good enough to
know Wiat’s /'mpoérytant; PrOgFESS tOwa I"dS the gOal

you also need to act.
Pulling together some of the threads we have been discussing, we can define a simple,

high-level view of what needs to be in place to implement continuous testing effectively

(Figure 11).
Tools and
processes to
enable test
Founc_latlonal automation Breadth of test
continuous ;
. automation
delivery
L coverage
Figure 11 capabilities
Driving success with
continuous testing
ch:' doe";'r']eggﬁv‘:: EFFECTIVE Organization,
e y CONTINUOUS culture and
. TESTING
techniques Bl

Firstly, you need to be informed on the latest techniques and best practices. In the
majority of cases, you must also be building on a reasonably solid foundation of more
generic continuous delivery capability. Implementing basic test automation is worthwhile
without this, but full continuous testing makes a lot more sense in a continuous delivery
environment. We have already touched on specific tools and processes, but another key

A balanced and holistic question is how broadly they are applied — hence the mention of test automation
approach is necessary coverage. Lastly, building on the earlier discussion, we have a range of organization,

for the effective culture and people-related requirements to consider.

implementation of

continuous testing. So, let’s take each of these areas in turn, and see how well study participants shape up in

relation to each. Once we have done this, we'll look at how capability overall impacts the
level of results achieved in line with relevant business outcomes.

Knowledge of modern techniques

In line with the advanced nature of the sample, the level of knowledge reported is very
respectable in relation to both continuous delivery and continuous testing, albeit a little
variable (Figure 12).

-] X
Q"?} CONTINUOUS DELIVERY KNOWLEDGE @ CONTINUOUS TESTING KNOWLEDGE
Figure 12
How familiar are you with In-depth knowledge 44% In-depth knowledge 45%
these concepts? Some knowledge 40% Some knowledge 43%
Limited knowledge 16% Limited knowledge 12%
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Suppliers are often very
willing to discuss
requirements and fill in
knowledge gaps as you
explore the value of
their solutions.

Suppliers have the
advantage of being able
to look across many
different customer
scenarios.

Figure 13

How much does your
company need to drive
change and/or
improvement in the
following areas to achieve
full continuous delivery
capability?

Continuous testing
builds on and extends
the idea of continuous
delivery.

The important thing to bear in mind with both of these topics is that they are relatively
easy to understand at a high level. Indeed, if you explain the concepts to experienced IT
professionals who have never heard them before, they generally ‘get’ the idea pretty
much straightaway. This can sometimes lead to a false sense of confidence, however. The
reality is that success depends on effectively dealing with detailed process and tooling
requirements at the next level down.

The good news is that many sources of information exist to help you get up to speed, not
least some of the relevant open source communities, many of which are very lively.

It’s worth noting that commercial suppliers are often very willing to discuss requirements
and fill in knowledge gaps as you explore the value of their solutions. Key players often
make highly experienced consultants available during the buying cycle, whose expertise
goes way beyond the tools being offered. These individuals have the advantage of being
able to look across many different customer scenarios, so they will typically have a good
sense of what's likely to work best in your environment. And getting input from multiple
suppliers who can each contribute a different perspective is a great way of getting a
rounded view of both your requirements and the ‘art of the possible’.

Foundational continuous delivery capabilities

Looking at the picture in relation to generic continuous delivery capability, while some
claim to be in very good shape, many tell us they have work to do (Figure 13).

CURRENT STATE OF CONTINUOUS DELIVERY CAPABILITIES

Development practices 47%
Continuous integration practices 48%
Testing practices 49% 11%
Release processes 50%
Migration from Waterfall (to Agile) 47%

— M In good shape (no action required)
,,Q Some action required
& ) M Significant action required
N/A
From a continuous testing perspective, this picture highlights that some organizations
might struggle to implement continuous testing based on their current state of maturity.

For a more detailed discussion of continuous delivery principles, processes and tools
required for success in this area, please see our separate paper entitled “Taking DevOps
to the next level; It’s all about continuous delivery” (available from the Freeform Dynamics
website). Suffice it to say for now that one of the big requirements is a framework that
enables end to end integration up and down the entire delivery chain. In many respects,
continuous testing simply extends this idea, though in itself it needs a more specific set of
tools, integrations and practices.

Testing tools and practices

Turning to testing-specific capability, most study participants say that what they have in
place already does the job. This isn’t surprising given that you need to take care of pretty
much everything previously listed in one way or another.
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Efficiency gaps prevail.

Figure 14

Thinking of your current
testing tools and processes,
particularly your reliance on
manual vs automated
activity, how would you sum
up your current capability in
the following areas?

The variation in test
automation coverage is
extremely wide-ranging,
with many still relying
on manual processing
for much of their testing
activity.

Figure 15

What percentage of your
testing procedures are
automated in relation to
fast-moving digital
applications?

Many are still some way
off having enough basic
building blocks in place.

The more pertinent question in the context of continuous testing, however, is process
efficiency. In this respect, indications are that even in our more advanced sample, many
are still relying on inefficient manual processes (Figure 14).

CURRENT STATE OF TESTING CAPABILITIES
Core lifecycle automation

Capturing/modelling business requirements

Generation of test cases from business requirements |

Ensuring maximum test coverage, with the least amount of test cases

Adapting test cases quickly as requirements are changed |

Ability to do in-Sprint test automation for new features/functionality

Progressing code to the next stage based upon the passing of test cases
Resource access & control

Obtaining access to required systems or environments for testing purposes |

Ensuring test data is available when needed (e.g. on demand) I

Avoiding exposure of Pll (personally identifiable information) in test data .

B Effective and efficient I Effective but inefficient B Neither effective nor efficient ™ Don’t see as relevant

But whatever the claims about tooling and process efficiency, what really matters is how
much automation is actually taking place.

Test automation coverage

This next survey finding is one of the most important ones in the whole study. When you
cut straight to the heart of one of the key requirements and look at how much testing
activity is automated in practice, the variation in responses is extremely wide-ranging.

Focusing on fast-moving digital applications, where the need for automation is arguably
most acute, only one in five indicate very high coverage, i.e. where 80% or more of test
procedures are automated (Figure 15).

MANUAL VS AUTOMATED 30%

of respondents are

30%

ofrespondents are

[ Automated

20%
B Manual of respondents are
14%
ofrespondentsare 40% to 60% 60% to 80%
automated automated
sty more than 80%
(]
20% to 40% automated
of respondents are

automated

less than 20%
automated

The picture we see here suggests a continuing reliance on manual testing processes by
many, which is clearly far from ideal. Apart from the additional time and effort needed to
design, maintain and execute test procedures, manual processing inevitably leads to more
human errors, which means yet more time and effort spent on remediation. All in all,
manual testing is generally bad news when it comes to delays, costs and disruption.

Zooming out, this data provides yet more confirmation that many are still some way off
having enough basic building blocks in place to implement continuous testing effectively.
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Driving cultural change
can be challenging.

Figure 16

How would you sum things
up in these areas?

It can be hard to gain
management buy-in.

Figure 17

How much would you agree
or disagree with the
following statements?

The scorecard approach
is great for assessing
current capability in key
areas.

Figure 18

Scorecard development and
segmentation of research
respondents based on their
continuous testing capability

Organization, culture and people

Environmental and organizational questions were touched on at two points in the survey
guestionnaire. Firstly, in relation to continuous testing readiness; while respondents on
average are making good progress with regard to team collaboration, driving cultural
change is proving more elusive (Figure 16).

ORGANIZATION, Management buy-in 45% B No action required (already in good shape)
. Some action required
CULTURE & Cultural shift 4% o °d .
PEOPLE | Significant action required
Team collaboration 3% Y N/A

Also evident from this chart is the fact that it can be hard to gain management buy-in to
support quality-related plans and activities. Turning to another set of questions in the
survey, we then see a familiar picture, in which senior business management might
appreciate the need, but are less forthcoming in their willingness to fund the investment
required to meet it (Figure 17).

Senior business management understand
the importance of software quality

Securing budget to modernise testing tools
and processes is relatively easy

IT practitioners appreciate that software o
ORGANIZATION, quality is everyone’s concern :
CULTURE &
PEOPLE IT practitioners are directly held accountable

N 16%
for the aspects of software quality they can control ° I

B Strongly agree M Agree Neutral Disagree M Strongly disagree Unsure

According to responses, IT practitioners themselves are generally reasonably quality-
aware, with many of them assuming at least some level of responsibility y and
accountability in this area. In the context of an advanced sample filling out an online
survey, however, it should be noted that the difference between ‘Strongly agree” and
“Agree” can be quite significant. This brings us to our continuous testing scorecard.

Assessing overall effectiveness

In order to understand the relationship between capability and results, we derived a
scorecard from the survey responses, and used this to segment respondents (Figure 18).

DEVELOPING A SCORECARD FROM SURVEY RESPONSES

SURVEY RESULTS (AS PRESENTED) CONTINUOUS TESTING SCORECARD
F - ;F E S Knowledge of modern techniques
. N — + Continuous delivery [rating]
+ Continuous testing [rating]
S ,E - E CD foundation capability
= - = + Development [rating]
+ Continuousintegration [rating]

* Testingpractices [rating]

1 +  Release practices [rating]
— + Migration fromWaterfall [rating] Overall score calculated for each

e Test automation capability respondent (max = 62), then used
*  Requirements capture [rating] .
* Testcase generation rating] as the basis to segment the sample
+  Testcase/coverage optimisation [rating]
* Rapid test case adaptability [rating]
= In-sprint test automation [rating] Score of 50 Score of less
+  Systemresourceaccess [rating]
- Testdataaccess frating] or more than 50
+  Testdatacontrol/protection [rating]

R dified Test automation coverage
esponses coditie «  Fast-moving digital applications [rating] .

P * Generalbusiness soliions Irating) Leaders Mainstream
and converted to Organization, culture & people group group
numeric ratings to « Culturalshift [rating]

+  Managementappreciation [rating]
form the basis of a " el 20% of sample 80% of sample
scorecard - Practitioner appreciation [rating] (189 respondents) (734 respondents)

« Practitioner accountability [rating]
+ Team collaboration [rating]

Copyright 2017, Freeform Dynamics Ltd Page 10



Continuous Testing as a Digital Business Enabler

Research Report

Continuous testing
‘Leaders’ out-perform
their counterparts
significantly across a
number of key areas.

Figure 19

How would you sum up your
current capability in the
following areas?

Left-shifting provides
Leaders with a big
advantage because they
can start to think of QA
and testing from the
outset on any project.

Leaders are much more
confident in their ability
to handle quality and
speed requirements.

Figure 20
Confidence in quality of

output and speed of
delivery

The scorecard we used is presented in its full form in Appendix B, and we will later discuss
how you can use this to assess your own position as a starting point for driving
improvement.

In the meantime, pulling out the top 20% of respondents based on the scorecard results
allows us to get a feel for the kind of advantages that good continuous testing capability
translates to in terms of outcomes. In quite a few areas these ‘Leaders’ outperform their
counterparts in the ‘Mainstream’ group (comprised of the other 80% of the sample).

Significantly greater ‘shift-left’

On average, Leaders are 2.3x more likely to have succeeded in shifting testing activity
upstream into the development environment, and the difference is 2.5x when it comes to
left-shifting back into the requirements domain (Figure 19).

Shift-left of testing processes Leaders (top 20%) 72%

from downstream to become 2.3)(
an integral part of development Mainstream 31% difference
Shift-left of testing processes Leaders (top 20%) 73%

beyond development into 2.5x
requirements gathering Mainstream 30% difference

o Effective and efficient

SHIFT-LEFT SUCCESS

This kind of left-shifting provides Leaders with a big advantage because they can start to
think of QA and testing from the outset in relation to any project. Not only does this
provide advantages in terms of trapping issues and anomalies early (making them cheaper
to address), it also means that testing activity is more likely to be directly alighed with
business needs and objectives.

From an automation and integration perspective, Leaders are undoubtedly exploiting the
ability of modern tools to automatically generate test cases directly from requirements
specifications, ensuring maximum coverage with the minimum number of test cases.
Being able to view testing activity and results through a business lens is then great for
providing meaningful stakeholder visibility of status, progress and risk. There’s far less
need to reverse engineer technical definitions before going into a review meeting.

Let’s also not forget that shift-left is equally important downstream in the delivery cycle.
For example, embedding tests relating to operational readiness into the release process
rather than running them post deployment can save a lot of time and distraction.

Significant boost in confidence

As a result of shift-left, but also the minimization of errors and increased throughput that
stems from automation in general, Leaders report a 2.4x and 1.9x boost in confidence in
relation to quality and speed of delivery respectively (Figure 20).

SOFTWARE QUALITY Leaders (top 20%) 88%

How confident are you that current testing Mai . 2.4x

capabilities will deliver a high-quality product for ainstream s difference

exceptional stakeholder/customer satisfaction? H Very confident

SPEED OF DELIVERY Leaders (top 20%) 96%

Do you feel you can meet the pressures of fast . 1.9x
Mainstream 50%. difference

application delivery with your current testing

practices and tools that you have today?
H Yes; generally in good shape
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More applications
becoming business
critical leads to a
greater intolerance of
failure, and more acute
impatience in relation to
speed of delivery.

Figure 21

What kind of improvement
have you experienced (or
would you expect) on
average from the adoption
of continuous delivery
(compared to traditional
methods)?

Implementation of test
automation and
continuous testing
drives greater returns
from your continuous
delivery efforts and
investments.

These increases in overall confidence are particularly noteworthy for anyone involved in
digital transformation. As everything from customer engagement systems, through
employee empowerment solutions, to core operational business processes become
increasingly digitized, this inevitably leads to higher expectations. More applications and
services become genuinely business critical, which in turn results in a greater intolerance
of failure, and more acute impatience in relation to building and rolling out both new
applications, and application fixes and enhancements.

But is this increased confidence justified? After all, it’s easy to provide an optimistic view
when completing an online survey. Circling back to some of the advantages stemming
from continuous delivery in general, it isn’t difficult to find corroborating evidence.

More effective continuous delivery

So far, we have largely discussed continuous delivery as a foundation and prerequisite for
implementing continuous testing. Turning this on its head, a key question is whether
implementation of test automation and continuous testing drives greater returns from
your continuous delivery efforts and investments at a higher level. The evidence suggests
that it does (Figure 21).

AMPLIFYING THE IMPACT OF CONTINUOUS DELIVERY AND
BOOSTING THE RETURN ON YOUR CD-RELATED INVESTMENTS

Leaders (top 20%) 20% 27% 33% sl 1.4x
Speed of new more likelyto
o . Mainstream 14% deliver 10xpl
application delvery SR oo
W More than 10x faster m 6x to 10x faster = 3x to 5x faster = 2x faster = Less than 2x faster m No change

Leaders (top 20%) 23% 25% 28% 1% | 1.5x
more likelyto
Mainstream 15% 23% 44% 10% I deliver 10x plus
fasteriteration

Delivery of changes
and enhancements
M More than 10x faster M 6x to 10x faster © 3x to 5x faster ~ 2x faster I Less than 2x faster M No change

Leaders (top 20%) 21% _ 21% 19% 11% I 2.6x
more likelyto
Mainstream B 29% 32% 15% . reduce costs by

50% ormore
M 50% or more reduction M 30% to 49% I 20% to 29% 10% to 19% I Less than 10% reduction M No change

Reduction of costs
and other overheads

Leaders (top 20%) 32% 15% 17% 14% I 2.6x
Increase in the quality

of software delivered

more likelyto
Mainstream 12% 27% 26% 14% I reduce defects
by50% ormore

M 50% or more increase M 30% to 49% " 20% to 29%  10% to 19% I Less than 10% increase M No change

There’s a lot on this chart, but it’s worth taking a minute to study it and work out what it is
telling you. In essence, what we are seeing is that returns from continuous delivery
implementation are boosted significantly in relation to a number of important outcomes.

Speed of delivery is enhanced for both new applications and the rollout of application
changes and enhancements. The difference we see between Leaders and Others here
probably doesn’t fully reflect what can be achieved in relation to fast-moving applications
as we specifically asked for the ‘average’ improvement across the board. Low cadence
applications simply won’t be taking advantage of the potential delivery speed increases,
which will bring the average down.

All applications, however, can benefit from increases in efficiency of delivery and quality
of output. The combination of shift-left testing (trapping and fixing issues early) and the
elimination of manual processing (less time and resources, and fewer human errors to
resolve) really can have a dramatic impact on cost reduction and the number of defects
making it through to production. This is something to bear in mind when formulating the
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Continuous testing is
one of those things that
successful companies
implement as part of
their ongoing quest for
competitive advantage.

Figure 22

How is your company’s
revenue changing?

We would therefore
encourage you to
explicitly assess your
current testing
environment and where
necessary prioritize the
relevant investments
and transformations.

Quality and testing in
today’s fast-moving
continuous delivery
environment is quickly
becoming everyone’s
responsibility, so
management need to
ensure their people are
properly enabled.

business case for investment to modernize your testing environment, as unlike speed,
payback here potentially comes from your whole custom application estate.

Alignment with revenue growth

The last correlation we will look at in relation to our Leader group is in the area of revenue
growth. Clearly, it is hard to draw a direct link between continuous testing capability and
overall company performance, but a difference of almost 4x is unlikely to be pure
coincidence (Figure 22).

GROWTH AS A PROXY FOR COMMERCIAL RELEVANCE

Leaders (top 20%) 41% 52% 6%

3.9x

Mainstream 10% 68% 18% | difference

W Growing rapidly = Growing steadily  Little or no change © Shrinking steadily ® Shrinking rapidly

What's going on here is an alignment between progressive behavior and success. Agile
organizations with a change friendly culture tend to naturally invest in advanced
technology solutions that help them compete more effectively. Continuous testing,
almost certainly as part of any continuous delivery approach, is simply one of those things
that successful companies implement as part of their ongoing quest to gain and maintain
competitive advantage.

Final thoughts and recommendations

The results of this study confirm that continuous delivery is key to success when it comes
to delivering software effectively in today’s fast-moving digital environment. The findings
also provide clear evidence that you are unlikely to enjoy the full benefits of continuous
delivery unless you modernize your testing tools and practices. We would therefore
encourage you to explicitly assess your current testing environment and where necessary
prioritize the relevant investments and transformations. If dealing with testing
requirements is an afterthought, it's more likely that you will end up with suboptimal
solutions, and get stuck in perpetual catch-up mode.

In order to help you on your continuous delivery and continuous testing journey, the
scorecard we presented earlier has been captured in its full form in Appendix B. We have
deliberately not dictated the way in which you should weight and score the individual
elements because what’s appropriate will vary significantly from company to company.
What's most important is using a scheme that’s both meaningful and practical for you to
populate with actual values. Even if you use a traffic light approach, you'll quickly get a
feel for where gaps and disjoints exist.

Our last piece of advice while you do this is to remember that software quality and testing
in today’s fast-moving continuous delivery environment is quickly becoming everyone’s
responsibility. Whether you are a business analyst, developer, release manager or
operations professional, you have a role to play in the quality chain. Based on the principle
that responsibility without control is ineffectual, however, it's incumbent on business and
IT management to ensure that everyone is appropriately enabled.
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Appendix A

Research Sample

The study upon which this report is based was designed, executed and interpreted by
Freeform Dynamics Ltd in collaboration with CA Technologies. Data was gathered from
923 respondents via an online survey completed in Spring 2017.

The sample distribution for the online survey was as follows:

Sample by geography

Sample by industry sector

USA 22% Financial services 16%
China Manufacturing
Brazil Telecoms
UK Retail
Australia Life sciences and healthcare
India Transportation and logistics
Germany Consumer electronics
France Utilities and energy
Italy Automotive
Japan Media and entertainment
Figure 23
Composition of research
More than 25,000 employees 31%
study sample
10,000 to 25,000 employees
Sample by 2,500 to 10,000 employees 33%

organization size
1,000 to 2,500 employees

Less than 1,000 employees

VP/Director/Senior Manager of Applications
VP/Director/Senior Manager of Software Development
VP/Director/Senior Manager of QA or Testing

Senior Project or Program Manager/Director 33%

DevOps Manager/Executive
Release Manager
Enterprise/Chief Architect

Other

Sample by role

Note on methodology

The survey was conducted online and respondents ‘self-selected’ into the study. We must
therefore be aware of possible sample bias towards more advanced respondents who are
generally more enthusiastic and more likely to respond to a research call to action. This
does not affect the commentary or conclusions contained in this report, but should be
borne in mind when considering the data in another context.
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Appendix B

The Continuous Testing Scorecard

In the main body of this report, we highlighted a number of factors that determine
success with Continuous Testing. Here is a reminder of what these are (Figure 24).

Tools and
processes to
enable test
i automation
Founc.JatlonaI Breadth of test
continuous '
delivery automation
— coverage
Figure 24 capabilities
Driving success with
continuous testing
Knowledge of -
modern dgliver EFFECTIVE Organization,
and testing 4 CONTINUOUS culture and
. TESTING
techniques people

While it’s impossible to be exhaustive when reviewing enablers in this way, and we of
course also need to recognize that a degree of generalization and simplification is
unavoidable, the research suggests that this is a pretty good starting point to conduct a
high-level readiness assessment.

With this in mind, we have adjusted some of the questions we asked in our survey so you
can use it to form a meaningful view of your own position. The result is the scorecard
presented on the next page, which has been designed to be an actionable, working
document for you to use in your review and planning activities.

As we put this together, we took care to maintain consistency of scoring and weighting
with the scheme used in the original research. This means once you have filled out the
scorecard and totaled your ratings, you’ll be able to compare yourself with our study
sample. If you achieve a score of 50 or more, then you can congratulate yourself as this
puts you in the ‘Leader’ category —i.e. the top 20%. If you get 40 or above, you can feel
good about being above average, but that doesn’t mean you don’t have work to do.
Obviously if you score below 40 then you are behind the curve compared to your
counterparts, so maybe driving improvements in the way you manage software quality
should be placed higher on your investment agenda.

So, while as a byproduct of a research a study, the scorecard clearly doesn’t represent a
definitive assessment tool, we hope it will at least allow you to form a quick view of where
you are and provide useful input in your planning and transformation activities.
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CONTINUOUS TESTING READINESS SCORECARD

Knowledge of modern techniques
o -
How familiar are these concepts to your organization Score Rate the level of knowledge that
Continuous delivery - existson a scale of 0 to 5, where
Continuous testing 0 = None and 5 = Extensive

Foundational continuous delivery capabilities

Thinking about what’s needed to become fully effective in your
use of continuous delivery, how would you sum up the state of Score yourselffor each itemin the
your current practices in these areas? list as follows:

Software development .
2 = In good shape in this area

1 = Some improvementrequired
0 = A lot ofimprovement needed

Support for agile methods
Continuous integration

Software testing

Release management

Test automation and enablers and capabilities in more detail

Turning to test automation pre-requisites and enablers, how
would you rate your current capabilities in the following areas?  Score

Capturing/modelling business requirements
Rate what’s in place for each

itemin the listbased on the
following:

Generation of test cases frombusiness requirements

Ensuring maximum test coverage, with the leastamount of test cases
Adapting test cases quickly as requirements arechanged

2 = Effective and efficient

1 = Effective butinefficient
0 = Severelylackingin general

Ability to do in-Sprinttest automation for new features/functionality
Progressingcodeto the next stage based upon the passingoftest cases
Obtainingaccess to required systems or environments for testing purposes

Ensuringtest datais availablewhen needed (e.g. on demand)

Avoidingexposure of Pll (personallyidentifiableinformation)intestdata

Test automation coverage

What percentage of your test automation procedures are Score on automation coverage:

. . . o
automated in relation to the following types of application Score 5=80%plus 2 =20 to 40%

4 = 60 to 80% 1 = Lessthan 20%
3 =40 to 60% 0 = All manual

Fast-movingdigital solutions

General business solutions

Organization, culture and people

How would you rate your company in relation to the following?  Score

Achievingthe necessary cultural and mindsetshift . .
Allocate scores for each itemin
Management appreciation of the need for software quality the listas follows:

Securing management buy-in to implement modern methods

2 = Full achievement of goal
1 = Partial achievement of goal
0 = Little or no achievement

Securing the budget required to fund necessaryimprovements
ITpractitioner appreciation of need for softwarequality
Individual IT practitioner accountability for quality of output

Effective team collaboration on testingactivities

HOW DID YOU DO?

50 or more means you’re a Leader
40 or more is above average
Less than 40 is below average

Add all of your scores to derive your continuous testing TOTAL
readiness rating and compare yourself to our study sample
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About Freeform Dynamics

Freeform Dynamics is an IT industry analyst firm. Through our research and insights, we
aim to help busy IT and business professionals get up to speed on the latest technology
developments, and make better-informed investment decisions.

For more information, and access to our library of complementary research, please visit
www.freeformdynamics.com.

About CA Technologies

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies
and enables them to seize the opportunities of the application economy. Software is at
the heart of every business in every industry. From planning to development to
management and security, CA is working with companies worldwide to change the way
we live, transact, and communicate—across mobile, private, and public cloud, distributed
and mainframe environments. Learn more at www.ca.com.
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