
Industry leading
threat protection 
for cloud content

Safeguard your organization in the cloud 
with industry-leading threat protection. 
CloudSOC secures your cloud accounts 
and transactions against malware with 
Symantec Advanced Threat Protection 
including file reputation intelligence, A/V 
scanning, and sandboxing technologies. 
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For info on CASB and other integrations  
go.symantec.com/casb

Solution Brief



Block and neutralize 
malicious files  
 

Identify and  
eliminate malware  
 
 
 
 
 

Defend against  
malicious URLs

Sync happens. 
Protect your data and accounts 
with the best detection and 
accuracy in protecting against 
advanced persistent threats.*  
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Use global intelligence from one of the 
world’s largest cyber intelligence networks 
to quickly identify high risk files. CloudSOC 
uses file reputation and policy controls to 
prevent malicious files in the cloud from 
infecting your organization.

Safeguard your cloud accounts and users 
from malware in the cloud with Symantec’s 
industry-leading anti-malware protection. 
Continuously scan content being uploaded 
and stored in cloud apps and eliminate 
malware before it spreads. 

CloudSOC CASB scans content uploaded and 
downloaded in cloud apps for malicious URLs
using WebPulse technology, powered by 
Symantec’s Global Intelligence Network, to 
identify and dynamically categorize URLs into 
various types of malicious content. Safeguard 
your organization via automated policy for 
handling malicious URLs.
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*Symantec ISTR 2019

Global Threat  
Intelligence Network*

3,800 Researchers 
and engineers

123M attack sensors 
worldwide

246M new malware
variants

Over 10k malicious mobile 
malware variants blocked 

30,000+ cloud applications 
discovered and analyzed

69M cryptojacking events
blocked last year
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