
Are you building your AWS with visibility over all your workloads, 

containers and services?

Can you easily configure access for users while obfuscating your 

assets to the non-privileged?

Do you track, control, and block compromised accounts, 

malicious insiders, and high-risk users, protecting data from loss 

or compromise?

Are you monitoring your AWS instance for audit and compliance, 

allowing for quick remediation by content and governance?

Protect your Amazon Web Services from 
misconfiguration, misuse, attacks, threats, and data 
loss with an Symantec's Cloud Security Solution Suite

Solution Brief

Symantec Cloud 
Security 
Solutions for  
AWS

From the 2019 
Symantec Cloud Study 
findings:

AWS was the top cloud 
platform in  volume of 
data processed in the 
previous 12 months.  

30% of all cloud emails/
attachments are 
overexposed and at risk 
of loss

8 in 10 organizations 
report issues due to lack 
of visibility in the Cloud

DID YOU KNOW?

Over half (53%) of 
surveyed enterprises 
have moved the 
majority of computing 
to the cloud.
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CloudSOC™

Integrated  
Cyber Defense

Cloud Workload 
Protection

Cloud Workload 
Assurance

DevSecOps InfoSec

Cloud Workload Protection 
Platform (CWPP)

Unify cloud solutions with on-premises 
security to provide deeper value for 
Symantec's suite of advanced threat 
protection, data loss prevention, validation 

ID protection, and information centric 
encryption.

CloudSOC CASB 
Cloud Access Security Broker 
(CASB)

▸ User monitoring 
and control

▸ UEBA account protection

▸ Discover shadow accounts

▸ Prevent misconfiguration

▸ Policy enforcement

▸ DLP for storage

▸ Advanced Malware 
Protection for storage

▸ Protection of AWS from 
managed or unmanaged 
devices 

 ▸ Auto-discovery and security
 ▸ Anti-malware and real-time

file integrity management
 ▸ App isolation and control

IaaS Environment

CWP

Solution Brief  |   Cloud Security Solutions for AWS

▸ Simplify remote access for
infrastructure

▸ Enhanced trust SaaS
▸ Application-level visibility

and control

Secure Access Cloud
Zero-trust access to corporate applications 
deployed in cloud or on-premises

▸ Auto-discovery of resources

▸ Monitor configuration risks

▸ Cloud Security Posture 
Management (CSPM)

CWP Workload 
Protection & Assurance

Security & Compliance for 
AWS cloud workloads

Custom
AApplications

CASB 
API

CASB 
Traffic

Cloud 
Apps

SAC Secure Access Cloud

Agentless IAM for AWS admins & users

ATP DLP VIP ICE

IAM
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