
CHALLENGE
Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
In id enim diam. Mauris 
imperdiet augue at 
consequat condimentum. 
Aliquam erat volutpat. 
Donec a ligula metus. 
Maecenas lobortis, dui a 
varius laoreet.

SOLUTION 
Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
In id enim diam. Mauris 
imperdiet augue at 
consequat condimentum. 
Aliquam erat volutpat. 
Donec a ligula metus. 
Maecenas lobortis, dui a 
varius laoreet.

BENEFIT
Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
In id enim diam. Mauris 
imperdiet augue at 
consequat condimentum. 
Aliquam erat volutpat. 
Donec a ligula metus. 
Maecenas lobortis, dui a 
varius laoreet.

CitiPower and Powercor 
Equip Mobile Engineers with 
Productivity-boosting Apps with 
CA API Gateway

CUSTOMER SUCCESS STORY 

CLIENT PROFILE
Industry: Utilities
Organizations: CitiPower and Powercor
Employees: 2,133 (as at 31 December 2015)

BUSINESS
CitiPower and Powercor 
manage the electricity 
distribution networks in 
Victoria, delivering electricity 
to nearly 1.1 million homes 
and businesses. Together 
they employ more than 
2,100 people and serve a 
population of 1.96 million.

CHALLENGE
To enable its mobile 
workforce to be more 
effi cient, the companies 
needed a cost-effective and 
reliable way to integrate 
their back-end 
infrastructure with SaaS 
and mobile platforms.

SOLUTION
CA API Gateway allows 
the rapid build of workplace 
apps, deployment and 
support of vendor apps and 
the ability to integrate them 
with cloud-based services 
that rely on secure access 
to corporate assets.

BENEFIT
With CA API Gateway, 
users are more productive 
on the move. The solution 
has simplifi ed management 
and security of APIs and 
accelerated time-to-market 
for new apps and cloud 
services.



Business
Delivering electricity to 
1.96 million people

Challenge
Mobilising the workforce
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CitiPower and Powercor are the most effi cient and reliable urban and rural electricity 
distribution networks in Victoria. They own and manage the poles and wires that 
deliver electricity to approximately 1.1 million homes and businesses, servicing a 
population of 1.96 million. They employ more than 2,100 people in 13 offi ces and 
depots in Melbourne and across central and western Victoria. 

As a major provider of electricity distribution services, they play a central role in 
building and maintaining key infrastructure to support Victoria’s growth and 
prosperity.

The companies are operating in one of the most dynamic periods ever experienced 
within the energy sector, and is focused on preparing itself for the future to ensure it 
is well placed for navigating a pathway through the new operating environment.

In response to the changing environment, CitiPower and Powercor are focused on 
improving their digital presence.

To enable this, they established a digital enablement team responsible for embracing 
everything that is digital and with a focus on innovating service delivery and 
exploring new channels. 

The team was tasked with fi nding a modern way for its engineers to get easier access 
to more reliable information when on the move. They had attempted a number of 
mobile apps targeted at engineers, and in particular, they needed to simplify and 
secure the development and integration of mobile apps and cloud services to 
maximise effi ciency.

“Our experience was they were costly and time-consuming to develop and maintain,” 
explains Ben Jerrim, Technical Lead for the Digital Enablement Team. “They were 
based on fi le transfers (FTP) and private virtual networks (VPN) that mimicked 
interaction with Application Programming Interfaces (API) – engineers even needed 
special SIM cards in their device to use one of them.”

It became clear that to achieve its ambitions the businesses needed a more effi cient 
way to open up their back-end systems and integrate with SaaS and mobile 
platforms – this capability is a key pillar in supporting an effi cient, world class 
mobile workforce.

The introduction of CA API Gateway enabled the rapid build of a fl eet of native iOS 
mobile apps, deployment and support vendor apps, and the ability to integrate them 
with cloud-based services that rely on secure access to corporate assets.

CA Technologies delivered a CA API Gateway proof-of-concept which delivered more 
than the business had initially expected.

ca.com

Solution
Simple API management
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“We could securely publish our SOA SOAP services as REST APIs, proxy SaaS APIs for 
internal consumption and handle single-sign on (SAML) through the solution, and 
integration with our enterprise user directory for authentication only took a matter 
of minutes to set up – we realised that we really needed this solution in our 
environment,” says Jerrim.

The proof-of-concept led to CitiPower and Powercor installing and confi guring a three 
tier CA API Gateway cluster in just one week. The solution’s simplicity meant that 
only one team member was needed to develop and publish the company’s rapidly 
growing API and single sign-on (SSO) implementation, with an additional resource 
providing support and coverage for peak development periods. 

Since its introduction, the companies have opened up back-end systems to 
approximately 10 mobile apps and around 20 cloud-based services. Those back-end 
systems include SAP, GE’s outage management system, Active Directory and Oracle’s 
enterprise service bus. Cloud API and SSO integration is provided to applications such 
as Salesforce, SuccessFactors, ClickSoftware and Concur.  

Contractors can now use the gateway to facilitate their web-based interactions with 
the control room, as well as notifying the digital enablement team of outages using 
SMS messages that integrate with an outage management system via the gateway. 

“These are use cases we would never have been able to support previously, and 
didn’t see coming. Being able to support these channels and match the velocity 
that requires them to be available is a signifi cant advantage for the business,” 
adds Jerrim. 

Currently approximately 2,000 employees and contractors use the mobile apps and 
cloud services that depend on APIs and SSO to access corporate assets, and that 
number is set to grow.

“Our apps already get used up to 50,000 times every month – CA API Gateway can 
easily scale and we have confi dence in its ability to accommodate new projects as 
they go live,” comments Jerrim.

CA API Gateway acts as a central policy enforcement point between the business 
and the end user, and also combines policy management with runtime policy 
enforcement – setting up security is straightforward. 

“We have set up standard patterns inside CA API Gateway, which we simply apply 
to each API or policy that we publish so it inherits the correct authentication 
requirements for the API namespace that invokes it,” says Jerrim. “This has enabled 
us to leverage solutions, such as its cloud-based mobile fi eld service management 
software, that otherwise wouldn’t have met our stringent security policies.” 

CA API Gateway is transparent to the end user. Whenever they use a mobile or 
cloud-based SaaS app, they log in to a screen published by the solution. 

ca.com

“ Our apps already get 
used up to 50,000 
times every month.”
Ben Jerrim 
Technical Lead for the Digital 
Enablement Team, 
CitiPower and Powercor
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“We authenticate them, often using two-factor authentication, generate a token 
and send them on their way,” adds Jerrim.

The solution also simplifi es triage and troubleshooting through providing visibility of 
API requests and responses. This enables CitiPower and Powercor to pinpoint the root 
cause of application issues quickly and accurately.

The introduction of the CA API Gateway has simplifi ed the management and security 
of its APIs which has enabled the business to mobilise its corporate assets faster and 
more effectively. 

“We no longer waste time reinventing how we connect to our corporate assets,” 
Jerrim comments. “We have standard patterns that our enterprise API supports and 
all our integrations follow these patterns. They are approved, penetration tested and 
scalable.” 

He continues, “Cloud integration and authentication is now the part of a project 
people worry about the least, that’s a nice place to be compared to where we were 
several years ago. We’re estimating our involvement with most projects in units of 
hours now; once it was weeks.”

The CA Technologies solution has also enabled CitiPower and Powercor to transform 
their existing legacy services into modern RESTful interfaces.

“With CA API Gateway we can publish a REST API from SOAP services hosted in enter-
prise applications such as SAP without the need for changes to the source system,” 
Jerrim explains. “This puts a lot of agility back into older systems that may have been 
implemented before modern mobile integration patterns existed, and it allows us to 
decouple the authentication approaches these systems may demand and modernise 
these as well.”

With CA API Gateway securing their corporate assets, CitiPower and Powercor have 
been able to:

• Signifi cantly improve workforce productivity 

• Accelerate time-to-market for new mobile apps and cloud services

• Extend the life of its legacy systems

• Reduce mean-time-to-repair for application issues

• Consolidate user sign on and passwords.

Jerrim concludes, “CA API Gateway has allowed us to fully embrace cloud and mobile 
in the knowledge that our corporate information and systems are fully secure.”

ca.com

Benefi t
Enabling a mobile workforce

“ CA API Gateway has 
allowed us to fully 
embrace cloud 
and mobile in 
the knowledge 
that our corporate 
information 
and systems are 
fully secure.”
Ben Jerrim 
Technical Lead for the Digital 
Enablement Team, 
CitiPower and Powercor
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200-182897-0716

CA Technologies (NASDAQ: CA) creates software that fuels transformation for 
companies and enables them to seize the opportunities of the application economy. 
Software is at the heart of every business, in every industry. From planning to 
development to management and security, CA is working with companies worldwide 
to change the way we live, transact and communicate—across mobile, private and 
public cloud, distributed and mainframe environments. Learn more at ca.com.

Copyright © 2016 CA, Inc. All rights reserved. All trademarks, trade names, service marks, and logos referenced herein belong to their respective companies. This document does 
not contain any warranties and is provided for informational purposes only. Any functionality descriptions may be unique to the customers depicted herein and actual product 
performance may vary.

Connect with CA Technologies at ca.com



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


