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CA IdentityMinder r12.x

Implementation Proven Professional Exam Information
Exam (CAT-340)

The CA Technologies Certification Program is designed to measure your skills, knowledge, and expertise in managing, administering, installing,
configuring and implementing select CA Technologies products for complete and optimized IT solutions. With CA certifications, management teams
will have peace of mind that knowledgeable professionals are handling their CA Technologies applications.

Proctored by a third party vendor, KryterionOnline, CA Technologies certifications objectively validate the competencies of a project team —
. whether that team is your in-house staff, CA Technologies Professional Services, or a CA Technologies partner.
Copyright

The aim of this document is to help you prepare for CA IdentityMinder r12.x Implementation Proven Professional Certification Exam. Make sure
that you familiarize yourself with the content areas tested. Your best path to success is to attend the exam prep course(s).

Exam Information

You may also find it helpful to review the product documentation at https://support.ca.com and to participate in CA Global User Community forums
at https://communities.ca.com.

(@
Exam Securlty The experience gained from taking courses and using the product will help you:
- * Gain a comprehensive understanding of the product or solution

* Increase the likelihood of passing the exam on your first attempt

Areas for Study The Exam Experience Professional Exam Details

You can register to take an online proctored exam from your home or ] Product release: Major release listed in the title; Includes

o . . office using Kryterion’s Online Proctoring (OLP) Services, or you can take subsequent point releases

:=| Exam ObJeCtlveS an on-site proctored exam at a Kryterion testing center. If you choose to Recertification: There is no annual requirement to recertify for

take an online proctored exam, you will need Internet access, an external the same release of a product. For each major product release,
web camera, and a computer that meets specific hardware and software an updated exam will be available for recertification.

| |eoo : requirements. Number of items = 50

\@ Exam QUEStIOﬂS Iltem types = Multiple choice, including multiple response

For answers to frequently asked questions about registering for exams, guestions

locations, on-site and virtual proctoring, OLP equipment requirements, Time to complete test: 90 minutes

cancellation and re-scheduling policies and more, read our FAQs at Passing score is 70%

http://www.ca.com/us/education/accreditations/certifications/certificatio Attempts Permitted: You may register for your first retake

n-fag.aspx. immediately. For subsequent retakes you are required to wait

CA employees may also go here for more at least thirty (30) calendar days from the date of your last

information: https://one.ca.com/education/certification attempt. Read the online FAQs for details.
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Exam Security

Only qualified candidates who demonstrate competency by successfully passing the CA Technologies certification exam will be awarded
certification credentials. Prospective certification candidates are encouraged to prepare for the exam using the Exam Study Guide and other
materials available on the Certification from CA Technologies website.

To safeguard the integrity of the certification program, CA Technologies requires all candidates to behave in an ethical manner and to comply with
the rules of the third-party test center for on-site proctoring and on-line proctoring. The validity of the certification program depends on the exam
content remaining secure and undisclosed to other potential certification candidates. CA Technologies will not tolerate cheating, fraud, or
misconduct, which includes but is not limited to the following:

Obtaining, whether through purchase or otherwise acquiring, unauthorized exam preparation materials from any non-CA website
Obtaining, whether through purchase or otherwise acquiring, unauthorized exam questions from any non-CA website, including brain
dump websites

Acquiring or attempting to acquire exam questions through online communities, chat rooms, screen capture software, forums, and
social networking sites

Acquiring or attempting to acquire exam content through CA Subject Matter Experts, CA Support Staff, or CA Certified Professionals
Using or attempting to use a proxy to sit for the exam in your place

Taking or attempting to take an exam for someone else

Receiving or giving assistance during an exam

Sharing exam questions or answers with a potential certification candidate

Violating testing center rules

Falsifying a diploma or score report

Using a CA Technologies certification logo or credential to which you are not entitled

CA Technologies reserves the right to take any actions it deems reasonably appropriate in the case of suspected misconduct or violation of the
terms of the Non-Disclosure Agreement, including, but not limited to, cancelling an exam result, revoking exam or certification status, terminating
use of the Designation, requiring a candidate to retake an exam, banning a candidate from the certification program, and reporting misconduct to
the candidate’s employer. CA Technologies considers cheating a serious offense that warrants disciplinary action, up to and including termination
of employment.

© 2016 CA. ALL RIGHTS RESERVED.
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CA IdentityMinder r12.x Courses:

04IMR20331 CA IdentityMinder v12.6 Implementation 200 (2 days)
04IMR20341 CA IdentityMinder v12.6 Administration 200 (3 days)

Use Cases & Scenarios

Practical Application
of Course Concepts

Search the CA Education Portal for latest courses, as they may not have been
available at the time of this document posting:

Partners & Customers look here: http://education.ca.com

Employees look here: https://learn.ca.com/

For documentation, Communities, and more visit: https://support.ca.com

Register for the exam here: www.webassessor.com/catechnologies/index.html

© 2016 CA. ALL RIGHTS RESERVED.
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Exam Objectives

Exam objectives as they map to related courseware and the body of knowledge, including percentage of exam devoted to topics.

Exam Objectives
Understanding CA IdentityMinder

Related Content

04IMR20331 CA IdentityMinder v12.6: Implementation 200
CA IdentityMinder

e Features and functions of CA IdentityMinder

¢ CA IldentityMinder Architecture

04IMR20341 CA IdentityMinder v12.6: Administration 200
Identify the Benefits, Features, and Functions of CA IdentityMinder
¢ |dentify the New Functionality Provided by CA IdentityMinder

Describe CA IdentityMinder Architecture, Installation & Environment Considerations
* Implement an Environmentin CA IdentityMinder

Exam Focus
12%

:_\ Areas for Study

Installing CA IdentityMinder

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install CA IdentityMinder

* Identify System Requirements

* Install CA IdentityMinder

* Validate and Troubleshoot the Installation

Exam Objectives

t ceg” Exam Questions

Installing the Connector Server

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install the Connector Server
¢ |Install the Connector Server

Installing the Report Server

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install the Report Server
* Install the Report Server

a

technologies

Setting Up the CA IdentityMinder
Environment

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Set Up the CA IdentityMinder Environment

* Build the CA IdentityMinder Environment

* Configure the CA IdentityMinder Environment

Installing ConnectorXpress

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install ConnectorXpress

* ConnectorXpress Overview

* Install ConnectorXpress

Installing and Configuring Endpoint Agents

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install and Configure Endpoint Agents
* Configure Exchange Connectors

© 2016 CA. ALL RIGHTS RESERVED.
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Installing and Configuring Password
Synchronization

Related Content

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Install and Configure Password Synchronization

* Active Directory Password Synchronization

* UNIX Password Synchronization

Exam Focus
6%

Importing Users

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Import Users
o Import Users

Configuring the Report Server

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Configure the Report Server
* Configure the Report Server

O | .
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Troubleshooting CA IdentityMinder

04IMR20331 CA IdentityMinder v12.6: Implementation 200
Troubleshoot CA IdentityMinder
J Troubleshoot CA IdentityMinder

Areas for Study

Managing CA IdentityMinder Endpoints

04IMR20341 CA IdentityMinder v12.6: Administration 200
Manage CA IdentityMinder Endpoints

* Describe Endpoints and Endpoint Types

* Acquire Managed Endpoints

Exam Objectives

t ceg” Exam Questions

Deploying Provisioning

04IMR20341 CA IdentityMinder v12.6: Administration 200
Deploy Provisioning

* Create Provisioning Roles

¢ Create Account Templates

* Synchronize CA IdentityMinder and Provisioned Users

Implementing Delegated Administration

04IMR20341 CA IdentityMinder v12.6: Administration 200
Implement Delegated Administration

* Describe Delegated Administration

* Explain User Self-Management

* Configure Password Policy

Understanding Basic Access Requests

04IMR20341 CA IdentityMinder v12.6: Administration 200
Define Basic Access Requests
* Describe Basic Access Requests

a
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Configuring Workflow Processes

04IMR20341 CA IdentityMinder v12.6: Administration 200
Configure Workflow Processes

* Describe Workflow Integration

* Describe Workflow Deployment

* Describe Activity Participant Configuration

© 2016 CA. ALL RIGHTS RESERVED.
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Understanding Feeder Technology in CA
IdentityMinder

Related Content

04IMR20341 CA IdentityMinder v12.6: Administration 200
Describe Feeder Technology in CA IdentityMinder

¢ Describe the Bulk Loader

e Describe the Bulk Load Client

¢ Describe the Bulk Task

Exam Focus
6%

Configuring the Database to Split-out
Database Configuration

Reference Guides and Field Experience
Configure the Database to Split-out Database Configuration
* Configure the Database to Split-out Database Configuration

O | .
Exam Information

Understanding APIs

Reference Guides and Field Experience
Identify APIs
* |dentify APIs

) :
Exam Security

L

Understanding TEWs

Reference Guides and Field Experience
Describe TEWS
* Describe TEWS

Areas for Study

Understanding Policy Xpress

Reference Guides and Field Experience
Describe Policy Xpress
* Describe Policy Xpress

Understanding CA GovernanceMinder
Integration

Reference Guides and Field Experience
Describe CA GovernanceMinder Integration
* Describe CA GovernanceMinder Integration

Exam Objectives

t ceg” Exam Questions

Understanding CA SiteMinder Integration

Reference Guides and Field Experience
Describe CA SiteMinder Integration
* Describe CA SiteMinder Integration

Understanding ETAUTIL Batch Processing

Reference Guides and Field Experience
Describe ETAUTIL Batch Processing

* Perform ETAUTIL Commands

*  Troubleshoot ETAUTIL Commands

a

technologies

Configuring Custom Email Notification

Reference Guides and Field Experience

Configure Custom Email Notification

* Enable Email Notification for CA IdentityMinder
* Modify Email Templates

* Create a Notification Rule API

© 2016 CA. ALL RIGHTS RESERVED.
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Sample Certification Exam Questions

These sample questions are very similar to the questions in the actual exam. Some questions may include several correct options.

Questions Options

Question 1
Which component of CA IdentityMinder enables you to accelerate integration
by generating custom connectors without the need for programming skills?

A. SuperAgent

B. Connector Xpress
C. Smart Connection
D. Integration Xpress

Question 2
When you configure CA IdentityMinder provisioning properties, you need to
specify:

A. a base URL.

B. a public alias.

C. a role definitions file.

D. an inbound administrator.

Question 3

You are installing the Report Server on a Windows 2008 32-bit system. You
have run the registry script and now you are about to copy the JDBC JAR files
from the CA IdentityMinder media. To specify the location of the JAR files,
which file will you need to edit?

A. ra.xml

B. server.xml

C. CRConfig.xml

D. reportparameters.xml

Question 4
Which statement about the CA IdentityMinder environment is TRUE?

A. Each User Store must be associated with a single CA IdentityMinder environment.

B. With multiple CA IdentityMinder environments, you can manage objects with different
LDAP object classes.

C. To define different views of a directory, each CA IdentityMinder environment can be
identified with multiple User Stores.

D. The User Console enables users to create and maintain their own accounts for accessing
resources, such as a customer website.

Question 5
Which CA IdentityMinder utility is used for creating dynamic endpoints?

A. Snoop

B. etautil

C. Connector Xpress

D. Host to Caft Definition

Question 6
How is the group class member mapped for Java Naming and Directory
Interface (JNDI)?

A.CN
B.DN
C.0ouU
D.OU andCN

© 2016 CA. ALL RIGHTS RESERVED.
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Questions Options

Question 7
Which statement about configuring Secure Sockets Layer (SSL) for Active
Directory is TRUE?

A. SSL communication is mandatory when using the Active Directory Services (ADS)
Connector.

B. The High Encryption Pack should be installed on the CA IdentityMinder Server and
Provisioning Server only.

C. SSL communication is necessary if you want to use the password management features
of the ADS Connector.

D. If the Java Connector Server (JCS) and ADS are installed on a single machine, the
Certificate Authority (CA) must be installed on that machine.

Question 8
What is the purpose of the test_sync tool?

A. Tests scope rules for inbound synchronization

B. Tests the synchronization of global users with their roles

C. Verifies the synchronization of global user accounts with their CA account templates
D. Verifies that the password update of a local account is effectively propagated by the
Provisioning Server

Question 9
Which statement about the batch utility (etautil) is TRUE?

A. Itis currently supported on UNIX systems only.

B. It enables you to manage objects in the Provisioning Directory.

C. Itis the quickest way to execute identity policies against the users you import to the
User Store.

D. Because it has a command line interface, it performs directory exploration and
correlation on large user populations using minimal resources.

Question 10

You need to collect and package diagnostic details about CA IdentityMinder
and CA Directory Server for CA Technologies Support. Which utilities can you
use for this purpose? (Choose two)

A. iminfo.bat

B. dxinfo.exe

C. IMtrans.exe
D. cadir_logs.bat

Question 11
For debugging Connector Xpress problems, developers should start with:

A. SA Translogs.

B. ETATrans logs.

C. JCS_daily * files.

D. JCS_conn_connector names.* logs.

Question 12

In which CA IdentityMinder directory structure are users and groups stored at
the root, as defined in the user directory, or in a container one level below the
root?

A. Flat

B. Corporate

C. Hierarchical

D. No Organization

© 2016 CA. ALL RIGHTS RESERVED.
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Question 13
Which managed objects are included in the directory configuration file?
(Choose three)

A. User Object

B. Group Object

C. Provider Object

D. Attribute Object

E. Organization Object

Question 14

Which directory search parameter helps ensure that one master LDAP
directory is used for all related operations that are required in one back-end
call?

. Configure Sort Order

. Search Across Objectclasses

. Specify Replication Wait Time

. Specify Directory Server Stickiness

Question 15

You are setting options for deleting accounts on an endpoint. One of the
options is that when accounts are deleted, they are deleted from the
provisioning directory, but left unchanged on the managed endpoint. Which
connectors use this option by default?

SAP

. LDAP

. Databases
. Mainframe

OO0 m@m>» | OO m >

Question 16
Member rules define conditions for a user to be a role member. Member
policies combine a member rule with:

. scope rules.
.admin rules.
. role profiles.
.owner policies.

Question 17
Why is it important to implement the Segregation of Duties (SOD) principle in
your CA IdentityMinder solution?

. Enables you to delegate role administration

. Prevents bottlenecks in CA IdentityMinder components

. Enables you to manage integration with CA SiteMinder and CA GovernanceMinder
more easily
D. Prevents fraud by ensuring that no single individual has control over two or more
phases of a transaction or operation

Question 18
To implement the Self Service feature, which operating systems require the
Credential Provider? (Choose two)

A. Windows XP

B. Windows Vista

C. Windows Server 2003

D. Windows 7 Enterprise Edition

© 2016 CA. ALL RIGHTS RESERVED.
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Question 19
Which capabilities does the CA IdentityMinder r12.6 basic access request
feature enable? (Choose three)

A. Administrators can select a user and a service to renew.
B. Administrators can select a service and a user access to renew.
C. Users who forget their password can be prompted to change their password.

D. External applications can access and update role-based information in real-time
E. Users can request access to the services that they need to performtheir job functions.

Question 20

Approver, Alisha Waters, needs to travel to another site and will not be
available for the rest of the day. Alisha wants to delegate the remaining work
items in her list to Manjula Roy, who is familiar with the issues that need to be
considered. In the User Console, Alisha can delegate her items to Manjula
using the:

. Out of Office Assistant.

. Manage Work Items function.

. Release button for the work item.

. Advanced Settings on the Environments page.

Question 21
On the CA IdentityMinder interface, report-related tasks are divided into
reporting tasks and Snapshot tasks. An example of a Snapshot task is:

. Request a Snapshot.

. Manage Snapshot Definition.

. Manage Snapshot Recurrence Schedules.

. Configure CA User Activity Reporting Module (CA UARM)

Question 22
Which letters representthe primary operand in the etatrans log entry:
ETA_S_0001<AGU>?

m
—

>
23>

Question 23
The ETAUTIL —f parameter:

. checks for command syntax.

. receives input commands from a file.

. writes the command out to the specified file.

D. does nothing, because it is an invalid parameter.

OwWPr|loNw> |OO0 D>

Question 24
To enable email notification, what must you specify in the mail service
deployment descriptor?

A. Your password

B. The template directory

C. The name of your SMTP server

D. The email address used by workflow-generated emails

Question 25
You are configuring an event in CA IdentityMinder. Which task action types can
have a task-level email notification? (Choose two)

A. View

B. Self-view

C. Create User

D. Reset User Password
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Question1=B
Question2 =D
Question3 =C
Question4 =B
Question5=C
Question 6 =B
Question7=C
Question8=D
Question9 =B
Question10=Aand B
Question11=D
Question 12 = A
Question 13 =A, B, and E
Question14=D
Question15=D
Question 16 = A
Question 17 =D
Question 18 =Band D
Question19=A, B, and E
Question20 = A
Question21 =8B
Question22=D
Question23 =B
Question24 =C
Question 25 =Cand D
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