
Concerned About PII Data Leaks?
You should be. New E.U. General Data Protection Regulation (GDPR) legislation becomes law in May 2018 and places strict rules on how companies maintain personal data for 
any E.U. citizen. Many organizations have no idea where their personally identifiable information (PII) data resides across their systems or whether they are at risk of inadvertently 
breaching the GDPR legislation when production data is copied to lower-tier environments for testing.

The penalties for non-compliance are severe—a first offense is $10 million or 2 percent of a company’s annual revenue— 
not to mention the massive damage to brand image and reputation.

Use CA Test Data Manager PII data discovery and profiling to scan, identify, locate and flag PII data quickly. A heat map shows you where high/low risk data resides in your 
environment and lets you classify the data for further review or remediation. Generate a comprehensive data report to help demonstrate GDPR (or other compliance regulations)  
to an auditor.
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Step 3
• View results. Heat map will show you where your data resides 

and classify it from very high risk to very low risk PII data.

Step 4
• Classify data as safe or risky. Start with the most risky data 

and review its contents. Designate if data is high risk or not

Common Customer Use Cases
• Scan and locate PII data to demonstrate GDPR compliance
• Scan and locate PII data for other testing purposes
• Locate risky data to improve security posture

PII Data Profiling Steps
Follow these simple steps using the CA Test Data Manager  
PII Data Profiling feature to scan, identify, designate and 
report on your PII data:

Feature Highlights
• Locate sensitive data quickly
• Address potential audit findings and risks
• Generate reports for compliance and security needs

Step 1
Select your data source and data classifiers. (Microsoft SQL 
Server®, Oracle, MariaDB, MySQL, IBM Db2®: Windows only).

Step 2
• Scan your data. Scan immediately or schedule for later.
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• A “reason” field is required to keep an audit trail whenever 
actions are taken on a particular table.

• Data can be randomly sampled

• Classifier data (tags) such as personal information can be 
removed from the table.

Step 5
• Generate PDF scan reports. The report includes date/

timestamp, connection profile, data classifiers and heat 
map. Reports can be emailed to compliance officers/
auditors and used to demonstrate adherence to GDPR 
and other regulations.
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CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize the opportunities of the application economy. Software is at the heart of 
every business, in every industry. From planning to development to management and security, CA is working with companies worldwide to change the way we live, transact and communicate—
across mobile, private and public cloud, distributed and mainframe environments. Learn more at ca.com.

Next Steps
For a personalized demonstration of this feature please contact your  
local CA Sales Representative

http://www.ca.com
https://www.ca.com/us/contact/sales.html

