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This Data Processing Addendum (“DPA” or “Addendum”) forms part of the existing agreement(s) between Customer and CA,
and/or other written or electronic agreement between CA and Customer for the purchase of Services provided by CA (the
“Agreement”) to reflect the parties’ agreement with regard to the Processing of Personal Data of Customer, in accordance with
the requirements of Data Protection Laws. The Effective Date of this DPA is the date of the last signature of a party below. All
capitalized terms not defined herein shall have the meaning set out in the Agreement.

1. MR
GENERAL TERMS

ARDPAX, (3 11 FRITELZSND)EU —fx 7 —Z{R# R 2016/679 (LL FTGDPR &V W\ E9) O HFEFHIZ BT, BRI D
ST CAMENT —H#Z NPT D55 ICEAIILET, 2018 455 A 25 ALY, CA ITH H O —E R fikicE 0 S5 GDPR O
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This DPA applies to the Processing of Personal Data, within the scope of the EU General Data Protection Regulation 2016/679
(as further defined in Section 11, and hereinafter “GDPR”), by CA on behalf of Customer. Effective May 25, 2018, CA will Process
Personal Data in accordance with the GDPR requirements directly applicable to CA’s provision of its Services. This DPA does not
limit or reduce any data protection commitments relating to Processing of Customer Data previously negotiated by Customer in
the Agreement (including any existing data processing addendum to the Agreement).

KA BEFIGCAMAIE T B TH2LI8Y, BEKRIT. BHEREL T DPA kL. o, BEKOBEESENT —2EH
FHLENDENT —4% CA BT L5E MASNDT —2R#EIEORD LT, D)o E S04 K TEORIELT
DPA Zfiif LET, A DPA IZB W TO &, REIZHIROFLHB2VIRY | [BEH TR R EREBHE SN E ENDIHDOELET,
By signing this Addendum, Customer enters into the DPA on behalf of itself and, to the extent required under applicable Data
Protection Laws, in the name and on behalf of its Authorized Affiliates, if and to the extent CA Processes Personal Data for which
such Authorized Affiliates qualify as the Data Controller. For the purposes of this DPA only, the term "Customer" shall include
Customer and Authorized Affiliates, unless otherwise indicated herein.

BN E SO TR EFHICY —E 22T 252 T, CAIRBEHKIC b TRAT — 42 LB HZ LN TEET, CAIX, H—ER
DI BIH L TR ERDTED IS DN T — 22 20T, LUFOBUEICHELT 528 IR U ET, B LEICHIETE 538
VBRD ADPAICE HSNDE T T N THEMETERNTFLDONTWET,

In the course of providing the Services to Customer pursuant to the Agreement, CA may Process Personal Data on behalf of
Customer. CA agrees to comply with the following provisions with respect to any Personal Data Processed for Customer in
connection with the provision of the Services. If not otherwise defined in the relevant section, all definitions applicable to this DPA
have been consolidated into Section 11, titled “Definitions.”

2. JEATFT—FONE
PROCESSING OF PERSONAL DATA

21 WY FEFIL AT —FOLBICEL IR BN T — X EHE CTCART — XU E ThHZ L, Fio, CAEIIZCAI V—T' =
FER AT DEES G ML |1 E D DIVD B > TR E 2 5 I FSELH LI ELET,
The parties agree that with regard to the Processing of Personal Data, Customer is the Data Controller, CA is a Data
Processor and that CA or members of the CA Group will engage Subprocessors pursuant to the requirements set forth in
Section 5 “Subprocessors” below.

2.2 BERRIL, P REMH FIZETARCET —HREIEO BRI > TN T — 22 LB 35081 IAT —Z DB
2B 248 RN T — ARV ICHEIL T 201U ET, BEEIL. AT —2BLOBEENMANT —2 2 WNETHFEO IEME
PR AVE L BEEICOWT, B CERE R ObLOELET,
Customer shall, in its use or receipt of the Services, Process Personal Data in accordance with the requirements of Data
Protection Laws and Customer will ensure that its instructions for the Processing of Personal Data shall comply with Data
Protection Laws. Customer shall have sole responsibility for the accuracy, quality, and legality of Personal Data and the
means by which Customer acquired Personal Data.
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2.3

2.4.

3.1

3.2

4.1
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CA will Process Personal Data in accordance with applicable Data Protection Laws, the GDPR requirements, directly
applicable to CA’s provision of its Services. CA shall only Process Personal Data on behalf of and in accordance with
Customer’s documented instructions and shall treat Personal Data with the same care as Confidential Information. Customer
instructs CA to Process Personal Data for the following purposes: (i) Processing in accordance with the Agreement and
applicable orders; (ii) Processing to comply with other reasonable instructions provided by Customer (e.g., via a support
ticket) where such instructions are consistent with the terms of the Agreement, and (iii) Processing of Personal Data that is
required under applicable law to which CA or CA Affiliate is subject, including but not limited to applicable Data Protection
Laws, in which case CA or the relevant CA Affiliate shall to the extent permitted by applicable law, inform the Customer of
such legally required Processing of Personal Data.

GDPR#528 (3) &M ERk$ 52450, AP0 FRALHIM], WL OMEE B, BT —Z O, 7 —# FIROK531E, ADPAfS
BEOHM (B BEEDOMEANT —H IO ) IZEDHITWET, CAIZEAME AT —# RO LR, BRI
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HHEAHBEBINHET T 25 ~O B BAMEIEZ ER§ 22803 C&, CAIRELRSN A H AL E 2 —LE T, B DT
HWEE, OB EDOWNT IO Y HF TG L TOMHER O 5B L UEHEOMIEITOLDOTIEHY EE A,

As required under Article 28(3) of the GDPR, the subject matter and duration of the Processing, the nature and purpose of
the Processing, the types of Personal Data and categories of Data Subjects are set forth in Annex | to this DPA Addendum
(titled “Annex 1: Details of Processing Customer Personal Data”). The subject matter of Processing of Personal Data by CA
is the performance of the Services provided under the Agreement. Upon prior written notice, Customer may request
reasonable amendments to Annex 1 as Customer reasonably considers necessary to meet the requirements of Article 28(3)
of the GDPR and CA will review such requested changes. Nothing in Annex 1 confers any right or imposes any obligation
on any party to this Addendum.

T =5 ERDOHEF
RIGHTS OF DATA SUBJECTS

CAIL, HIEIZE > TROLNDRY, T —F ERDORANDT 72 ADOHER], 7T IEOHER], EROFHIR, HE (TEhbDHE
Fl)) T —H AR —ZE VT BT D R HDWVIIE AT B EEEN T EEIRE ORI R LR DI WHERIZATE T2
TEREZ I HE CLTF T —FEEROER | EOWET) | OB RIS T 200 LET, WHOMEAZEL ., CAIL,
GDPRHSZH|ZIELALT —F EEDOERITISU DB B DR L BT TELHLD U2 BT I JUSRRM A o R IZ L > T mrde
R TR EHE BT DO LLET, MHED B TRIFIUL, ZRPBERICERTHEMR TELHE AL RE, CAILFHI
DOEBIZEDBEHDORIERL, 230357 —F EEROERITHIE LN DOLELET,

CA shall, to the extent legally permitted, promptly notify Customer if it receives a request from a Data Subject to exercise
the Data Subject's right of access, right to rectification, restriction of Processing, erasure (“right to be forgotten”), data
portability, object to the Processing, or its right not to be subject to an automated individual decision making (“Data Subject
Request”). Taking into account the nature of the Processing, CA shall assist Customer by appropriate technical and
organizational measures, to the extent possible, for the fulfilment of Customer’s obligation to respond to a Data Subject
Request under Chapter Il of the GDPR. Except to the extent required by applicable law, CA shall not respond to any such
Data Subject Request without Customer’s prior written consent except to confirm that the request relates to Customer.

SoIT, P —EREME T 2B EEN T —F EEROERITHISTHIENTERWIG S | BERDEREZITT-CAIL. IEAIZR
DILLHEIPA T, 7 — X EROE R SND T — ZRFHEIEICIESSENTHLRBIE, 7 —F EROERIZKIET D)2 TBE
BR% SR T DT DI EANICE BRI B &2 LT, IRICROOIDHPAICIRY . 22 KBS AET2H T EROATELE
LET,

Further, to the extent Customer, in its use of the Services, does not have the ability to address a Data Subject Request, CA
shall upon Customer’s request provide commercially reasonable efforts to assist Customer in responding to such Data
Subject Request, to the extent CA is legally permitted to do so and provided that such Data Subject Request is required
under applicable Data Protection Laws. Any costs arising from such provision of assistance shall be the responsibility of
Customer, to the extent legally permitted.

AR
PERSONNEL

CAiZ, AT =X DI FEFH T HCAD NEWEANT —F OREEEZBAMSIL, HOOFEIOWTHEY RN — =27 %%,
FERE LRI 2 BB NN S CCAL DK PRIRS NI b BE T DI ET,

CA shall ensure that its personnel engaged in the Processing of Personal Data are informed of the confidential nature of the
Personal Data, have received appropriate training on their responsibilities and are subject to obligations of confidentiality
and such obligations survive the termination of that persons’ engagement with CA.
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4.2

4.3

4.4

5.1

5.2

5.3

5.4

55

5.6

CAIL. AT —ZDIBELHEFH T HCAD N BEDOEHEMA MR T D7D IR S BB AR U Db DELET,
CA shall take commercially reasonable steps to ensure the reliability of any CA personnel engaged in the Processing of
Personal Data.

CAIL, CAZ V=TI DNT —Z DT 782D, TR ZIEAT T D72DIThnDT 78 A& B LT 5F I RESNDEIITL
E3x e

CA shall ensure that CA Group’s access to Personal Data is limited to those personnel who require such access to perform
the Agreement.

T2 REHYUE CAT N —TBthL, 7 FREIENER T DL BT — R Y H A TM L EL T, TamSh /ol He
i, datatransfers@ca.com CififigE D ENTEET,

Data Protection Officer. Members of the CA Group have appointed a data protection officer where such appointment is
required by Data Protection Laws. The appointed person may be reached at datatransfers@ca.com.

BaEE
SUBPROCESSORS

BEREIL, () CAOBILESHEAHNIIE LU CRLENDHZE, BLU(b) Y —ERAOHMLICEEL T, CALCADRESHZEE
TUDER =B DB E % G T HEFSEHENHDIEEFD TR ELET, 0D ARE 1L, CANEABE 2 AT
TR THL Y —ERERMT LD HE BNELTEAT — 22 ST 22 LA 7 i SiL, 2RO B OB N T —5
ZERT LT ET,

Customer acknowledges and agrees that (a) CA’s Affiliates may be retained as Subprocessors; and (b) CA and CA’s
Affiliates respectively may engage third-party Subprocessors in connection with the provision of the Services. Any such
Subprocessors will be permitted to obtain Personal Data only to deliver the services CA has retained them to provide, and
they are prohibited from using Personal Data for any other purpose.

JREFNBERED HIVTOROIRY | CAIL, FHLIE I LD —E 2% B B AADPAICE SO CEEE T 255 ICAIDL
FCEA | DDA BERE DIEAEAER IOV THIBDELET,

CA shall be liable for the acts and omissions of its Subprocessors to the same extent CA would be liable if performing the
services of each Sub-processor directly under the terms of this DPA, except as otherwise set forth in the Agreement.

CAif:liCAE?Jiiﬁ/ﬁ\H:b‘i\ FAHF L EMIC LD ERRE L ELTZ, ZOTKNTIT, DD DELHEE DM 35— 2ok
2R T HHIH T, BAT — 2 OREICBEL TAR B EICED DI RO REL ~ L% FES S, GDPRH28 (3) D E

ife IZOMOT —Z AR BT DAEOR E T T RPN EENTOET,

CA or CA Affiliate has entered into a written agreement with each Subprocessor containing data protection obligations that

are no less protective than the terms set forth in this Addendum with respect to the protection of Personal Data and meet

the requirements of Article 28(3) of the GDPR or equivalent provisions of any other Data Protection Law, to the extent

applicable to the nature of the Services provided by such Subprocessor.

BERRIT. REERITNEV, CABLUS CABIH SN E AT T OMRE 5 2 F97, h—E A0 BIE L TCAME
H T DCABELEE DVANMIBHE2IE RS AL TND LB THY , ) DVANMIUTT R TOEAIE O F B LOPTEENE F
NTWET(ULTFTTIEABEZFIRNENWET), 2BV ANMNICAREREZ M2 E . BT OBELHEEZY AT
https://support.ca.com/us/product-content/admin-content/subprocessor-list.htmliZ T &R Ic ABS L (LT 5.5 &
OHNDLHERID) BERRDPEE ~DRFL RV T OV G ZONET,

Customer authorizes CA and each CA Affiliate to appoint Subprocessors in accordance with this Section 5. The list of CA
Subprocessors used by CA in connection with its provision of the Services is set forth in Annex 2, and such list includes all
Subprocessors’ identities and country of location (“Subprocessors List”). In the event CA makes any changes or additions
to such list, the current Subprocessor List is made available to Customer at: https://support.ca.com/us/product-
content/admin-content/subprocessor-list.html, thereby giving Customer the opportunity to object to such changes (as set
further set forth in section 5.5 below) .

BERIT, CAPELELE OVANE FH L THOBA0E 2 H LINISHCCE M IZ TCAIZBEN T A EI128D, CAIZXAHT LW EAL
PR O L ifbfiﬁi%%” ADTEINTEET, BEMKNLHFEN &)Of_)ilzl\ CAIL. B&EERD I iﬂﬁ“ét (ZRAZEIIC
BEHIZREXTIL DD BEED K DWW TH B E I L D8 I A4 L £ 7,

Customer may object to CA’s use of a new Subprocessor by notifying CA promptly in writing within ten (10) business days
after any updates are made by CA to the Subprocessor list. In the event of such objection by Customer, CA will take
commercially reasonable steps to address the objections raised by Customer and provide Customer with reasonable written
explanation of the steps taken to address such objection.

T—HERE CAlL, BHINDT — 2R ILICIE S TRIENDG A EBRE  BEFEOEANT — XL LN b0LLET, EA
T =N https.//www.ca.com/|p/quaI/prlvacv/data transfers.html|ZFEd S 7z CA OFRABLOFESRMITHE - TS hEd,
RS BHEIINES T, NI SBRRIC —E AR T 2262 ME— D HIEL T, BEFEFAEIZ T, AT —X %28l
DCAT N—T 24 BLO/ F2IXCADRRES NI 1Z B EHICIEE T DR A CAIC -2 £ 7, LiLichhnbod | 8%
FROENT — & D3RS BN F IR L O FEZ DI E, A A, AFVANE | TNOHBRO T — X LN ER T2
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6.1.

6.2

F7R RN DT — FRHEE IR TORWEICESR SIS & (LU R TBRERERIE | LW W ET) | CAITAD DR EREARE I BIL
TH5.6(a) HD G &M FLET,

Data Transfers. CA shall not transfer Personal Data of Customer except lawfully, in compliance with applicable Data
Protection Laws. Personal Data will be transferred in accordance with CA’s statement and terms set out at
https://www.ca.com/us/legal/privacy/data-transfers.html . Solely for the provision of Services to Customer under the
Agreement and subject to this Section 5.6, Customer hereby authorizes CA to make routine transfers of Personal Data to
the local CA Group entity and/or approved Sub-processors of CA. Notwithstanding, in the event that Personal Data of
Customer is transferred from the European Union, the European Economic Area and/or their member states, Switzerland
and the United Kingdom to countries which do not ensure an adequate level of data protection within the meaning of the
Data Protection Laws of the foregoing territories (“Restricted Transfers”), CA complies with the provisions of Section 5.6(a),
with respect to such Restricted Transfers.

(a) FREMEEEICETIEESIE CAIZU FOEEFIELRMELET, INODOFIEL, BENT —2RH#IEO R R L7 HH
FHIZ I T, ADPAIZEE S IRERIER AT H S E T,
Transfer mechanisms for Restricted Transfers. CA makes available the transfer mechanisms listed below which
shall apply, with respect to any Restricted Transfers under this DPA, to the extent such transfers are subject to such
Data Protection Laws:

(1) FoANRN— - —AFBHRIE CA L, EU-US T4V — 0 — LRy T LD G A ST TOET, CA
%, EEA AN T — 2 &R T DR T T A3 — = VR ORBFEAMERF T 20 DL L E T, EU S JR0BHIFT 7 743
T VRN SRR R SR TR W SR L 7235 6 L WY R AR S e EU AR VERRAO S0 (L) 20850
NG T b DEL, Fifk SN R CRISSRIIAFITH A ENE T,
Privacy Shield self-certifications. CA has certified its compliance to the EU-US Privacy Shield Program. CA
shall maintain its certification to the Privacy Shield for so long as it maintains any EEA Personal Data. In the
event that EU authorities or courts determine that the Privacy Shield is not an appropriate basis for transfers, the
parties shall promptly execute an approved EU Standard Contractual Clauses (Processors), which shall be
incorporated herein upon execution.

(2) EUEBEERWEE CA BIO I 2 (SRLllio) AEH LU CITE T 5 CA Bl L, 7 — X E B L7 — 2 st
FHLVOBRERE ST | FBERHOFRE D702, FANZ EU FEHERNFHEARTEL TOET, SBITAFEEZ LT,
CA AN B EDH 9 FITFELIED LIV TS EUFHERK) S JUEF) A/ L. M4SN B 1 LU TR
FHITBfFESNTWET,
EU Standard Contractual Clauses. CA and CA Affiliates acting as Subprocessor (as listed in Annex 2) have
previously entered into The EU Standard Contractual Clauses for a data controller-processor relationship and for
the benefit of the Customer. Further, CA hereby enters into approved EU Standard Contractual Clauses
(Processors), as further set forth in Section 9 of this Addendum, and a copy of which is attached hereto in
Attachment 1.

P — BRI ORI IENEH A SND S A BEFEOBENT — X DEREIZIX({) 7T/ — 2 —/LR B 2iRGE. (i) EU
TEAEIG LT IENANL T, 12D T —FHRik FIENE A SN ET,

In the event that Services are covered by more than one transfer mechanism, the transfer of Customer's Personal Data
will be subject to a single transfer mechanism in accordance with the following order of precedence: (i) Privacy Shield
self-certifications; (i) EU Standard Contractual Clauses.

X274
SECURITY

BIEAKHE, OB PREH | WBOME ., fHiH ., SRBIOCEH M, RO HARAOHEFR B IO E BIZBT 5 E RS LUk~
Bl ERIEINDIARZ DO ATREMEA ZEL . BERBLUCAIL, DV AZ IR A STo X 2 VT4 & feff 95720 | 72 HAf i)
BLOWREAIR R A FEM T2 0E L E4, CAIL, BRI EE DX 2T+ — GDPRH325: 1 ITEDHNTWAERDIZGDPRIZ
BANWTT =2 BE ~OBE A= BAT — 2 DX 2070 ENE, A AR T 5720 O U2 B R 46 L OWERE
B R A AR L E 9, CAIZ. TN DIRGE~DUENLZ EHIANICEEHR L £4, CAIL. TSN REA E/ T LTS ELCEIT
B TSN DY —E ZDRMEHIRT H1IC, 373D —E 2D AR EF 2V T2 RIBIIE FEEAZLITHVEE A,

Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of
Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Customer
and CA shall implement appropriate technical and organizational measures to ensure a level of security appropriate to the
risk. CA will maintain appropriate technical and organizational measures for protection of the security, confidentiality and
integrity of Personal Data that meet the requirements for a Data Processor under the GDPR, as set forth in Annex 2 “Security
of Processing — GDPR Art. 32”. CA regularly monitors compliance with these safeguards. CA will not materially decrease
the overall security of the Services during the term of CA’s provision of such Services pursuant to the applicable Agreement
or order form thereunder.

BRI IR COIBERD TR DR EZIT T, CAIL, BEHDMENT —F DMFBIEL THDEREZ T HECANIE
RS 5, Z ORI TRBIOHE =& LA ER R E TR ELH LRI T 20 ZOELOERMLET, CAIT, GHRRE
HZ DR E ST T AR B EA~DOHERLE TR T 7D (L ERDD DI A B EARITRUET 200l | CARASE F IS
LEHBFIEEZ NN TWDILaiER T 2720 O AT —Z OB BHET DB B EITM REA N DEmIC LA
BT DIEMERERBDOBDELET (2721 BEEPARFZEIN B LB UTELRWIEEZRMALLET), BHAEhLT
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6.3

7.1

7.2

7.3

8.1

—HREE XY T 2% 6 12GDPRE528 (3) &oa & A £97) DR A - TR AMEZ R RN E L DD 1 IR
EHEIIARG 2T E ST EENE T, CABRRMET 2H MBI O FIIIARFIU - TEMSNDEREITIL, FENITEDDH
NI RFFZH NEHSET,

Upon Customer’s written request at reasonable intervals, CA shall provide a copy of CA’s then most recent third-party audits
or certifications, as applicable, or any summaries thereof, related to the Processing of Personal Data of Customer, that CA
generally makes available to its customers at the time of such request. CA shall make available to Customer, upon
reasonable written request, such information necessary to demonstrate compliance with this Addendum, and shall allow for
written audit requests by Customer or an independent auditor in relation to the Processing of Personal Data to verify that CA
employs reasonable procedures in compliance with this Addendum, provided that Customer shall not exercise this right more
than once per year. Such information and audit rights are provided under this section 6.2 to the extent the Agreement does
not provide such audit rights that meet the requirements of applicable Data Protection Laws (including, where applicable,
Article 28(3)(h) of the GDPR). Any information provided by CA and/or audits performed pursuant to this section are subject
to the confidentiality obligations set forth in the Agreement.

CAIZ, BEHEOY— 2l HICE# L €, GDPRH;355: £7-13 5536 5: 12 2 DWW Ok AT 4 Sl 3~ D B BRR DO 2655 4 @ 1T
T DD, BERASOE BN RAZ LEIRC TTHB DL LET, CAlL, BEHKRO AR TIRE 21T T, BEEBIET
DIEH 1%03{141@?7‘&(“77%2%?%7‘&1&5&0 ZRWT, CABDOIEREANTFARE THDOIRVICIBN T, 22030 IR A R AL E
o EBIT, CAlE. GDPRIZEADWTERSNARYIZIN T, AH6.3EII T 22 A7 D FEMIZ I HEE Y R L /) E721%
Hri g _Ob‘f\ BEHEA~OEHA B EZITOBDOLLET,
CA shall provide Customer with reasonable assistance as needed to fulfil Customer’s obligation to carry out a data protection
impact assessment under Article 35 or 36 of the GDPR as related to Customer’s use of the Services. CA will provide such
assistance upon Customer’s reasonable request and to the extent Customer does not otherwise have access to the relevant
information, and to the extent such information is available to CA. Additionally, CA will provide reasonable assistance to
Customer in the cooperation or prior consultation with the Supervisory Authority in the performance of its tasks relating to
this Section 6.3, to the extent required under the GDPR.

EX2) T ERE LB
SECURITY BREACH MANAGEMENT AND NOTIFICATION

CAlL, CAFTIF AR EZIC L - TG, P17, 2T T DM F 1L TSN B EEEOME N T — 4 OB FE 0 E72 1T E L7
R, B, BHER OB, EdiE ST 7B A (LU X a7 48 EOWET) 278 R U712 % , N Y7 iE 7 B &Rk
AT b DEET, CAIL, DD tF 2T (IERDJRE AR E T 5720 DG BIRIZREE /)% L RPN FI R S0 72<
(@) EX2VT A IERERHAEL, BEFRITEX 2V T4 BRI T 2ER LU 325613, hnd m%&ﬁﬂ\fié’ﬂ AFHRETHDIR
DIZHV VT, GDPREE33(I)RICHES CT — HABRE N T — G B TR L7 AUE 2R D7 W F A & A £ 97) 2445 L . (b) &
/ﬁﬁxCA@/\iﬁ‘aE’J”ﬁﬁE@%ulWT&%ISEU CBWT, BX 2T BN DAL DB AR T 2L LB E L R/MET 272D D5
A EZ R ET, AFICBIT BB, BEREITBEHROBEL—FICERR T 2ERKITITHEHINET A, BEIX, T
FLEBT. 3T E S TR EREL _Tmf,\éﬂ’bi’?”o

CA will promptly notify Customer, without undue delay, after CA becomes aware of any accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or unlawful access to any Customer’s Personal Data that is transmitted, stored
or otherwise Processed by CA or its Subprocessors of which CA becomes aware (“Security Breach”). CA will use
reasonable efforts to identify the cause of such Security Breach and shall promptly and without undue delay: (a) investigate
the Security Breach and provide Customer with information about the Security Breach, including if applicable, such
information a Data Processor must provide to a Data Controller under Article 33(3) of the GDPR to the extent such
information is reasonably available; and (b) take reasonable steps to mitigate the effects and to minimize any damage
resulting from the Security Breach to the extent the remediation is within CA’s reasonable control. The obligations herein
shall not apply to any breach that is caused by Customer or it Authorized Users. Notification will be delivered to Customer
in accordance with Section 7.3 below.

CARAKERIZE SN TEX 2T ER A WS T2 EILEX 2V T ERICKHE T 52 81E, B2 )7 nERICE T2k F 13 E
TAECARROHHDTIE/eL ZDINBRIRINRNEDELET,

CA’s obligation to report or respond to a Security Breach under this Section is not and will not be construed as an
acknowledgement by CA of any fault or liability with respect to the Security Breach.

X 2T BN DD TG OEENL, CABEIRUIZ F1E(RA— N2 & HET) ZHNW T, BEEOE URA, Hifli, F7-13 & B
OEHE IR SN E T, CADYAR—R T A7 A L THICIEMZNERS e MAHER L TR, BEEDSBEMTHIbDLL
E3x e

Notification(s) of Security Breaches, if any, will be delivered to one or more of Customer’s business, technical or
administrative contacts by any means CA selects, including via email. It is Customer’s sole responsibility to ensure it
maintains accurate contact information on CA’s support systems at all times.

BEHKT —ZOBRHLHIER
RETURN AND DELETION OF CUSTOMER DATA

CAlL. CAOFIEB LT —#R#IEIZHE ST, BLO FI3RZR OGS o T, BEHRNOBELET —HRABL
S EINTBENT — 2 ORIRE T VET,

CA shall return Customer Data to Customer and/or delete Customer Data in accordance with CA’s procedures and Data
Protection Laws and/or consistent with the terms of the Agreement.
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8.2

9.1

9.2

9.3

9.4

9.5

WHESNDT — 2 REENMENT — 2 ORIFE ZER LR WERY, CAlL, BERROERA ST 58, B BE 50— AD# it
DT LTI RICB BRI T — 2 O R CEIRANEIZHIBRL , B2 27 U — GDPREE325: I ICEDLNAHFIEIC
e~ T, BEfFae —&HIBRL £7,

At Customer’s request, CA shall delete or return all Personal Data to Customer after the end of the provision of Services
relating to Processing, and delete existing copies, in accordance with the procedures set forth in Annex 2 “Security of
Processing — GDPR Art. 32", unless applicable Data Protection Law requires storage of the Personal Data.

EUBLA T —ZIZ oV T BN
ADDITIONAL TERMS FOR EU PERSONAL DATA

WA B OFEHERH) SRIEB LOAREISL OB T, —E AORMLGRFEICHIT HCAICL DA T — X OB IZE A S E
¥

The Standard Contractual Clauses in Attachment 1 and the additional terms in this Section 9 will apply to the Processing of
Personal Data by CA in the course of providing the Services.

9.1.1 AT —ZITHEHERR SRS H SILD DT BRINFRFF Ik (EEA) FT2ITAA 2N D EEAETIFAARLISMTHRES DA

T — 2T, BRI IR S O E FIXBAFE 23() BAT — 2207~V ORHE G ST — 7 iki#
B> TRHSND LB DB D) TR L TODEERINBEFS0338 8 TR, IOV B % 24 J& 72 3 H e BT
AT =2 A 372~ ORGEL R L TS LR HILD I B MEE 70 LB (e 23 s 3 HERI 72 273 8 L E
T)DEASN TORNEEDHTT,
The Standard Contractual Clauses apply only to Personal Data that is transferred from the European Economic Area
(EEA) or Switzerland to outside the EEA or Switzerland, either directly or via onward transfer, to any country or recipient:
(i) not recognized by the European Commission as providing an adequate level of protection for personal data (as
described pursuant to applicable Data Protection Law, and (ii) not covered by a suitable framework recognized by the
relevant authorities or courts as providing an adequate level of protection for personal data, including but not limited to
Binding Corporate Rules for Processors.

9.1.2 FEMESKGRIEIT, () 7 —Z ¥ LU CRE MBS SR AR L7 IR N L B8 K ONi) BRINFR 518k (EEA) B L UNAA A TRALE
Nz JREITE RSN TNDERY D) BERRO B St TR E SELFEICL s T AZWEALILLOTXT
SN ET, FEERHFEBIOAREIFRITE N T, BEKLZOBES L7 =2 | L RREn2b 0L ET,
The Standard Contractual Clauses apply to (i) the legal entity that has executed the Standard Contractual Clauses as
a Data Exporter and, (ii) all Affiliates (as defined in the Agreement) of Customer established within the European
Economic Area (EEA) and Switzerland that have purchased Services on the basis of an order under the Agreement.
For the purpose of the Standard Contractual Clauses and this Section 9, the Customer and its Affiliates shall be deemed
to be “Data Exporters”.

ADPARBIOFEKIT, AT —ZDRIIZBL TF —Z it EH 03 52 258 B D I BIR R T, FR OBINEIITE TN
HOG AL B0 ENLETT, BRI O LIS @)W T, LTIET =2 E IS LDl AN T — 2 BT iEORE R
ERZBENET, (a) IR B IO A SNDIESTEILE S TUELT 228, (b) BEHENODZOMOA BRI HER (PR —h-F
ryNZEDHORRE) T, DD RB R DR A BT DL DITHEHLL TLBE§ 52 L,

This DPA and the Agreement are Data Exporter's complete and final instructions to Data Importer for the Processing of
Personal Data. Any additional or alternate instructions must be agreed upon separately. For the purposes of Clause 5(a) of
the Standard Contractual Clauses, the following is deemed an instruction by the Data Exporter to Process Personal Data:
(a) in accordance with the Agreement and applicable orders thereunder; and (b) in compliance with other reasonable
instructions provided by Customer (e.g., via a support ticket) where such instructions are consistent with the terms of the
Agreement.

IEHET SR D SRIB (M)A, 7 — i 13 CAD B LB H LU TRESN DL HY . (b) —E AR
BIHEL T, CALCAD BN E NG =8 OBEIRE & B RS ELIENHLHILERD | TR RIICFRELE T,
T —HEIANE L, ENENOT —ERIZONWT, KDPAD S SIHICHE > THRIALEEH O B Ju 4 5l LT O Fofi Y AN B
L. CADMEHL T 2L BLHE Y AMISHICFEAE A BN E7,

Pursuant to Clause 5(h) of the Standard Contractual Clauses, the Data Exporter acknowledges and expressly agrees that
CA’s Affiliates may be retained as Subprocessors; and (b) CA and CA’s Affiliates respectively may engage third-party
Subprocessors in connection with the provision of the Services. Data Importer shall make available to Customer a current
list of Subprocessors for the respective Services with the identities of those Subprocessors in accordance with Section 5.5
of this DPA, further detailing CA’s provision of the Subprocessor List.

Y FEE L R ER SR D RIES() (Xt TF —HAE BT — Xl IS DR U e b WAL S ) E o2y —C
L TR TOREERIE RO NITEZ R IE F T2 N LA OL O BIR R RIS T — XA L BHIRTEDT L,
i, DA —iX, T —HRHEENLO G IR ER N H ST E O BT — M AE ORISR ELET,

The parties agree that the copies of the Sub-processor agreements that must be sent by the Data Importer to the Data
Exporter pursuant to Clause 5(j) of the Standard Contractual Clauses may have all commercial information, or provisions
unrelated to the Standard Contractual Clauses or their equivalent, removed by the Data Importer beforehand; and that such
copies will be provided by Data Importer only upon reasonable request by Data Exporter.

Y L I SRTA D SRTAES() | SRTEA, SRE12(2)ICHASN WAL, IROLBVICFEMESNDZEIZFRFELET,
F—HWitHE OEREZTC, FREROICED DN B R RE OB A EZZ T, 57 —ZWAZ L, 0 BE RO S
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9.6

9.7

10.

10.1

10.2

RN, 7 — 2 (3T — X O R A N F 138 = B A N CCAIZL > TO B A AL TIdAeneoA) i
XILT, RDPAIZE D LA FHEIZCAZ L — T BHERLL TV DT EIZ BT AIF AR50 D LU 20D F L, NI
FENHEBVICEMINDE =FHICLHRFER IO, BLO EXCARE T BERIRM T 25O X274 777
TARRF 2 A NOTGHER EDHOLLET, BEERIT, [RBHO @I FHEIHE, 7 — X AE ISHEE L TE AT — 2 O
WCBE S DFNADA YA MNEEZERTDIENTEET, BEERIL. 23024 P AMEEICE LSRRI OWT, Z Dk
HTRATDCAZ V—T DT a7 zyiat /b —E AT —ZiHE ORDITGU TREESNET) TF —FAEZ ~DRFE
IHLOELET, DA P ANEEOBMGRNIC, 7 — X HF BL 0T — XA X, 7 —XEHE OB THLRFRHIN
2 C, HEBA, R AR I OV THI LA B T2b0LLET, TR TORFEHT, 7 —ZBAENBECLIZ) Y — 2% B EL
TOXTABEPTHLLOLELET, 7 —Zl L, B A TICH RS ERUZ B 3D I A 00 o7 — X A (@ s
H0ELET,

The parties agree that the audits described in Clause 5(f), Clause 11 and Clause 12(2) of the Standard Contractual Clauses
shall be carried out in accordance with the following specifications: Upon Data Exporter's request, and subject to the
confidentiality obligations set forth in the Agreement, Data Importer shall, within a reasonable period following such request,
make available to Data Exporter (or Data Exporter's independent, third-party auditor that is not a competitor of CA)
information regarding CA Group’s compliance with the obligations set out in this DPA in the form of the third-party
certifications and audits it carries out as described in the Agreement and/or the Security Practices Document to the extent
CA makes them generally available to its customers. Customer may contact Data Importer in accordance with the “Notices”
Section of the Agreement to request an on-site audit of the procedures relevant to the protection of Personal Data. Customer
shall reimburse Data Importer for any time expended for any such on-site audit at the CA Group’s then-current professional
services rates, which shall be made available to Data Exporter upon request. Before the commencement of any such on-
site audit, Data Exporter and Data Importer shall mutually agree upon the scope, timing, and duration of the audit in addition
to the reimbursement rate for which Data Exporter shall be responsible. All reimbursement rates shall be reasonable, taking
into account the resources expended by Data Importer. Data Exporter shall promptly notify Data Importer with information
regarding any non-compliance discovered during the course of an audit.

WY FF L, RE2(N)ICREMS N TCODEA T —Z DRIBRICE T 2850, 7 —FHiHE DEREZ T HEDH, 7 —FA
EDDHT — Xl HE RSN A EICRIBLET,

The parties agree that the certification of deletion of Personal Data that is described in Clause 12(1) shall be provided by the
Data Importer to the Data Exporter only upon Data Exporter’s request.

ARDPALIRAT EH OIEESL LI L DN JE £/ IR — B AR5 813 BEER FEDE SN E T, RGERNTH
MDY EF Lo TETBELINGE . 00D EA TRRA TR E T B BLRISEOEN N ERBET,

In the event of any conflict or inconsistency between this DPA and the Standard Contractual Clauses in Attachment 1, the
Standard Contractual Clauses shall prevail. If this document has been electronically signed by either party such signature
will have the same legal affect as a seal or hand-written signature.

ADPADYEZE
PARTIES TO THIS DPA
EHEDHIR CA, Inc i3 iRA B DRI SKED L F35TF, CA, InC.WVFEED Y FH TRVEATH, BN ET0

HIFR ) ST B EREECA, Inc. DR Tl SN, ZOERIZEB VT, TCAIEWIEAIL, CA, Inc.EEH D Y FE THHCADT
N—T2HOMGEZLbOLLET, HFUYFEEBIVLOMES T~ TOEMITIT, ADPAB L URRE M E=tHECADH
DT RTODPAIZIE SN ENBICBEH L TRATHH 0T T BRAEL T, 2RI, AIETA . 20OV D e HIEERRIC
HEADEPEMDT, Y P —E AOEMEL DR A O TEEORIBR I LEAE A S, DI W TYEEOTRELN
AL, RN B LOEDPAD T R TCUCE SN FE B O ZOBESHE T X TORBEELAZE®RLET, KDPAIZBW
TDPALWIIEEIL, Bk, A7y a—b BEO Eldf k% 5 L ADPAZ B L £7,

Limitation of Liability. CA, Inc. is a party to the Standard Contractual Clauses in Attachment 1. If CA, Inc. is not a party to
the Agreement, the Section of the Agreement ‘Limitation of Liability’ shall apply as between Customer and CA, Inc., and in
such respect any reference to ‘CA’ shall include both CA, Inc. and the CA entity who is a party to the Agreement. Each
party’s and all of its Affiliates’ liability, taken together in the aggregate, arising out of or related to this DPA, and all DPAs
between Authorized Affiliates and CA, whether in contract, tort or under any other theory of liability, is subject to the ‘Limitation
of Liability’ section of the Agreement governing the applicable Services, and any reference in such section to the liability of
a party means the aggregate liability of that party and all of its Affiliates under the Agreement and all DPAs together. For the
avoidance of doubt, each reference to the DPA in this DPA means this DPA including its Annexes, Schedules and/or
Appendices.

REEESALLROBEMR ADPALHIETHILICL, BEKIL, BHEEXL CDPALAR L., Fo. BEFORERE AL
DT —HEHELSNHENT — & CAPLET 554 HMAIIDT — 2 IR#EILEDORDDHIPE T, LR EE S04 #
TEORHLEL TDPALFiFE L E T, &30 B atEIE, ADPAB L UL Y T 2MRVIZIB W TREMICHE S<EH I Rsh D2
LIZRELET, SRERE ST, KO TIIARL, YHFITRDTLELRL, DPAD Y HE TLGHY EW A, BEBES
HAZE DY —EANDT 7 E AL IO —E A LT C, R DG ST HEILL 2205 AU 3722577, 5878 BIE S 4L h3 2240
DEMTERTHIE, THUTBERICEDER R RS ET, KFEIZBWTHROTLRA2ORY | ADPAIZBWTDZ, 136
FARNNT B BIRERE SN G ENLbDLLET,

Authorized Affiliates & Contractual Relationship. By executing this DPA, Customer enters into this DPA on behalf of itself
and, to the extent required under applicable Data Protection Laws, in the name and on behalf of its Authorized Affiliates if
and to the extent CA Processes Personal Data for which such Authorized Affiliates qualify as the Data Controller. Each
Authorized Affiliate agrees to be bound by the obligations under this DPA and, to the extent applicable, the Agreement. For
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the avoidance of doubt, an Authorized Affiliate is not and does not become a party to the Agreement, and such Authorized
Affiliate is only a party to the DPA. All access to and use of the Services by Authorized Affiliates must comply with the terms
and conditions of the Agreement and any violation of the terms of the Agreement by an Authorized Affiliate shall be deemed
a violation by Customer. For the purposes of this DPA only, the term "Customer" shall include Customer and Authorized
Affiliates, unless otherwise indicated herein.

10.2.1 BH N OIK Y EE THLIBERIL. ADPAIZESWT, CALOBHLDHEINE TN ELD DI LI L TKIREL T
BEEAZAV, FRERE AR L TADPAICEIE T MAEITV, ZETAHERDNHET,

Communication. The Customer that is the contracting party to the Agreement shall remain responsible for
coordinating all communication with CA under this DPA and be entitled to make and receive any communication in
relation to this DPA on behalf of its Authorized Affiliates.

10.2.2 FREBE M OHER FBEES T, CALKERE T 2DPAD Y B L5 G SIS T — 2 RFEIEICER
SHDERVIZIBNT, ARDPAIZIESHERIEATIE L RIF & RO DHERIDHY E9, ZDOBRIZIE, LL FOEEREHINET,
Rights of Authorized Affiliates. Where an Authorized Affiliate becomes a party to the DPA with CA, it shall to the
extent required under applicable Data Protection Laws be entitled to exercise the rights and seek remedies under
this DPA, subject to the following:

10.2.2.1 WAShDT —AREIEICED, FRE BE AL EECAIT KT U TR T £/ 3B T R T2 L RDHIR N R
D, TS EET, () FRRORK L FE THHIS KRN M TRREBESHDONRBEEL T, 2 DMERATIE £ 13
ROFFEREATV, (i) JREF DKL HE THDIBFARIT, ARDPAIZIL-S I inDHER 2 438 12 B 2 B BT
TR, TRTOBEBERHAFLDOTTE TITE T D2bDELET,

Except where applicable Data Protection Laws require the Authorized Affiliate to exercise a right or seek any
remedy under this DPA against CA directly by itself, the parties agree that (i) solely the Customer that is the
contracting party to the Agreement shall exercise any such right or seek any such remedy on behalf of the
Authorized Affiliate, and (ii) the Customer that is the contracting party to the Agreement shall exercise any
such rights under this DPA not separately for each Authorized Affiliate individually, but in a combined manner
for all of its Authorized Affiliates together.

11. B
DEFINITIONS

[CABSE R4 £i3, CAILE > THEEN T ot CAZXKRL T 2tk FIZIZCALIFR RSN TWD RV WET,
“CA Affiliates” means any entity which is controlled by, controls or is in common control with CA.

[CAJLIL, HE ., ADPAD Y HE THHCAZ V—T A VNET,
“CA” means the CA Group entity that is a party to this DPA, as applicable.

[CAZ NV—T 11T, BAT —Z DM BT ACARB L UCARE &AW ET,
“CA Group” means CA and its Affiliates engaged in the Processing of Personal Data.

B Bt LT, BEEOBESALOH T (@) BRMGES | BUNBRGF B L0 E2 2 o O INEE A 2B LV EoidAF
VADT —2RFEEPEAINDLED, (b) BERE CA LOM TS SN > TH—E RERI AT HZEDRFF AT SN TNDN,
CA EDVECEITFHA AN EIITEL L TEL T AN OED D BERR TIIRWHOEWNNET, A DPA ([CIBWTDIH, AR
WOFLMHRNRY | [BEAENITRERLREEESNE ENLLOLLET, FICTRBERBE BB LI%, BEEEHER
EJ eSO R o G R A/ B = GIE SN 3L Tl IAE =S S A AL S

“Authorized Affiliate” means any of Customer's Affiliate(s) which (a) is subject to the Data Protection Laws of the European
Union, the European Economic Area and/or their member states, Switzerland and/or the United Kingdom, and (b) is permitted to
use the Services pursuant to the Agreement between Customer and CA, but has not signed its own Order Form with CA and is
not a "Customer" as defined under the Agreement. For the purposes of this DPA only, the term "Customer" shall include Customer
and Authorized Affiliates, unless otherwise indicated herein. For the avoidance of doubt, “Customer Affiliate” means a legal entity
that Customer directly or indirectly majority owns or controls through a majority interest.

(F—sE@E ) [ 7—20HE ) 17 —sX6E), BNEES ) DnEE), (BB R 113, GDPREIFEFEARKITED LN L HKE
FH, ZNBITHET MR ZOERIHIEObDLLET,

“Data Controller”, “Data Processor”, “Data Subject”, "Commission", "Member State", and "Supervisory Authority" shall
have the meaning given to them in Chapter 1, Article 4 of the GDPR and their cognate terms shall be construed accordingly.

[ —ZREE) &1, RERNIE ST AT — 2 &2 BT DB SE A S0 T X CTOEAEB LOEHIZ VWD, ZAUid (U ISER
SN TUVD) GDPRAIIU O & DN A | RN I, b0 EOER B LOBH A G EnET,

“Data Protection Laws” means all laws and regulations, including laws and regulations of the European Union, the European
Economic Area and their member states, including the GDPR (as defined below), applicable to the Processing of Personal Data
under the Agreement.
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[GDPR &I, AT —Z DR EBIES S B R ADRICE T2, BIO, 207 =20 A BBRICE T2, 25N ERE)
95/46/EC % BE 135 EU —fi% T — 7 HIH] 2016/679 (MBS B L OHIE S D 2016 4= 4 H 27 HOHBIH] (EU)2016/679) Z\ O
7

"GDPR" means EU General Data Protection Regulation 2016/679 (Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016) on the protection of natural persons with regard to the Processing of Personal Data and on the free
movement of such data, and repealing EU Directive 95/46/EC.

MEAT —# 0%, () kRIS N E i3 araese NCBI3- 21, i) 551 éﬂf:?f]\if:&i?ﬁié%'ﬁfﬁ%fﬁi}\&lFﬁTé'fﬁtiﬁ(73)75)5
AT, EASNDT —2REEICHE - T, AAT —F EIIEA LB TELRHMEFRRICIREESILTODEE) B0, () & (i) DF
NENUZDWT, 20D T —ZIFRZRNCBIEL TR D EHSNDRBRITE RSN TNDEBYD) BEHET —# T,
“Personal Data” means any information relating to (i) an identified or identifiable person and, (ii) an identified or identifiable legal
entity (where such information is protected similarly as personal data or personally identifiable information under applicable Data
Protection Laws), where for each (i) or (ii), such data is Customer Data (as defined in the applicable Agreement) provided in
connection with the Agreement.

MOEL | 213, HEIZRFBUC LD E 2% Mo IR, Fodk, fRE. M., SRR BEIELLIIZET, Mk, ] 1, #EI
DBAR, B, FT2IE, ENOUAMIFIA ATREeb D& 528 #HIH LATH A R, W EDL LITHEED IH572, ﬂEU\T“‘ﬁ ’%Bﬂzé
NDREB AT ENT—HOEBZITENWET,

“Processing” means any operation or set of operations which is performed upon Personal Data, whether or not by automatic
means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction (“Process”,
“Processes” and “Processed” shall have the same meaning).

M%7 BR ] L1E AR EOHETRICEHBESN WD ERTT,
“Security Breach” has the meaning given in Section 7 of this Addendum.

(X2l T 1 S TIT AR R 2 AN LT, EREX 2V T 1 T TITAARF 2 A (FE2IE BEEPCADDLIEA T D —E RITK
FETDAH ) B DNET, 2O iﬁ‘ﬁﬁﬁﬂ?ﬁéﬂ https://www.ca.com/jp/legal/privacy/information-security-practices.html’>%
SN2, LT 256 ) CALBERRED B TR SR E EhE T,

“Security Practices Document” means the Information Security Practices Document (or the applicable part dependent on what
Services Customer purchases from CA), as updated from time to time, accessible at
https://www.ca.com/content/dam/ca/us/files/supportingpieces/ca-information-security-practices.pdf, or as otherwise incorporated
in the Agreement between CA and Customer.

X2 U7 ORI L1, AT —ZDORFEIZ DOV TCADE AT HEAMAY I L ORI B 207 %138 ¢ B2 LB DX 27
4 — GDPRE325 JITFEMESN TODEDENNWET, CAEF 2T 1 T TIT 4 R RF 2 A MDGfEL X 2D T 4 DRIFRO S35 &
T5H4 . GDPROBENFCE D EF 2D T AR B LA T — 2L T, BF 2T ORIRICTRM SN =& E R L E T,
“Security Annex” means the technical and organizational security measures implemented by CA for the protection of Personal
Data, set forth in Annex 2 “Security of Processing — GDPR Art. 32”. To the extent that the terms of the CA Security Practices
Document and the terms of the Security Annex conflict, the terms of the Security Annex 2 shall govern with respect to the security
measures and protection of Personal Data in accordance with the requirements of the GDPR.

M—ER | LiE, RFP—ERABLOT R =P —E R BIO S Fldamr T o7 - h—e 2B E 7 e 7y iaf - —E %
PRI DL BIO E7213SaaSEB L O/ FI3 R E SN TR N D Z DO —E X (2D HF TCAIZL > TBEHEOM
NT —ZBUEEINDE D) AT 225 W ET,

“Services” means the provision of maintenance and support services and/or consultancy or professional services and/or the
provision of software as a service and/or any other services provided under the Agreement where CA Processes Personal Data
of Customer.

MEREFIGRIE | LIL, +07RL VDT —2REE R L TORWE = [E CRALSN TS ~DE AT — X i5# 2335201042
A5 R DN B HEZOPFRIHES TR ERRECA, Inc. O THRE S 1L, B B L TR SNV NET,

“Standard Contractual Clauses” means the agreement executed by and between Customer and CA, Inc. and attached as
Attachment 1 pursuant to the European Commission’s decision of 5 February 2010 on Standard Contractual Clauses for the
transfer of personal data to processors established in third countries which do not ensure an adequate level of data protection.

IBRAEE | Lix, CAEIICAY N — T SR ER I FIEHT —FUBE 2 VNET,
“Subprocessor” means any Data Processor engaged by CA or a member of the CA Group.

BRI KO BEHHDY AR

List of Annexes & Attachments

o FIHR1 BEEROENT — X BEOFEM
Annex 1: Details of Processing Customer Personal Data

o K2 LB DEX 2T — GDPRE 325
Annex 2: Security of Processing — Art. 32 GDPR
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o INfESHA EEVERSTHE
Attachment 1: Standard Contractual Clauses

ADPAIZ, J%h B &b TR ERRECAD M THERE SN R O—EF L L TR 2R b E9, KAXEDSWT 0O Y HEILL->TE
FBHBSNIGE . DD DB ITRAMHAIEL A B LREOENN N AR L ET, W FEIIADPAZ2BERL . TN IIE Y7
MR AT HREENLL T OLBVREAIMENEITEA LT T 2bDLL, 18zl T2bDLLET,

IN WITNESS WHEREOF, this DPA is entered into and becomes a binding part of the Agreement(s) between Customer and CA,
as of the Effective Date. If this document has been electronically signed by either party such signature will have the same legal
affect as a seal or hand-written signature.

BER CA

R A

St 244

ANk - Bk

K4 K4

FREN A S A H HENRA kis A H

Page 10 of 20



B 1: BEARORBANT —Z RBOTEM
ANNEX 1: DETAILS OF PROCESSING OF CUSTOMER PERSONAL DATA

BIAE 1121k, GDPR % 28 55 (3) W5 (F/oid, B E DM DT — X RELED[EFEOSRIA) NIRRT LB ERROMENT — X OB B 5
BRI G ENTOET
This Annex 1 includes certain details of the Processing of Customer’s Personal Data as required by Article 28(3) GDPR (or as

applicable, equivalent provisions of any other Data Protection Law).

BEREDOMEANT —F 0D RE L

Subject matter and duration of the Processing of Customer Personal Data

BEEROMENT —Z OO FEB LOHWIENIL, RO BLOARM B EISRkSNET,
The subject matter and duration of the Processing of the Customer Personal Data are set out in the Principal Agreement

and this Addendum.

BEROBEAT —ZLBOEELHEN

The nature and purpose of the Processing of Customer Personal Data

E

Nature:

X

X
O
X

A
Purpose:

MBI B LR D RERROEANT — 2 DFESE

The types of Customer Personal Data to be Processed

BRANDBEKOT —4
Customer Data of natural persons
EEOBEHRDOT —F

Customer Data of companies

INEE
Collection
S
Recording
NG|
Disclosure
HIlBR

Deletion

O

A
Alteration
HiRR
Restriction
X A

Use

O

BEROEAT =213, EROITEDONL YR — M E 2 FSaaSE 2t T 27 I flah £ 7,

WEEDT—4
Employee Data

ZOMOENT —4
Other Personal Data

BEROBAT —F03BRT 57 —F DX 53

Customer Personal Data is used to provide Support or SaaS as set out in the Principal Agreement.

O X X KX

The categories of Data Subject to whom the Customer Personal Data relates
BRLEE N T — 2 ET 3l N T — 2 D %557 73 (GDPR #95%)

Special Categories of Personal Data (Art. 9 GDPR)

BERERRE AT

Health/sex Life

TR G ~DIMA
Trade Union Membership

B2 EMECEES

Religious or Philosophical Beliefs

BERRBI U F R E O RE

The obligations and rights of Customer and Customer Affiliates

BRRIFE ) 0
Political Opinions

NFR/ BERHIH H n
Racial/Ethnic Origin

BEHRIB IO B EHEBE S OHERIFBIL, R LU DPA (DPA ORI, IRTEHH, F2I3AT Y a— Va2 EHET)IC

EDHHNTWET,

The obligations and rights of Customer and Customer Affiliates are set out in the Agreement and the DPA, including any

Annex, Attachment or Schedule to the DPA.
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B 2 - WEDEX=Y7 1 — GDPR % 32 4
ANNEX 2 - SECURITY OF PROCESSING - ART. 32 GDPR

RII3C
Preamble

B YE, ERLOEERE M AL OME, #iFH, SURBSIOE B, 75N B RN ORI LU H BB 2 B RIS IO~ 705 &
EZENDAREDIAZEZ L BEE BLONBEF X, DD DIAZIC LA -T2t a2 VT AL~V ERIR T 5728, TRk
ZE T EAiTRY 6 L OMERRRY O R A T 20 D &E T,

Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing
as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the controller and the processor
shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including
inter alia as appropriate:

§1 BEEetX2) T ALV EFER T DD OB L URERRA7Z2%H R (SaaS BLH V7 TIR)
Technical and organisational measures implemented to ensure an appropriate level of security (SaaS and On
Premise)

(1a) AT =2 DAL/ BA{LDOR K

Measures on pseudonymisation /anonymisation of personal data:
AEHRAFESND T — 213, — RIS ARA AL FITEA A LE LT OME O DO TIEHY A (RALEITEA LD
LB LEIT, BEMN CAIZT AL —arT5LDELET,
Data stored in this product is not generally of a nature that requires pseudonymisation or anonymisation. If required,
Company should escalate to CA.

F T VIR
On Premise:
POET4

Not applicable

(1b) AT —2BEBAL DX R

Measures on the encryption of personal data:
=1k
ENCRYPTION
TRTCOT —HIE B TESIL, BIEE TLS 1.0, 1.1 (L TE) BLU 1.2 B R—bShET, BT, BEHEOT —X
i STy T ERTA T FAMRE GLE 31U D720 CA Dt OB B SN AL AT BbShE T, B 5~ TV
TV, A YE, FTMEE R T 270 BEPLFIES RS VET, M bR O L, S Y THEENTOR
b BT 2B o Bl 6 L OVE S ICHEILL £,
All data is encrypted in-transit. using TLS, with 1.0, 1.1 (will be deprecated), and 1.2 currently supported. In addition,
Company Data is encrypted on any server or device that is removed from CA’s premises for backup or off-site storage
(where applicable). Key management procedures are employed that assure the confidentiality, integrity and availability
of cryptographic key material. Use of encryption products comply with local restrictions and regulations on the use of
encryption in a relevant jurisdiction.

S AR —

Encryption Policy

B ALOE I OWTED DT —F X 2T ORI — I F SN ET, BERDT — 2% EE T OO 5O N
ERINET,

Data security policy that dictates encryption use is documented. The encryption strength of Company Data in
transmission is defined.

B

Encryption Key Management

W5 REHOFINL T SN BT b ET, xRV 2—al B EATHIET, 7 — X5 e 5t Lk
BZENTERINIL CWET (VTN 2T e R=ZADYV2—Tay N—RUxT X271 EVa—/L (HSM)72L),
Cryptographic key management procedures are documented and automated. Products or solutions are deployed to keep
the data encryption keys encrypted (e.g., software based solution, Hardware Security Module (HSM)).

Wb
Encryption Uses

ANDA 2= P TBEREDT — 2 2R ETHREEL. BTk k&N F v 2V BNHWLRE T, BHENEIEE TS
B B OIS B LEN T T, v~ =TV CTRETIE AL, P SN LAY vy T NT — X OB/ fRiea1T
WET, WTRO RN =7 TR EENEHATH, BEHEOT =305t Ed, VPN %513, BEbahzFv
IV CEBSINET,
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Company Data transmission over the public internet always utilizes encrypted channel. Encryption details are
documented if transmission is automated. Approved and dedicated staff is responsible for encrypting/ decrypting the
data, if manual. Company Data must also be encrypted while in transit over any network. VPN transmissions are
performed over an encrypted channel.

F VIR

On Premise:

T—HEREL, PR =T —RAOT —ZEME L TT —Z B F R L E T, 7 —RAOMRIT X 2 T A RSz
BREECHEMINET, 30 ANRETHEr—RT7n— &N, VR—k-r—2DF — X FHIBRSNET,

Data Controller provides support case data in an encrypted manner to Data Processor. Case resolution is done in a
secured environment. 30 days after case is closed, support case data is deleted

(1c) fEAT —Z DREREHIBPEZ R 3 270D DX R
Measures of ensuring the ongoing confidentiality of personal data:

CATEMT 7 & XA — B L CARE S AR —IC & BEKED T — 2 MEESNTWD T —Z B Z~DT 7%
A% CA DEMF —LTIRESHET (CAITRATIROFHE AN HEILE D RA 2= 2T —RITIEDNT T EADH
A ELET), 77 BRI EMR EITEEIOE R LI BERB L OEHOK T LRIV E 2 —ShET, BEROT —47
RAESNTOVDEREEA~OT 7B A, B IR B LOEERSNET, BEHKIL, BOOYTRIVT Va7 —Z~OT7 /& A
FHICHTAEEEED, TNEDOT I MDOTAT I A7V EEEZAVE T, BEREOY T AI)VF a2 FHEX, 77
Vr—arNOa2—PEIBLOMET 5/ AT =R - R — B Rz b E9,

BERIL. ZOT AT NDTAT I A B TEFFLET,

All access to the data centers where Company data is stored, is restricted to CA’s Operations Team according to CA
Information Access Control Policies and CA Segregation of Duties Policy (CA follows the principle of least privilege and
only grants access based on role and business use case). Access rights are reviewed regularly or upon change of
role/termination of an employee. Access to the environment where Company data is stored is strictly controlled and
monitored. Company is responsible for managing access to their subscription data and are responsible for the lifecycle
of those accounts. Company Subscription Administrators are responsible for user administration and related password
policies within the application.

The Company is responsible for the lifecycle of this account.

S VIR

On Premise:

TERT X 2V T DR SN BRIE CEBSNET, 7 — kL X 2V T PR SNET, 7 — 2%, PR —hr—2
WA — ARSI AR ARSIV ET

Work is done in secure environment; data transfer is secured. Deletion of data after closing of support case.

(1d) fELAT —Z OREGERIBEIAE TR T D70 ORISR

Measures to ensure ongoing integrity of personal data:

F—B DL
DATA INTEGRITY

CA Technologies DRV —BLOFIEIL, REFESILVTNWDT —4 | ZHINT —#, fiflSh b7 —# HLUTEND
LITRNCT 7B ASNDT —FISRIEILT 7 EASNDHT L7 SLOREERFFCELIOICHREIENE T, 7 —FOEAS LG
FET BT DIHEFIENEDHIVET,

CA Technologies Policies and Procedures are designed to ensure that any data stored, received, controlled or otherwise
accessed is not compromised and remains intact. Inspection procedures are in place to validate data integrity.

T — A A E il )
Data Transmission Controls

T — A OEELSMHEEWR T DD OT — 2 OFEEHIEHT T EABLOFIAESCE SN E T, BESWT — 4P fEL T —
L LR~ CHDHIEERAFT B0, Foy 7Y LI NI RASNET,

Data transmission control processes and procedures to ensure data integrity are documented. Check sums and counts
are employed to validate that the data transmitted is the same as data received.

T—=H T T a
Data Transaction Control

TAF LT Ay B —UIZB I BN v ar OERAE B L ETTRE T Ao ORI E bSnE T, REHICT —4
DEGVER R T DO IND T VAN T4 T4 —MNT VRNV BLRT— R by — N7 8) 1, CEf S
AR IOFNEICHERL F9,

Controls to prevent or identify duplicate transactions in financial messages are documented. Digital certificates (e.g.,
digital signature, server to server) utilized for ensuring data integrity during transmission follow a documented process
and procedure.
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T VIR

On Premise:

KIS, T —21E, PR —b - —ANTa— XN ZITHIBRSIET, & 2 5 a) ~e)ZT B HTZEY,
Not applicable; Data is deleted after closing of support case, see section 2 a) to e)

(1e) WWEIRTABI—EROBITOW FHHEAZ MR T 270 DOXIR
Measures to ensure ongoing availability of processing systems and services:

AT PO
AVAILABILITY CONTROL

- TS 5 COK ST T BB LS BOBRORI, /30T T b EnET.
- Protection against fire and measures in case of power outages in the data processing centers including backup

BRI HIAE)
Physical Controls

CA Technologies /&, #EE D& NETITFF TSI TOZRW AT T HIRFED 72D DR AL B AR EL TQOVET, i
R AR R LU BRI SN ET, —RTY TSR, Y/ A B a— R — B REDR BT I A
MR ESNET,

CA Technologies has effective controls in place to protect against physical penetration by malicious or unauthorized
people. Physical controls covering the entire facility are documented. Additional access restrictions are enforced for
servers/ computer/ telecommunications room compared to the general area.

NI T T ed 7P AMRT
Backup and Offsite Storage

CA Technologies I%, A7 ¥ 2 — VBV T — X DRy T T % BT D12 Dy 077 R — B FAE E
BDTWET, NI Ty TSN (A Y ARBLOA TV ARD) T — S A3 5723 | ShR RIS LS ET, £, CA
Technologies X, BEHEDT — XM/ T v 7 OB TERICEEELIIBEHINDLLIICLET, &HI1Z, CA
Technologies I%, 7 —# 077 v T gL B IHEIND LS, BT AN E L £7,

CA Technologies has a defined backup policy and associated procedures for performing backup of data in a scheduled
and timely manner. Effective controls are established to safeguard backed up data (onsite and off-site). CA Technologies
also ensures that Company Data is securely transferred or transported to and from backup locations. Furthermore, CA
Technologies conducts periodic tests to ensure that data can be safely recovered from backup devices.

NI Ty T T ak
Backup Process

NI Ty T BIOA TV AMMEOFIHIICE RSN ET, FINACEY, TFV 7 —ar &AL =T 7 AT L 5EAIT
BILTDIENTEET, NI T T AT 4T IbOME UL, EHRINCT ANSIVET, AL A AT =07 - 272
FAL I I OVFERES I BREEHIE G IR 72 8) B3 ET,

Backup and offsite storage procedures are documented. Procedures encompass ability to fully restore applications and
operating systems. Periodic testing of successful restoration from back-up media is demonstrated. The on-site staging
area has documented and demonstrated environmental controls (e.g., humidity, temperature).

NI T T« AT 4T O E
Backup Media Destruction

NI T T AT 4T ORI R T IEA LY FIIR R CEDID ZOFIRIXEEINET, 5 =H LD AT T OIHEIC
V., BHEA R T 2720 DO LE N FIE (EGEA 2R ) AT EnET,

Procedures are defined for instructing personnel on the proper methods of backup media destruction. Back up media
destruction by a third party is accompanied by documented procedures (e.g., certificate of destruction) for destruction
confirmation.

F 7P AMRT
Offsite Storage

F 7 ANER OYBLR X 2V 7 4 FHEFSCE LS E T, =N AR A U REAR — U b— AT, 772 AHI#INE ST
FI, ATV ANMEEA~OT 7B ALHIHS L, 77 BAEGDT-DDOER T T ARHEINET, A7 VA b~DT —4 D
BIEEIL, o bShizF vy Va2 L TIThiVET,

Physical security plan for the offsite facility is documented. Access controls is enforced at entry points and in storage
rooms. Access to the off-site facility is restricted and there is an approval process to obtain access. Electronic
transmission of data to off-site location is performed over encrypted channel.
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T VIR

On Premise:

[ —XRLay 7 |85, 155k, 7 —2I137 —2EHEOL LIRS ET,
Closed-Shop-Environment; not applicable. Data remains with Data Controller in existence.

(1) RE 2T DB LU —EAORGEE B ) 2 el 9 5720 DX
Measures to ensure ongoing resilience of processing systems and services:

MasatE oA
VULNERABILITY MONITORING

CA Technologies 1. #H B L OBEFOE EF L OWEIFHEICBI T A5 . FEEOMBE F T2 oMo e BLOFO®
X2 VT oA A DNEC B T D AR IR B KOV T L9, BRGNS IR, B9 2RV —LFIH, A /L AL
Bpa—R RARE, AXCROREBOERN G ENET, #2207 WL, X 27 1 AU MR R LR A TS
BRBaH AR L E T,

CA Technologies continuously gather and analyze information regarding new and existing threats and vulnerabilities,
actual attacks on the institution or others, and the effectiveness of the existing security controls. Monitoring controls
include related policy and procedure, virus and malicious code, intrusion detection, and event and state monitoring.
Related logging process provides an effective control to highlight and investigate security events.

Wag5 e DRY > — L FE
Vulnerability Policy and Procedure

WL E/ MR MY — 7 B LD E TR E DR AR N WEFIPET AN EATSNET, 7 AME @H . FH O &S
AR Lo TN CEITSNE T, BEBROREIL, 7 AMEIICE ENET, @UAZ LFHIS L2~ COREIT, #8072
Ay a— LV EIESIVET,

Penetration/ vulnerability testing of the internal/ external networks and/ or specific hosts is performed. The tests are
usually performed externally by a reputed external organization. Company environments are covered as part of the scope
of the tests. All issues rated as high risk are remediated with appropriate timelines.

T T IANALEE pa—R
Anti-virus and Malicious Code

PN U= RAT —ar BIUOA U F =Ry b7 = = ABERRE BB OT o FUANAER TEMICEHT I ET, &
BINTFIAL, TXTOTFUANRT T T —=MIIHNELET, T F AN A — /T IR AR v A VARG Y
TNEALDT 7 ANEZIABRT ITACT 4 T RXTF X T 7 ANVDEH e ETTHINGEESNET, 7y by 7 EUE—]-
A—=PET ANV AR RO G TT, MIFA LTI R =TV =0 =7 708) 07 7V —ar R B L OHIERT 2 FIRI
CERESNET,

Servers, workstations and internet gateway devices are updated periodically with latest antivirus definitions. Defined
procedure highlights all anti-virus updates. Anti-virus tools are configured to run weekly scans, virus detection, real time
file write activity and signature files updates. Laptops and remote users are covered under virus protection. Procedures
to detect and remove any unauthorized or unsupported (e.g., freeware) applications are documented.

T T MARUNIE, BEREENET,
Alert events include the following attributes:

[ O
Unique identifier
KD
Date
KFRE] Time
BESENERL L~V DT
Priority level identifier
T IP 7RLA
Source IP address
EEIPTRLA
Destination IP address
AR DOFEA
Event description
tX 2T (- F— DTEES-IE
Notification sent to security team
AR AT —H R
Event status

XY T AR PDEAR
Security Event Monitoring
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TXVT AN NERTICEERS (7 T 7 A V) | BEREI GEER AN)  RHLSIVET (XA L) =727 7 a RCE LS
., FTENET), KT =7 v iR—R b U= I AT —vay | T IV r—ray B — VA AL Ca—Y D7 774
ET A HBEHLET AU NI ST 5720 ORER 72 T LA ERSNET, BERT AT A OE LA GG T DT =
7Y = ARSIV ET (Ei3thon 7 AR HSNET) , HFEEICIDE T TrS A=y va TS ET, SESE
72T DERFFART Y 2=V D E R B I OESF A2 SNET,

Security events are logged (log files), monitored (appropriate individuals) and addressed (timely action documented and
performed). Network components, workstations, applications and any monitoring tools are enabled to monitor user
activity. Organizational responsibilities for responding to events are defined. Configuration checking tools are utilized (or
other logs are utilized), that record critical system configuration changes. The log permission restricts alteration by
administrators. Retention schedule for various logs are defined and adhered.

(19) BIRAEZIXBEAEROBEICEAT —ZDORA LRI MEAANT —F~D7 7 EREH LT DI DRR
Measures to restore availability and access to personal data in the event of a technical of physical
incident:

EROFHEOHIEEZ ZSIRITISV,
See above AVAILABILITY CONTROL

FH IS
INCIDENT RESPONSE

CA Technologies T, H# ¥ 2T A FH BB G 1M A FHlTS KOBIEFIEE CEL £37, FHohSFHEZ I3
YHEDOEENHRLS, B 2 S FE MR E S ET, T, Az 722 E 05 e U E 3, o SR a0
FATICOWTL, EMT AR E S ET,

CA Technologies documents a plan and associated procedures in case of an information security incident. The incident
response plan clearly articulates the responsibilities of personnel and identifies relevant notification parties. Incident
response personnel are trained. Execution of the incident response plan is tested periodically.

HHo a7 A
Incident Response Process

T EF 2 VT FEHE AR — LML SCEA LSV E T, B PR — B L0 T FIEICIE, LR S ERET,
Information security incident management policy and procedures are documented. The incident management policy and/
or procedures include the following attributes:

o TR RN E 253D,
Organizational structure is defined
o KHSTF — 23R FED,
Response team is identified
o SHLT— L0 N SR LENLD,
Response team availability is documented
T OB EFRDAT Y 2 — 3 CELS LD,
Timelines for incident detection and disclosure are documented
c H T HER-TAT AT VTLLT DB THY, TiLOfl x DAT Y T a5 e,
Incident process lifecycle is defined including the following discrete steps:
Identification
s FHFPA~DEKEOFRE
Assignment of severity to each incident
* S
Communication
o iRk
Resolution
e fNL—=
Training
o TANMTF =y 7 BEHE)
Testing (check frequency)
o
Reporting
o FHUIOHL L BERNEN A AT DB B D,
incidents must be classified and prioritized
s FEHGHEFIEICIE, VL —var sy 7 (FUAY) v 32— U FF ISR S QOB OB S~ D BRI L D
DEEILTORITIUZ B,
incident response procedures must include Company notification to the relationship (delivery) manager or another
contact listed in the contract

TRHL—ar W
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§2

Escalation/Notification
HFilgxkliG 7 m A%, CA Technologies 23137 L MRl L 7- G0N (R Ch 20 & Wb 7 FEfiShnE T,
Incident response process is executed as soon as CA Technologies is aware of the incident (irrespective of time of day).

FTUIA

On Premise:

—HICORMEA, T 2%, VAR =k — AR 0 — XS BITHIBRES I ET,
Only partially applicable; Data is deleted after support case is closed.

(1h) EAREISROMBMEISTRDOZIRE BHHICT AN, &, FHET D7D DR
Measures for regularly testing, assessing and evaluating the effectiveness of technical and organisational
measures:

SHELRE A Tl
ORGANIZATIONAL CONTROL

A
OPERATIONS

CA Technologies i%, HHOD IT EFEMNIERE D ZRITEMASNDID IT A FIEZ CE(LLET,
CA Technologies has documented IT operational procedures to ensure correct and secure operation of its IT assets.

EHFNEE AT
Operational Procedures and Responsibilities.

A FIETEH~ =27 LU TCE S, EFICETSNET, BfE~v=a7 W2 LT O3y R —R MR EENET,
Operational procedures are documented in an operations manual and successfully executed.
The operations manual includes the following components:

A a— VA

Scheduling requirements

TI =X (F =2 DOBE), FIl, 22 —72L)

Handling errors (e.g., transport of data, printing, copies)

ReR7e I DA R E B

Generating and handling special output

VAT LORSFENT TN 2 —T

Maintenance and troubleshooting of systems

SLA/KPI BE Q=2 H L —ar OLR—MEEZ B HT 570 O LB bSn - FIE

Documented procedures to manage the SLAs/ KPIs and the reporting structure for escalations

W27 B AR, OMB) 7 — 2R S E A 50 WL W CEMIFIC E S L ET,
Internal security audits are done on a regular basis at the processor including the (external) data protection officer

§ 1 (ZFERS AL TR R OEATHY 33 L USRI (— XA FEE T, 43°Lb SaaS ORMLTEEL T VWS M)

Additional technical and organisational measures not listed under § 1 (general measures, which are not necessarily

related to providing SaaS)

(2a) WFAT 7B AHIE CASHIR)

Physical Access Control (Admittance Control):

[a—ZRvay” |55
Closed-Shop-Environment.

AL OB B L O 2 A 35 NEEFRSIL, ¥ 2T BB 7 ~O A7 w13 I B Ch D35 G IR E
SNET (TR/NRFFAT ORI o B ETITHHA~D AL FBL, —fRAVNCRE D NZD B, 0 =F IR T2
LIXTEER A, 2—FIIThE IS ET,

The requirements for and the group of persons with general admittance authorization are defined and the authorizations
for admittance to security-relevant areas limited to absolute necessity (“principle of minimal authorization”). Means of
admittance to buildings or premises are generally issued to only specific persons and may not be passed on to third
parties. Users are made aware of this.

M FEITHROEF 2T BRI ZTITRESIVTODSENT —F BB E I IRAFIND T — F B AT LB OV
OO LE SN TIRIESHET,

The security requirements of a building or room are determined on the basis of the data processing systems located
therein and any other documents on which personal data is processed or stored.

Page 17 of 20




THVT - U7 BLOEDOTU N - BAL MR OIRN NDRANDIRGET D701, B2 IR FELL TOA—RY
—H e N AT DPRIRENE T,

A card reader entry system as suitable technical measure has been taken to safeguard security areas and their entry
points against entry by unauthorized person.

(2b) TR
Access Control:

[a—XRvay” |55
Closed-Shop-Environment.

BN EX 2 VT 45 R IZ LS TR O B D NS R E ST Z TRl (22— W4 | SRV —RE2 3 F v 7 H—R /PIN %
ZRIAL O SN2V IRY 7 =2 NUBEND T — Z B AT h~DT 7 BATEER A, IS UL, 77 B ARER
INET,

Access to data processing systems on which data is processed is possible only after the authorized person has been
identified and successfully authenticated (e.g., with a user name and password or chip card/PIN), using state-of-the-art
security measures. Access is denied for lack of authorization.

SRZRRRRETIIC S B (D7l 2 B IO VPN Bl e 3 2B8IE, Fra ¥, ik, = —FICEF 0T 24
L\gﬁf&k Lié%gium uﬁﬁ)??j/)ﬂi'a—

Strong authentication is always based on multiple (at least two) factors, multi factor authentication is enforced, when
establishing VPN connection, such as something owned, something known, or on the basis of a one-time factor that is
specific to the user.

IRAT—=RIL, WAV =R ORI LHEMES 72 E O U732 FARBE O BLANZHEILL £, /ST —RIZEHBNE E 50N HY
FT, ISRV —NEIELICEE T OLENDYES, SRV —=FORE, NAT—ROBHES | L OZ YO BT, Hff
BB ThEEICRIEShE T,

Passwords comply with appropriate minimum rules, such as a minimum password length and complexity. Passwords
have to be changed at regular intervals. Initial passwords must be changed immediately. The implementation of the
requirements for password length, password complexity and validity are ensured by technical settings.

(2c) 77 ERRBILDHH
Access Authorisation Control:

FHefR= 27 M —F B L OVEBE OMERR) ICXD AL A A2 55 Bl LR RE D B > Coo— B X RV & 58 T 957201
VR HPH TO I, VAT WNDT —Z T I RATHIENARELRVET, 7 — X IREH AN LIz > GREE T r 7 71 /135
L= ORENZAER, ZH, BRI 5720 OBAIBLOFIEIL, a7 MIEkSNET, RiEa 7ML, Eovar-
A B PNERSAY (AT A, o—H #H], BE) %%ﬁ’@f%é@fn EDA—Y TN —TNEDT VT 4T ALY AT LT
Fa TELONRTRERHYET, FATITHIBRS U ET, B 0 E TR 7 m e ADMETEL £,

An authorization concept (user and administration rights) ensures that access to the data in the system is enabled only
to the extent required for the user to complete the relevant task according to the user’s internal task distribution and
separation of functions. Rules and procedures for creating, changing and deleting authorization profiles and user roles
in compliance with data protection rules are described therein. The authorization concept must show which job holder
may carry out administrative tasks (system, user, operation, transport) and which user groups may perform which
activities in the system. Responsibilities are regulated. A detailed segregation of duty process exists.

(2d) HIEDLE

Disclosure Control:

ANT —ZDBEEENDE T INT VAT AT, EEDLESNET, Ry T —ZNOEREIL, NEV AT AIZL>TEF 2l
TADERSNE T, Ry NI —2HDIERIE, BF 2T I o TS, B b, 5 OFEMITieiksh E
To B IRAEHIHIE, PEEBNREE GLYT250) LOMTHEESNIZHANC Lo TRV ET, AN 2WES | IR AEHIH
1% 6 7 A9, Rl o E &S BIMERIAL O EHEIC OV T, EEBRER GRUT2856) &7 —H AT —uL
DO CHEIZRFNAEESILET,

For each IT/NT system in which personal data is transmitted, the transmission is logged. Transfers in the network are
secured by internal systems. Transfers outside of the network are secured according the security standards and
encrypted. Transmission details are logged. The logging retention period depends on the rules agreed on with the
employee representatives (if applicable). In the absence of rules, the retention period is 6 months. Suitable procedures
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§3

§4

are agreed with the employee representatives (if applicable) and data protection team on identifying improper use and
carrying out incident-related evaluations.

(2e) A DI

Input Control:

BENZIESNTT — 2B AT WD T — 2 NTIOMEREFALEN DD NI, EEIZ RS ET,
It is documented which person is authorized to and responsible for entering data in the data processing system on the
basis of his/her duties.)

(2g) H:PIFIFADHEH]

Intended Use Control:

K LOEBE FRDH D NI T 0 RAE FATT L7 OIMBERARR DT — 2 DB HE | /A7, MBS ET, Only the
minimum amount of data that is needed to perform the contract work or carry out the process is collected, stored or
processed.

BIOFK) LD BOT=DIEHSNDT — 2 BLO/ FIET —F - AT 47 RN Gedk, B 1E, HIbk, BEiZRL) BLW
S EIIRAFEND I T DD O BRI R A SCE LS, # S ET,

Rules and measures to ensure that data and/or data media used for different contractual purposes are processed
(recorded, modified, deleted and transported, etc.) and/or stored separately are documented and applied.

T =BT TAN—HYF

Data Privacy Officers

K4 TG S lE
Name: Contact Details:
Bonnie Yeomans CA, Inc.

520 Madison Avenue
New York, NY 10022
Assistant General Counsel and Chief Privacy Officer

Yasmin Brook CA Deutschland GmbH

Marienburgstr. 35

64297 Darmstadt

Germany

Senior Counsel & Field Legal Privacy Officer

B DB A Y AN, https://support.ca.com/us/product-content/admin-content/subprocessor-list. html CThfEiFS T VvE

‘a-o
A current list of Subprocessors is maintained at https://support.ca.com/us/product-content/admin-content/subprocessor-
list.html
FERZE SN TIR— MBI ORFERUET S CA TN — T4t
CA Entities providing support and maintenance in accordance with the Principal Agreement
£ FR Name &S Contact Details FTEE Location
CA (Pacific) Pty Ltd 6 Eden Park Drive, North Ryde, New South Wales Australia
2113, Australia
CA Software Osterreich GmbH EURO PLAZA, Am Europlatz 5, Gebaude C, 1120 Austria
Vienna
CA Belgium SA Da Vincilaan 11, Building Figueras, B-1935 Belgium
Zaventem - Belgium
CA Programas de Computador Avenida Dr Chucri Zaidan, 1240 — 26° e 27° Brazil
Participacoas Servicos Ltda andares, Golden Tower, Vila Sdo Francisco, CEP
04711-130 - Sao Paulo/SP, Brasil - CNPJ/MF
08.469.511/0001-69
CA de Chile, S.A.S. Avenida Providencia, 1760, piso 15, Edificio Chile
Palladio, oficina 1501, Providencia, Chile, inscrita
bajo el Registro RUT 96.724.010-9
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CACZ, sr.o

Praha 4 - Chodov, V Parku 2316/12, PSC 148 00

Czech Republic

CA Software ApS Borupvang 5B, DK - 2750, Ballerup, Denmark Denmark

CA Limited (formerly CA Plc and Ditton Park, Riding Court Road, Datchet, Slough, England

fomerly Computer Associates Plc) | Berkshire, UK, SL3 9LL

CA Technology R&D Limited Ditton Park, Riding Court Road, Datchet, Slough, England
Berkshire, UK, SL3 9LL

Computer Associates Holding Ltd. | Ditton Park, Riding Court Road, Datchet, Slough, England
Berkshire, UK, SL3 9LL

Computer Associates UK Limited Ditton Park, Riding Court Road, Datchet, Slough, England
Berkshire, UK, SL3 9LL

CA SAS Tour Opus 12, 4 Place des Pyramides, La Défense France
9, 92914 Paris La Défense Cedex, France,

CA Computer Associates Marienburgstrasse 35,64297 Darmstadt, Germany Germany

European Holding GmbH

CA Computer Associates Holding | Marienburgstrasse 35,64297 Darmstadt, Germany Germany

GmbH

CA Computer Associates Marienburgstrasse 35,64297 Darmstadt, Germany Germany

Technology GmbH

CA Deutschland GmbH Marienburgstrasse 35,64297 Darmstadt, Germany Germany

CA (India) Technologies Private Ground Floor, Vibgyor Tower, Plot C-62, G-Block, India

Limited Bandra Kurla Complex, Bandra (East), Mumbai -
400 051

CA Software Israel Ltd. CA Building, 16 Shenkar Street, P.O. Box 2207, Israel
Herzliya 46120, Israel

CA Technologies R&D lIsrael Ltd. CA Building, 16 Shenkar Street, P.O. Box 2207, Israel
Herzliya 46120, Israel

CAS.r.l. Via Francesco Sforza 3, 20080 Milano Tre, Basiglio | Italien
(Mr)

CA Japan, Ltd. JA Kyosai Bldg., 2-7-9 Hirakawa-cho, Chiyoda-ku, Japan
Tokyo 102-0093, Japan

CA Services, S.A. DE C.V. S.u. Mexico

CA Software de Mexico, S.A. de Miguel de Cervantes Saavedra 193 piso 5, Col. Mexico

CcV Granada, 11500, Ciudad de México, México;
inscrita bajo el registro CSM 9505032G1

CA Europe Holding B.V. Orteliuslaan 1001, 3528 BE, Utrecht, the Netherlands
Netherlands,

CA software BV S.0. Netherlande

CA Software Holding BV S.0. Netherlande

CA IT Management Solutions WTC Almeda Park, Edificio 2, planta 4, Placa de la | Spain

Spain, S.L.U.

Pau s/n, 08940 Cornella de Llobregat
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