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Austro Control is the In order to implement With CA API Management, By leveraging the security
Austrian air traffic control the INSPIRE Directive of Austro Control was able features that come with
and aviation authority. the European Commission, to implement a solution CA API Management,
Approximately 1,000 Austro Control needs to be in a matter of weeks to Austro Control eliminated
employees ensure round- able to provide geographic support the secure and the need to establish
the-clock-safe air travel for data via a web application fast provisioning of the access control across
thousands of passengers programming interface requested data via a a range of systems,
365 days a year. (API). Its existing solutions Web APL which reduced complexity
did not meet the security, and cost.

extensibility and flexibility
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this goal.
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Business
Safety in the air

Challenge

Meeting EU redgulatory requirements
for data quality

Every day, Austria’s airspace contains up to 4,000 controlled aircraft, which
equates to an annual volume of more than one million flights. Around 1,000
employees at Austro Control provide round-the-clock safe and secure air traffic
365 days a year.

The private sector company is owned by the Republic of Austria and originated
in 1994 from the Federal Office of Civil Aviation. Since December 2006,

Austro Control has been certified according to the rules of Single European
Sky, which means it is entitled to provide air navigation services throughout
the European Union.

The responsibilities of Austro Control are divided into two major business
areas: the first - Air Navidation Services (ANS), which are comprised of mainly
operational tasks; and the second - an aviation agency that oversees all official
schedules, processes and policies.

One of the ANS responsibilities is Air Traffic Management, which includes
managing operational traffic control as well as planning procedures and
capacities. Around 300 air traffic controllers, using state-of-the-art technology,
ensure safe air traffic and travel across Austria and its national transport airports.
The Aviation Information Service provides pilots with all the data necessary for

a safe flight. The flight service monitors weather conditions around the clock and,
if necessary, passes on appropriate messages to the pilots.

On behalf of the Republic of Austria, Austro Control Aviation Agency provides
administrative services for aviation. These include, for example, the inspection
of an aircraft, as well as the supervision of the maintenance and aeronautics
companies.

“During day-to-day business, Austro Control has to comply with, and implement,
national, European and international requlations,” says Klaus Gabler, expert for
Geoinformation for Austro Control’s Aeronautical Information Management team.
One of these requlations is the Aeronautical Data Quality (ADQ) regulation of the
EU, which requires that aeronautical data of a certain quality must be delivered
digitally to partners, such as air traffic controllers and pilots.

In addition, Austro Control must also implement the EU Directive INSPIRE, which
regulates the establishment of infrastructure for geographic information in the
European Community. Every EU Member State is obliged to provide data for this.
As the publisher of the Aeronautical Data for Austria, Austro Control is obliged to
supply the relevant information in this network. In addition, the company has to
implement the requirements of the International Civil Aviation Organization
(ICAO), which establishes the rules for worldwide civil aviation.

Due to the numerous legal requirements and regulations, huge amounts of data
are generated every day, which Austro Control must evaluate, process, share and
store. The cost of evaluation and storage are high as is maintaining data integrity
and availability.
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Solution

More security and less complexity
for querying processes

With CA API Gateway,
Austro Control was
able to implement

a solution within a
matter of weeks for
the secure and fast
provisioning of data
via a Web API

To enable the digitalisation of geographic data and meet the various requirements
flexibly, Austro Control decided to replace its existing isolated applications with

a uniform data infrastructure. A central web-oriented platform for the better
visualisation of static data needed to be created to inform users promptly about
updates and providing tailor-made data packades. The decision to proceed with
this transformation took place in 2016.

“We were looking for a solution that would provide us with maximum functionality
so we could easily provision data via an API, and also meet future requirements,”
explains Alfred Lettner, System Manager for Static Data in Aeronautical
Information Management at Austro Control. “In January 2016, we embarked

on a proof-of-concept with the support of CA Technologies, which has been

carried out to our complete satisfaction.”

In March 2016, 3Kraft, partner of CA Technolodies and a long-time supplier to
Austro Control, began work on the implementation of the project. Austro Control
has already implemented various other IT projects in partnership with the
Viennese software company 3Kraft, and has profited from the expertise of its
software developers. “The Internet offers a wide range of possibilities, but also
stumbling blocks, which is why we wanted a simple and secure solution to
optimise our data distribution solution,” says Alfred Lettner. “With CA API Gateway,
3Kraft has provided us with an optimal solution that meets our requirements and
is also easy to use.”

Austro Control operates a wealth of servers and applications across its various
business areas, some of which are run by outsourcers. The Aeronautical
Information Management team uses around 200 servers for data management,
of which more than 80 percent are virtualised. This environment is subject

to permanent change, which is why a flexible solution that could be quickly
adapted to the environment without great administrative effort was needed.

After deciding on the API management solution from CA Technologies, the
implementation began at the end of 2016. The configuration and deployment

of the solution was carried out in close collaboration between the IT

specialists of Austro Control and the 3Kraft team. In addition to configuration,
pre-implementation tasks also included the setting up of a test environment

in the production environment, which ran to the full satisfaction of Austro Control.

“The fact that we have handed over the maintenance and administration of
CA API Gateway to 3Kraft has many advantages for us,” explains Klaus Gabler.
“Patches are applied promptly and ensure high safety standards, which in an
environment of trading sensitive data such as ours, is extremely important.”

CA API Gateway has optimised the handling of geodraphic data requests and

the associated user management. The appliance now makes it easy to store access
rights for users in a database, allowing them to access the information they want
through various channels, such as a browser.
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Benefit

CA API Gateway strengthens security
and optimises processes

“CA API Gateway provides an abundance of interfaces that make it relatively easy
to intedrate with existing systems,” reports Florian Bruckner, Managing Director of
3Kraft. “For example, within a few hours we were able to integrate map data into
an existing web solution and make it available to authorised users via browsers.”

According to Florian Bruckner, this rapid integration, and the fact that
CA Technologies offers CA API Gateway as an on-premise version, means
APIs can quickly become part of production operations.

Bruckner goes on to praise the user interface of the solution. “It aids the
configuration and creation of services, which makes it easier for us to deliver
results quickly and practically,” he says. “The simple management and rapid
incorporation into the system significantly reduces the realisation phase and
also simplifies maintenance.”

With the introduction of CA API Gateway, Austro Control has succeeded in
significantly improving security when using commercial off-the-shelf and open
source web software. Separating back-end solutions on the intranet from the
public Internet prevents unauthorised users from accessing and potentially
exploiting sensitive data.

“CA API Gateway is a ready-to-use appliance, which has significantly reduced

our internal administration workload,” says Alfred Lettner. “Since 3Kraft took over
configuration and maintenance for us, we rarely have any problems.” The actual
configuration took place in a very short time so that the API gateway could be
provisioned promptly.

By using CA API Gateway, Austro Control benefits from the following:

= High security standards

= Simplified user management

= Reduced IT administration, as only one appliance needs to be managed

= Continuous maintenance by CA Technologies Partner 3Kraft

= Greater flexibility, which means it can react quickly to new requirements

= Compliance with national, European and international regulations for aviation.

“The authorisations that CA API Gateway offers us, simplifies the maintenance
of our services and saves on time-consuming administration, which means
we can concentrate on our core tasks,” explains Klaus Gabler. He also sees

the configurable logging mechanisms of the solution as an advantage, as this
allows simpler analysis based on different criteria.

With CA API Gateway, Austro Control has gained a future-oriented solution that
not only solves a short-term need but also has the capabilities to support other
long-term projects.
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Founded early in 2002 as a system house, today 3KRAFT is one of the most

3kraft™ recognised software companies in Austria. 3Kraft is based on lean structures
and delivers cost-effective tailor-made software solutions for its demanding
customers. Its top priority is for all the projects to be feasible, both technically
as well as commercially. The focus is always on the benefits and added value
for the customer. The company has a broad expertise in different environments.
The Viennese software team designs its solutions under the motto: Keep it easy
and simple.

Connect with CA Technologies at ca.com
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CA Technologies (NASDAQ: CA) creates software that fuels transformation
for companies and enables them to seize the opportunities of the
application economy. Software is at the heart of every business, in every
industry. From planning to development to management and security,
CA is working with companies worldwide to change the way we live,
transact and communicate—across mobile, private and public cloud,
distributed and mainframe environments. Learn more at ca.com.

Copyright © 2017 CA, Inc. All rights reserved. All trademarks, trade names, service marks, and logos referenced herein belong to their respective companies. This document
does not contain any warranties and is provided for informational purposes only. Any functionality descriptions may be unique to the customers depicted herein and actual
product performance may vary.

200-285191.-0617




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 240
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [240 240]
  /PageSize [595.276 841.890]
>> setpagedevice


