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There’s no silver bullet solution  
when it comes to cybersecurity.  
But when done right, application 
control can help.
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The new threat landscape
What’s different about cybersecurity today than 10 years ago? The answer is 
simple: more hackers and more endpoints. Back then, there were fewer hackers 
and relatively few devices connected to the internet. The threat actors numbered 
no more than a few thousand.

Fast-forward to today, and now your refrigerator, wristwatch and car are online. 
Half of the world’s 7 billion people are connected. Nations have standing cyber 
armies tens of thousands strong. And for every cyber soldier, there are a dozen 
or more hackers making careers in private markets.

Yes, careers.

Ten years ago, hacking was mostly about egos. Who could get in, who could 
wreak havoc; it was all graffiti, all bragging rights. Motivations were personal. 
Today, hacking is a more than $5 billion business, with shops, guilds and even 
regular work hours. Hackers have their own formal markets and even private 
currencies in which to buy, trade and profit off your secrets. 

Hacking is a multibillion-dollar 
business.

1.	 Verizon. “2021 Data Breach Investigations Report.” May 2021.

Figure 1: Ransomware is part of more than 10 percent of all security breaches, doubling  
in frequency in 2021, according to Verizon’s 2021 Data Breach Investigations Report.1

Hacking is no longer a game but a strategic threat. Hackers now have the same 
motivation, resources, organization and staffing as you and your business. You 
aren’t dealing with someone trying to break in through a back window; you’re 
dealing with a true peer, a professional. In a lot of ways, you’re dealing with an 
entity not unlike your direct market competition.

If yours is like most organizations, you don’t treat hackers with the same focus 
and attention you place on your competition. But if you did, how would that 
change your perspective? How would you envision, plan, budget, motivate  
and execute security if the security threat were as big and knowledgeable  
as your competition? If that’s not how your team is addressing security today,  
it should be.

Moving from passive protection to proactive defense
Firewalls are real security. Antivirus is real security. The U.S. Coast Guard cutter 
along our shores and the Transportation Security Administration (TSA) guard  
at the airport checkpoint are real security. But their threat landscape is like ours 
was 10 years ago. For the most part, the volume is low and motivations are 
personal. That allows them to focus on more passive, perimeter-based security.

2020

2021
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Why application control is essential
Application control reverses this paradigm and focuses on identifying and only 
allowing the execution of known and trusted code. This approach is far more 
effective at blocking new and unknown malware, along with generalized malware 
techniques, because it doesn’t need to know what is bad ahead of time .

For your company, application control seeks to create an internal software 
environment not dissimilar from Apple’s App Store, where only approved apps 
are allowed to run, except you get to decide what’s allowed .

Application control solutions have come a long way in limiting the setup and 
administration burden associated with identifying trusted software . Leading 
application control solutions, such as Carbon Black App Control, also include 
real-time access to software reputation scores on known-good applications and 
malicious programs from Carbon Black Cloud™, as well as access to detonation 
engines and even metadata on all binaries, such as prevalence, age, code-
signing information, and known vulnerabilities associated with that software .

Application control provides numerous operations and security benefits 
when compared with traditional antivirus, such as the following:

• Reduces malware infections and speeds up incident response due
to real-time visibility

• Improves detection of insider threats and risky end-user behavior

• Blocks unwanted potential backdoor applications (torrents, remote
access, spyware tools, security probes) that antivirus does not detect

• Reduces vulnerabilities by limiting software sprawl

• Allows early warning of potentially malicious new files by identifying gray
files, even in monitor-only mode; advanced solutions can send unknown files
to a malware sandbox for automatic analysis

• Blocks common malware techniques and indicators of compromise (IOCs)
via policies (for example, no execute from trash bin, no double filename
extensions, and no header extension mismatches)

• Provides granular incident response investigation capabilities, including a rapid
search of all PCs for a given file or process, centralized removal of unwanted
or malicious software already deployed, and blocking any newly discovered
malware before antivirus signatures are available

When implemented correctly, application control will provide the highest level of 
protection against malware infections and targeted attacks. When leveraged as 
part of IT operations, it can have the additional benefit of reducing the operational 
burden of uncontrolled application sprawl and volume license control.
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Continuous learning is part of  
the modern industrial landscape, 
and it applies to security.

Step 4: Solve for the last mile
By implementing just a few policies, or primary trust strategies, you can cover  
90 percent or more of all file approvals. But if you’re familiar with the 80/20 rule, 
you know that 80 percent of success takes 20 percent of your effort, and then 
getting to 100 percent success takes the other 80 percent of your effort. In some 
cases, often for highly controlled, fixed-function environments, you won’t have  
to worry about the 80/20 rule with application control because the primary  
trust strategies solve 100 percent of the problem. Even in more dynamic 
environments, they often solve 95 to 98 percent of the problem. It is that final  
2 percent that can require careful handling and may take significant effort.

What is it about this final 2 percent that can make it so hard? It is infinite variety 
and lack of consistency.

For example, in a large company with 10,000 application servers, the issue  
with the final 2 percent is logistical, not technical, due to varied ownership  
across the organization. Often, individual applications are hosted by no more  
than 20 servers. So that means there are potentially 500 different application 
behaviors and updater workflows that need to be accommodated for application 
control. And it’s likely that each of these applications is overseen by a different 
group. While in practice, relatively few of these applications actually need 
accommodation and the rules for them are quick to author, but simply reaching 
out to 500 different operators can take time and effort. In this case, the 
challenge is human rather than technical, but it is one you should respect  
and include in your implementation timelines.

Another example is entrepreneurial end users. In this case, consider the 
creative and entrepreneurial end users who sit in cross-functional roles and 
often are provided very wide latitude for getting their job done. These people 
tend to use a huge variety of tools, may be creating their own lightweight 
automation, and may even be using consumer or personal applications to meet 
job requirements. In such a mass of what seems like random behavior, it can be 
hard for even the most seasoned administrator to discern what to allow and the 
best accommodations for various workflows. In this case, the issue is technical as 
several custom rules or policy groups may need to be set up to meet the unique 
needs of a small group of users. Communicating goals, process, requirements 
and expected outcomes to these user groups prior to deployment will help 
them understand their role in educating you on their work needs.
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Make security less about enforcing 
corporate policy and more about 
catching threat actors.

Step 5: Use metrics to manage
Many questions arise during the implementation process, such as:

• How do I know if we’re in the easy or hard part of the 80/20 rule?

• How do I know which users are or will be the harder ones to lock down?

• How can I know which users are more stable and if I should try to lock
them down first?

• How can I account for unknowns if I’m trying to build a project plan?

• How can I know how many phone calls will show up at the help desk?

• How many incidents are going to get escalated to the security operations
center (SOC) team?

• How long is this going to take, and when will I be done?

.
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For companies that have faced the 
long process of making application 
control successful, the keys to their 
success were top-down commitment 
and continuous communication.
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