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Recommended Preparation Materials

Recommended Courses and Experience

Take the Symantec CloudSOC instructor-led course:

https://www.symantec.com/content/dam/symantec/docs/education/course-schedule-en.pdf

Additional online training is available 24/7 in the Symantec eLibrary.

https://www.symantec.com/content/elibrary/selibrary

It is recommended that you have experience in the following concepts:

1. Understanding of cloud applications
2. Understanding of what Cloud Access Security Broker (CASB) solutions do

3. Capacity to configure a CloudSOC account, including the Audit, Detect, Protect, and Investigate modules

Product Documentation Referenced in This Exam

1. PowerPoint lessons using in the Symantec CloudSOC instructor-led course
2. Technical notes available inside CloudSOC
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Exam Objectives

The following tables list the Symantec SCS Certification exam objectives for the Administration of Symantec
CloudSOC — version 1 exam and how these objectives align to the corresponding Symantec courses and the
referenced documentation.

For more information on the Symantec Certification Program, visit http://go.symantec.com/certification

EXAM SECTION 1

Topics from
Symantec CloudSOC Course

Exam Objectives

1. Describe the challenges to information security * Course: Symantec CloudSOC

caused by the proliferation of cloud applications |* Lesson: 1

2. Describe how CloudSOC helps to solve * Course: Symantec CloudSOC
information security challenges * Lesson:1
3. Describe the basic architecture of CloudSOC * Course: Symantec CloudSOC

* Lesson:1
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EXAM SECTION 2

Exam Obiectives Topics from
xa Jectiv Symantec CloudSOC Course
Describe what connections are required to input data * Course: Symantec CloudSOC
into CloudSOC * Lesson:2
Describe where to find the information of advanced * Course: Symantec CloudSOC
CloudSOC configurations * Lesson:2

EXAM SECTION 3

Topics from
Symantec CloudSOC Course

Exam Objectives

* Course: Symantec CloudSOC
1. Describe cloud application risks
* Lesson:3

2. Describe the business risk of cloud applications * Course: Symantec CloudSOC
being used within the organization * Lesson:3

3. Describe the optimal cloud application adoption * Course: Symantec CloudSOC
based on business risk and cost of ownership e Lesson:3
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EXAM SECTION 4

Topics from
Symantec CloudSOC Course

Exam Objectives

1. Describe the risk of shadow data * Course: Symantec CloudSOC
* Lesson:4

EXAM SECTION 5

Topics from
Symantec CloudSOC Course

Exam Objectives

1. Describe how to configure incident detectors to * Course: Symantec CloudSOC
detect anomalous user behavior * Lesson:5
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EXAM SECTION 6

Exam Objectives

Topics from

1.

Describe how to create

content profiles

Symantec CloudSOC Course

Course: Symantec CloudSOC
Lesson: 6

Describe how to create
policies to restrict the
sharing of information

Course: Symantec CloudSOC
Lesson:6

Describe how to monitor

cloud application usage

Course: Symantec CloudSOC
Lesson:6




