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Chapter 1. Overview

SANnav™ Management Portal supports an application programming interface (API) for managing Brocade® storage
area network (SAN) fabrics. The REST API provides you with a web-services interface for accessing the SANnav
Management Portal server system. The REST APIs are organized into various services, such as Login, Discovery,
FCR, Fault, Inventory, Northbound Streaming, and Health Summary. You can use the REST API to build your own

SANnav clients. You can also use third-party REST API clients to interact with the SANnav Management Portal.

0 SANnav Global View does not expose any external REST APIs.

ﬂ The SANnav REST API supports the HTTPS protocol. The default HTTPS port number is 443.

0 The REST API can be accessed using only the IPv4 address of the host (IPv6 address is not
supported).

1.1. Overall Strategy for the SANnav Management Portal REST API

The SANnav REST API provides functionality that is not available in the Fabric OS® REST APIs. The SANnav REST
API includes support for the following SANnav features:

* List the fabrics managed by the SANnav server.

* List the seed and principal switch data for each fabric.

« List switches (members) in the fabric.

« Display FCR topology information for routing topologies, such as edge-to-edge, backbone-to-edge, and edge-to-

backbone.
 Configure event forwarding.
» Acknowledge or unacknowledge events.
* Display a list of filtered events.
e Search the inventory.
» Stream FC and flow data (via northbound streaming).

* Display a health summary for a fabric, switch, host, or storage.

1.2. Using the SANnav Management Portal REST API
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1.2.1. Before You Begin

Before you can use the SANnav REST API, you must obtain a user name and password authorized to access the

SANnav server through the SANnav REST API.

To use the remaining HTTPS protocol, a valid security certificate must be installed on the server before beginning
REST operations. SANnav installs with a self-signed certificate. The SANnav certificate files are located in the

<i nstal | _hone>/ conf/ ngi nx directory on the SANnav server.

1.2.2. Session Authorization Key

To log in to a SANnav server, you must provide a valid SANnav user name and password through an authorization
header in a POST login request. If the authentication is successful, SANnav returns the session ID in the body (for
example: "sessionld":"dd903934-f4d7-4eee-b05f-a7d2f48a733c"). Subsequent SANnav REST API operations must
include this session ID in the request authorization header. The client applications use this token to obtain further

access to the server using the persistent connection.Please refer section Logging In for more details.
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Chapter 2. Northbound Streaming

Northbound streaming provides support to securely stream performance and flow metrics from the switch to an
external Kafka cluster (the northbound server). Streaming gives you access to a large set of data from one or more

managed fabrics that can be used to build customized reports or applications.

Raw SNMP metrics received from the switch for PM data and raw flow metrics received from switch streaming will be

streamed to the northbound server.
Configuration of the streaming interface is controlled using the REST API.

Before you configure northbound streaming, note the following prerequisites:

You must have Northbound Streaming privilege with read/write permission, and the All Fabrics area of

responsibility (AOR). Refer to the Brocade SANnav Management Portal User Guide for details.

Historic data collection must be enabled on the SANnav server (it is enabled by default).

The switch must be discovered with proper SNMPv3 credentials.

* SANnav must be registered on flow-enabled switches to receive flow data.

For a northbound server environment with HTTPS access for the schema registry, the northbound Kafka cluster

must be configured with the same public certificate as the northbound server.

Also note the following items:

* Only one northbound server is supported.

 Streaming is only through a secure channel (TLS).

IPVv6 is not supported. SANnav-to-northbound server communication uses IPv4.

SNMP-based AMP violations are not streamed to the northbound server.

A heartbeat check is sent from SANnav to the northbound server every 2 seconds. Streaming is disabled if the
heartbeat operation fails and resumes only after the next successful heartbeat response. Any data received by
SANnav during the inactive period is discarded. The heartbeat check can fail in the following scenarios:

* The external Kafka broker is down.

» The external schema registry is down.

A timeout occurred due to a network issue.

 The certificate expired.
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2.1. Stream Types

The following is a list of supported stream types:

1: FCPORT (FC port metrics)

2: ETH/GIGE PORT (TE port and GigE port metrics)

3: EXTENSION (Extension tunnel and circuit metrics)

4: SWITCH (Switch performance metrics)

5: FLOW (Flow metrics: AMP, Gen 6, and Gen 7 switch flows, AMP 1/O violation metrics)

Performance statistics data for the FCPORT, ETH/GIGE PORT, EXTENSION, and SWITCH stream types are
streamed to the northbound server with 5-minute granularity. For FLOW stream types, AMP flows are streamed at
10-second, 5-minute, and 6-hour granularity. AMP 1/O violations, Gen 6, and Gen 7 switch flows are streamed at

10-second and 5-minute granularity.

2.2. Platform Requirements for the Northbound Server

The northbound server Kafka requirements are the same as for that of SANnav:

o Kafka version 2.2.1

» Confluent Platform for Schema Registry and Zookeeper version 5.2.2

2.3. Supported Topics

When you register the northbound server with SANnav, the following topics are automatically created if they do not
already exist. Existing topics are not changed. If you want to change the partition count for each topic, you must do so

before registering the northbound server.

Stream Type |Stream Description Topic Name Stream Recommended
Interval Partition Count
FLOW AMP Flow Statistics flowmon_metrics_amp_flow |10 seconds, 5 |16
minutes, 6
hours
AMP |O Violation Statistics flowmon_metrics_amp_flow_i {10 seconds, 5 |16
ov minutes
Switch (Gen 6) Flow Statistics |flowmon_metrics_switch_flow {10 seconds, 5 |16
minutes
Switch (Gen 7) Flow Statistics 10 seconds, 5
minutes, 6
hours
FCPORT FC Port Statistics perfmon_metrics_fcport 5 minutes 16
EXTENSION |Extension Tunnel Statistics perfmon_metrics_extn_tunnel |5 minutes 16
Extension Circuit Statistics perfmon_metrics_extn_circuit |5 minutes 16

Broadcom
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Stream Type |Stream Description Topic Name Stream Recommended
Interval Partition Count
ETH/GIGE TE and GigE Port Statistics perfmon_metrics_ethport 5 minutes 16
SWITCH Switch Statistics perfmon_metrics_switch 5 minutes 16
0 The heartbeat_metrics_switch topic is used for the heartbeat check between SANnav and the

northbound server. This topic is used for internal purposes and must not be altered or removed.

2.4. Stream Keys and Values

The following table lists the keys and values that are injected into the appropriate northbound topics for streaming. The
Kafka message key is used by the northbound Kafka Producer to determine the appropriate partition based on the

hash of the key.

Topic Kafka Message Key Kafka Message Value

flowmon_metrics_amp_flow amp_flow_statistics

SID + DID + LUN (Same key received from switch

streaming)

Example: 3b0000_030200_1

flowmon_metrics_amp_flow
iov

SID + DID + LUN (Same key received from switch iy fe) MOlETEl SEfEe

streaming)

Example: 3b0000_030200_1

flowmon_metrics_switch_flo
w

SID + DID + LUN (Same key received from switch fibrechannel_flow_statistics

streaming)

Example: 3b0000_030200_1

perfmon_metrics_fcport fibrechannel_port_statistics

Port WWN

Example: 20:14:50:EB:1A:0C:C8:4F

perfmon_metrics_extn_tunn
el

Switch WWN + User Port Index extension_tunnel_statistics

Example: 10:00:00:05:33:e7:cf:8f 90

perfmon_metrics_extn_circui
t

Switch WWN + User Port Index + Circuit Index extension_circuit_statistics

Example: 10:00:00:05:33:e7:cf:8f 90 1
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Topic Kafka Message Key Kafka Message Value

perfmon_metrics_ethport ethernet_port_statistics

MAC Address

Example: 00:27:F8:68:D1:90

fibrechannel_switch_statistic
S

perfmon_metrics_switch Switch WWN

Example: 10:00:00:05:33:e7:cf:8f

2.5. Schema

An Avro schema is defined and available for each stream type. The schema files are located in the following location:

<i nstal |l _home>/conf/nbstream ng/ schema
The following Avro schema models are available (file names are in parentheses):

* AMP flow schema (anp_f | ow_ext er nal _schena. avsc)

AMP IO violations schema (anp_fl ow i o_vi ol ati ons_ext ernal _schena. avsc)

» Extension circuit schema (ext n_ci rcui t _ext ernal _schena. avsc)

Extension tunnel schema (ext n_t unnel _ext ernal _schena. avsc)

FC port schema (f c_port _ext ernal _schema. avsc)

Gen 6 and Gen 7 flow schema (f c_f | ow_ext ernal _schemna. avsc)

Switch schema (swi t ch_ext er nal _schena. avsc)

TE and GigE port schema (et h_port _ext ernal _schena. avsc)

2.6. Migrating from SANnav 2.1.0x to 2.1.1

Because of topic name and schema changes, if you want to migrate from SANnav 2.1.0x to SANnav 2.1.1, you must
perform the following steps:

1. Remove the northbound server registration from SANnav.

2. Remove the following northbound topics from the northbound Kafka cluster:

perfmon.metrics.fcport

d

perfmon.metrics.extn.tunnel

]

perfmon.metrics.extn.circuit

J

perfmon.metrics.ethport

d
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d

perfmon.metrics.switch

d

flowmon.metrics.amp.flow

]

flowmon.metrics.amp.flow,iov

flowmon.metrics.switch.flow

d

heartbeat.metrics.switch

d

3. Remove all 2.1.0x schemas from the northbound schema registry.

4. Create the northbound server registration in the SANnav 2.1.1.
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Chapter 3. Resources

3.1. Login and Logout
3.1.1. Login
PCST / external -api/vl/ 1 ogin/

Description

Authenticates with the SANnav Management Portal server and gets the session ID to be used for subsequent REST

API calls to the SANnav Management Portal server.

Parameters
Type Name Description Schema
Header username User name to log in using external-api. string
required
Header pasgword Password to log in using external-api. string (password)
required
Responses
HTTP i
Code Description Schema
200 Return the session ID for successful login LoginResponse
401 Unauthorized No Content
500 Unexpected error occurred ErrorResponse
Consumes

- application/json
Produces

« application/json

3.1.2. Logout

POST /external -api/vl/ 1 ogout/

Broadcom
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Description

Logs out of the SANnav Management Portal server.

Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
Responses
HTTP I
Code Description Schema
200 Successfully logged out No Content
401 Unauthorized ErrorResponse
500 Unexpected error occurred ErrorResponse
Consumes

« application/json
Produces

- application/json

3.2. Discovery
3.2.1. Listing Fabrics
GET /external -api/vl/discovery/fabrics/

Description

Lists all discovered fabrics in the scope of user’s area of responsibility (AOR).

Parameters

Type Name Description Schema

Header Authonzatlon Session ID string
required
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Responses

HTTP o

Code Description Schema

200 All fabrics details are retrieved successfully FabricResponse
401 Unauthorized No Content

500 Unexpected error occurred ErrorResponse
Produces

« application/json

3.2.2. Listing Fabric Members

GET /external -api/vl/discovery/fabric-nmenbers/

Description

Gets all the fabric members in the fabric.

Parameters
Type Name Description Schema
Header Authpnzatmn Session ID string

required

principalSwitchW
Query WN Principal switch WWN string

required
Responses
HTTP S
Code Description Schema
200 All switch details are retrieved successfully EgbrchemberRespon
400 Bad request ErrorResponse
401 Unauthorized No Content
404 Not found ErrorResponse
500 Unexpected error occurred ErrorResponse
Produces

o application/json
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3.3. FCR

3.3.1. FCR Topology Information

GET /external -api/vl/fcr/topol ogy/

Description

Provides FCR topology information for various routing topologies such as edge-to-edge, backbone-to-edge and edge-

to-backbone including the translate and front domain details.

Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
Responses
HTTP I
Code Description Schema
200 FCR topology information. TopologyResponse
401 Unauthorized No Content
500 Unexpected error occurred ErrorResponse
Produces

« application/json

3.4. Fault

3.4.1. Listing Events

PCST /external -api/vl/fault/events/

Description

Lists the events matching the given criteria.

Broadcom
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Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required

Body i\éggrt_]glme”a The attributes to be considered for fetching events. FaultEventsCriteria
Responses
HTTP I
Code Description Schema
200 Events Response Object. It contains a list of event counts for each severity group |FaultEventsResponse
400 Bad request ErrorResponse
401 Unauthorized No Content
500 Unexpected error occurred ErrorResponse
Consumes

« application/json
Produces

« application/json
3.4.2. Listing Events (With a Newer Version of Filters)

PCST /external -api/v2/fault/events/
Description
Lists the events matching the given criteria.
Parameters
Type Name Description Schema
Header Authonzatlon Session ID string

required

Body iggg:\g{ lteria The attributes to be considered for fetching events. FaultEventDetailsCriteria
Responses
Broadcom
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HTTP I

Code Description Schema

200 Events Response Object. It contains a list of event counts for each severity group |FaultEventsResponse
400 Bad Request ErrorResponse
401 Unauthorized No Content

500 Unexpected error occurred ErrorResponse
Consumes

« application/json
Produces

« application/json
3.4.3. Subscribing Events

POST /external -api/vl/fault/events/forwarding/subscribe
Description
Create the trap/syslog forwarding targets.
Parameters

Type Name Description Schema

Header Authonzann Session ID string

required

Body :ggiisrggeDetall Event forwarding target details object. EventRecipientDetails
Responses

HTTP I

Code Description Schema

200 Successful creation of resource SuccessResponse
400 Bad request ErrorResponse
401 Unauthorized No Content

412 Precondition failed; will occur if recipient already exists. ErrorResponse
500 Unexpected error occurred ErrorResponse
Consumes

« application/json

Broadcom
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Produces

« application/json

3.4.4. Unsubscribing Events

PCST /external -api/vl/fault/events/forwardi ng/ unsubscri be

Description

Deletes the trap/syslog forwarding targets.

Parameters
Type Name Description Schema
Header Authonzatlon Session ID string

required
Body ggiisrggeDetall Event forwarding target details object. EventRecipientDetails
Responses
HTTP I
Code Description Schema
200 Successful deletion of resource SuccessResponse
400 Bad request ErrorResponse
401 Unauthorized No Content
412 Precondition failed, will occur if recipient does not exist. ErrorResponse
500 Unexpected error occurred ErrorResponse
Consumes

« application/json
Produces

« application/json

3.4.5. Bulk Update Events-acknowledgement

PCST /external -api/vl/fault/events/acknow edge

Broadcom
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Description

Updates the given acknowledgement details for a given list of events.

Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
CELRTIERIEES Payload having event identifiers and
Body nts Y g EventsAcknowledge
. acknowledgment/unacknowledge notes.
required
Responses
HTTP I
Code Description Schema
200 Successfully updated acknowledgement details in events. SuccessResponse
400 Bad request ErrorResponse
401 Unauthorized No Content
500 Unexpected error occurred ErrorResponse
Consumes
- application/json
Produces
« application/json
3.4.6. Bulk Update Events-unacknowledgement
PCST /external -api/vl/fault/events/unacknow edge
Description
Updates the given unacknowledgement details for a given list of events.
Parameters
Type Name Description Schema
Header Auth_onzanon Session ID string
required
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Type Name Description Schema
unacknowledgeE . . .
Body vents Payload having event identifiers and EventsAcknowledge
. acknowledgment/unacknowledge notes.
required
Responses
HTTP I
Code Description Schema
200 Successfully updated unacknowledgement details in events. SuccessResponse
400 Bad request ErrorResponse
401 Unauthorized No Content
500 Unexpected error occurred ErrorResponse
Consumes
« application/json
Produces
- application/json
3.5. Inventory
3.5.1. Listing Inventory Details
CGET /external -api/vl/inventory/search/
Description
Gets all the details of the object type searched.
Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
obiecttvpe enum (Switch,
Query Jectlyp Context in which the search should be applied SwitchPort, Device,
required . .
DevicePort, ZoneAlias)
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Type Name Description Schema
enum (switchWWN,
serialnumber,
searchparam switchportWWN,
Query chp Search parameter switchportname, portfcid,
required
macaddress,
deviceNodeWWN,
deviceportWWN)
value .
Query required Value string
parentld Parentld refers to switch WWN. It is the parameter for .
Query . . . . string
optional switch port and it is optional.
Responses
HTTP .
Code Description Schema
200 Inventory details are retrieved successfully InnsveentoryOutputRespo
400 Bad Request ErrorResponse
401 Unauthorized No Content
404 Not Found ErrorResponse
500 Unexpected error occurred ErrorResponse
Produces

« application/json

3.6. Stream

3.6.1. Get Stream Metadata

GET /external -api/vl/ stream

Description

API to get supported streams and possible stream states.

Returns a StreamMetaData, which contains a list of stream types and a list of possible stream states.

Parameters

Type Name Description Schema

Header Auth_onzatlon Session ID string
required
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Responses

HTTP -

Code Description Schema

200 Ok. The requested StreamMetaData in the response body. StreamMetaData
Unauthorized. The request parameter is not valid.

0 The response body contains additional information. SUEREEES
Internal Error. The server encountered an error while handling the valid request.

500 : " X . ErrorResponse
The response body contains additional information.

Produces

« application/json

3.6.2. Get All Registered Northbound Servers

CGET /external -api/vl/ strean servers

Description

API to get all registered northbound servers.
Returns a list of northbound server details with Kafka Broker URL, Schema Registry URL, and Encoded CA Public

Certificate in Base64 format. Also includes a list of Stream Details with stream ID and state.

Parameters

Type Name Description Schema

Header Authonzatlon Session ID string

required

Responses

HTTP I

Code Description Schema

200 Ok. The requested list of northbound server data is in the response body. ;rlr\;())/rthboundServer g
Unauthorized. The request parameter is not valid.

S8 The response body contains additional information. SEREERIEE
Internal Error. The server encountered an error while handling the valid request.

500 . " ; . ErrorResponse
The response body contains additional information.

Produces

« application/json
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3.6.3. Create a Northbound Server

PCST / external -api/vl/stream servers

Description

API to create a northbound server.

The request should contain the northbound server name, Kafka Broker URL, Schema Registry URL, and encoded CA

Public Certificate in Base64 format. Returns northbound server details received in the request with the server ID and

list of stream details.

Parameters
Type Name Description Schema
Header Auth_onzanon Session ID string
required
northboundServe
Body rConfig Northbound server configuration NorthboundServerConfig
required
Responses
HTTP I
Code Description Schema
201 Created. Northbound Server details are in the response body. NorthboundServer
Bad Request. The NorthboundServerConfig request is not valid.
400 . " : ! ErrorResponse
The response body contains additional information.
Unauthorized. The Authorization request parameter is not valid.
401 . .. . ) ErrorResponse
The response body contains additional information.
Internal Error. The server encountered an error while handling the valid request.
500 . " : ) ErrorResponse
The response body contains additional information.
Consumes

- application/json

Produces

« application/json

3.6.4. Get Northbound Server Details

CGET /external -api/vl/ strean servers/{serverld}
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Description

API to get northbound server details.
Returns northbound server details with the Kafka Broker URL,Schema Registry URL, and Encoded CA Public

Certificate in Base64 format. Also includes a list of stream details with the stream ID and state.

Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
Path servgrld Server Identifier integer
required
Responses
HTTP i
Code Description Schema
200 Ok. The requested northbound server data is in the response body. NorthboundServer
Unauthorized. The Authorization request parameter is not valid.
401 . " . . ErrorResponse
The response body contains additional information.
404 Not Found. Invalid Northbound Server Id. ErrorResponse
The response body contains additional information. P
Internal Error. The server encountered an error while handling the valid request.
500 : " : . ErrorResponse
The response body contains additional information.
Produces

« application/json

3.6.5. Delete the Northbound Server

DELETE / external -api/vl/ stream servers/{serverld}

Description

API to delete the northbound server.

All active streaming will be stopped for the requested server, and the northbound server will be removed.

Parameters

Type Name Description Schema

Header Authonzatlon Session ID string
required
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Type Name Description Schema
Path serv_erld Server ldentifier integer
required
Responses
HTTP R
Code Description Schema
200 Ok. The requested northbound server is removed from the system. No Content
Unauthorized. The Authorization request parameter is not valid.
401 . o . . ErrorResponse
The response body contains additional information.
204 Not Found. Invalid Northbound Server Id. ErrorResponse
The response body contains additional information. P
Internal Error. The server encountered an error while handling the valid request.
500 . o : . ErrorResponse
The response body contains additional information.
Produces
« application/json
3.6.6. Enable or Disable a Stream
PUT /external -api/vl/ streani servers/{serverld}/streans
Description
API to enable or disable a stream.
Enabling a stream will start streaming to the requested northbound server.
Disabling a stream will stop streaming to the requested northbound server.
Parameters
Type Name Description Schema
Header Authonzatlon Session ID string
required
Path servgrld Server Identifier integer
required
Body strengonflg Stream configuration StreamConfig
required
Responses
HTTP I
Code Description Schema
200 Ok. Stream state updated successfully. No Content
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HTTP I

Code Description Schema

400 Bad Request. The reques.ted strga}m is _already in that state. ErrorResponse
The response body contains additional information.
Unauthorized. The Authorization request parameter is not valid.

401 . " . . ErrorResponse
The response body contains additional information.

204 Not Found. Invalid Request Parameter. ErrorResponse
The response body contains additional information. P
Internal Error. The server encountered an error while handling the valid request.

500 : " : . ErrorResponse
The response body contains additional information.

Consumes

« application/json
Produces

« application/json

3.7. Health Summary

3.7.1. Health Summary for Fabric, Switches, Hosts, and Storage

PCST / ext ernal -api /vl/ heal t hsunmary/ heal t hsunmar ydet ai | s/

Description

Gets a health summary for the requested entity.

Parameters
Type Name Description Schema
Header Auth_or|zat|on Session ID string
required
Body requ_estEntlty Health Summary Details RequestHealthEntity
required
Responses
HTTP R
Code Description Schema
200 Health Summary are retrieved successfully ?ealthSummaryDetall
400 Bad Request ErrorResponse
401 Unauthorized No Content
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HTTP I
Code Description Schema

404 Not Found ErrorResponse
500 Unexpected error occurred ErrorResponse
Consumes

- application/json

Produces

« application/json
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Chapter 4. Definitions

4.1. BackboneSwitch

Backbone switch details.

Name Description Schema

backbonelPAddr
ess Router IP address string
optional

backboneSwitch
Wwn Backbone switch WWN string
optional

edgeFabric
optional

List of edge fabrics. < EdgeFabric > array

4.2. EdgeFabric

Edge fabric details.

Name Description Schema
exl?orthn Ex_Port WWN string
optional -
gSg;i;RFabnch FCR fabric ID assigned by the backbone fabric for this edge fabric integer
edgeIPAddress Edge connected switch IP address string
optional
edQESW'tChW\Nn Edge switch WWN string
optional
edgePortWWn Edge port WWN string
optional
frontDomamId Front domain ID integer
optional
translateDomainl
d List of translate domain IDs < integer > array
optional
edgeFID Edge FID (This will return -1 if virtual fabrics is not enabled for the .

: ) . integer
optional fabric/switch)

4.3. ErrorResponse

Name Description Schema

code
optional

Error code string

errorMessage

optional Error message string

detailedErrorMes
sage Detailed error message string
optional
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4.4. EventCategory

The enum provides a set of event category labels.

Type : enum (PRODUCT_EVENT, LINK_INCIDENT_EVENT, PRODUCT_AUDIT_EVENT,
PRODUCT_STATUS_EVENT, SECURITY_EVENT, USER_ACTION_EVENT, MANAGEMENT_SERVER_EVENT,
CORRELATION_EVENT, ALL)

4.5. EventFilterColumn

The enum provides a set of columns to filter events.

Type : enum (ACKNOWLEDGED, ACKNOWLEDGED_BY, MAINTENANCE_MODE, MESSAGE_ID, ORIGIN,
SPECIAL_EVENT, USER_NAME)

4.6. EventFilterCriteria

Name Description Schema

gz;:ie(z)?](;lrles Include specific event categories while searching. FilterCategoryCriteria

includedEvents o . : < FilterEventDetails >
. Include specific events while searching.

optional array

excludedEvents . . . < FilterEventDetails >
. Exclude specific events while searching.

optional array

4.7. EventRecipientDetails

Attributes for event forwarding.

Name Description Schema

reC|p|entAddress Recipient IP address. string

required

port. Port number for the recipient. Valid range is 1-65535. integer

required

recipienttype |riner SNMP or SYSLOG enum (SNMP, SYSLOG)

required

des_crlptlon Description about the recipient. string

optional

includeSourceAd

dress Adds the source address in the trap. boolean

optional

forwardApplicati

onEvents Enables or disables forwarding of application events. boolean

optional

forwardCorrelate

dEvents Enables or disables forwarding of correlated events. boolean

optional
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Name Description Schema

This parameter defines the trap or syslog severity level.The trap or
syslog severity levels are:Emergency,Alert,Critical,Error,Warning, and

severityLevel Info. If you select Info as severity level for a forwarding destination, SeveritvLevels
optional SANnav sends all events with all severity levels. If you select Alert as y
severity level, SANnav sends only Alert and Emergency severity
events.
products irtual switch from th d ill be forwarded i
optional Virtual switch WWNs. Events from these products will be forwarded. < string > array
eventDescription

Checks for the regular expression of the event description that must be

Pat_tern considered while forwarding the events. string

optional

trapO|d TRAP OID details. Only these traps will be forwarded. < string > array
optional

4.8. EventSeverityGroupSummary

Maps the number of event occurrences with their severity group.

Name Schema

sev_entyGroup string

optional

counter integer

optional 9

4.9. EventsAcknowledge

Defines the auto acknowledge details.

Name Description Schema
eventldent|f|ers ID of events that must be acknowledged. < string > array
required

even_tNotes Notes for the acknowledging/unacknowledging event. string

required

4.10. EventsFilter

The user can define categories/severities or include/exclude event criteria that must be used while fetching the event

data.

Name Schema

f||t(_er < EventFilterCriteria > array
optional

4.11. EventsFilterQuery

User can define include event criteria that needs to be used while fetching the event data.
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Name Schema
filtt_er < EventsFilterQueryDetails > array
optional

4.12. EventsFilterQueryDetails

Name Description Schema

includedEvents o . : < FilterEventDetails >
X Include specific events while searching.

optional array

4.13. FCRTopologyView

FCR Topology view.

Name Description Schema

backboneFabricl

D Backbone Fabric ID integer

optional

bagkboneSWnch List of backbone switches. < BackboneSwitch >

optional array

4.14. FabricDetails

Attributes of a fabric.

Name Description Schema

name Name of the fabric string

optional

degcrlptlon Description of the fabric defined in SANnav string

optional

segdSwﬂchName Name of the seed switch string

optional

seedSwitchIPAdd

ress IP address of the seed switch string

optional

see_dSW|tchWWn WWN of the seed switch string

optional

principalSwitchIP

Address IP Address of the principal switch string

optional

principalSwitchW

wn WWN of the principal switch string

optional

4.15. FabricMemberResponse

The wrapper object used for fabric member API response that contains fabric member (switch) information.
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Name Schema
SW.' tches < SwitchDetails > array
optional

4.16. FabricResponse

The wrapper object used for fabric API response that contains fabric’'s meta-data information.

Name Schema
Fat_mcs < FabricDetails > array
optional

4.17. FaultEventDetailsCriteria

Defines criteria like time duration filters and provides options for paginated result.

hours.

Name Description Schema

ggt?cr)rial Event filter criteria based on event attributes. EventsFilterQuery
sta_rtlndex Indicates the start index of results set. integer

optional

pageSize Indicates the number of entries to be included in a paged result. Default integer

optional is 100 events and maximum of 5000. 9

startTime Start time of the events occurred. Use this field to specify custom start integer (int64)
optional time for events in milliseconds. 9

endTime End time of the events occurred in milliseconds. The maximum time

optional duration between start and end time should not be more than two integer (int64)

nextPagelndex
optional

Used for pagination when events exceed page limit. Attribute will not
have any value for first request. If the totalRecords are more than the
resultCount then user will have to set this to fetch next set of records. It
will have the eventID and lastoccurred host time value that needs to be
set during subsequent request.

string

eventProductDet
ails
optional

Virtual switch WWNs that needs to be considered while fetching events.

< string > array

4.18. FaultEventInfo

Event Details info object.

Name Description Schema
e"e.”“D Unique event ID. string
optional
severity . . " : .
optional Severity for the event:Emergency, Alert, Critical, Error, Warning or Info. |string
If the event type is generated by SANnav, source name will be host
sourceName name where application is running; and for multinode environment, .
. ; . string
optional source name will be master node host name. If the event type is
received as Product, the source will be the name of the switch.
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Name Description Schema
If the event type is generated by SANnav, source address will be host
sourceAddress |address where application is running; and for multinode environment, .
. ; . string
optional source name will be master node host address. If the event type is
received as Product, the source address will be the IP of the switch.
IasthcurrenceH Last time the event was received by the host that is running the . .
ostTime S integer (int64)
. application.
optional

firstOccurenceHo
stTime

First time the event was received by the host that is running the
application.

integer (int64)

optional

optional

eventCount Number of times the event is received between the first and last host integer

optional occurrence times. 9

ggt?o”r:al The event origin:SNMP Trap, Syslog, Application Event or Other. string

eventCateqor The event category such as Product Event, Link incident Event,

optional gory Product Audit Event, Product Status Event, Security Event, User Action |string
P Event, Management Server Event, and Correlation Event.

des_cnptlon The detailed description of the event. string

optional

mo_dule The module of the event. string

optional

pro_ductName Name of the product. string

optional

pro_ductAddress The IP address of the product/switch. string

optional

operationalStatu

s The operational status of the product associated with the event. string

firstOccurrenceS
witchTime
optional

First time the event was received by the host that is running the
Network Advisor application.

integer (int64)

productUpTime
optional

Switch uptime.

integer (int64)

usngame User ID for application events. string
optional
portName Name of the port that caused this event. Will be populated only for a strin
optional few application events. 9
(I:Dc;rrelated Eventl Captures the event IDs for the individual events that are part of Strin

. correlation events. 9
optional
recommendedAc
tions Recommended action to address the event. string
optional
pro_babIeCause Describes the probable cause of the event. string
optional
me_ssageld Describes the message ID of the event. string
optional
sogrcean WWN for the source of the event. string
optional
fab_ncName The name of the fabric. string
optional
ruI(_eName Rule name(Applicable for Correlation event). string
optional
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Name Description Schema
ruI(_aPohcy Policy of the event rule(Applicable for Correlation event). string
optional

ack_nowledged Event acknowledgement status. integer
optional

ack_Notes Acknowledgement notes provided by the user. string
optional

ack_By Details of the user performing the action. string
optional

ack_edTlme Acknowledged time in long milliseconds. integer (int64)
optional

callhomeEvent

. Indicates if the event is a call home event. integer
optional
Sp‘?c'a' Event Indicates if the event is a special event. integer
optional
sourceType The source type:Core Switch, Virtual Switch, Server, Storage, Vcenter, Strin
optional Initiator port, Target port, Fabric, Switch Port, or Others. 9
trapOID The OID of the trap string
optional
por_thn The WWN of the port. string
optional
4.19. FaultEventsCriteria
Defines criteria like time duration filters and provides options for paginated result.
Name Description Schema
f||t<_ers Event filter criteria based on event attributes. EventsFilter
optional
sta_rtlndex The start index of the results set. integer
optional
pageSize The number of entries to be included in a paged result. The Default is integer
optional 100 events, and maximum is 5000. 9
sta_rtT|me Th|§ parameter is used to specify the start time for events in integer (int64)
optional milliseconds.
endTlme Th|§ parameter is used to specify the end time for events in integer (int64)
optional milliseconds.

nextPagelndex
optional

Used for pagination when events exceed page limit.The attribute will
not have any value for first request. If the totalRecords are more than
the resultCount then user will have to set this to fetch next set of
records. It will have the eventlD and lastoccurred host time value that
needs to be set during subsequent request.

string

eventProductDet

ails Virtual switch WWNSs that must be considered while fetching events. < string > array

optional

eventSource source of the request , which can be from DASHBOARD view / enum (EXTERNAL_API,
optional Violations view. EVENTS)

4.20. FaultEventsResponse

The Event Response includes the list of matched events, the event search criteria used to fetch events, and a list of
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event counts by severity group.

Name Description Schema
eve_nts A list of matched events. < FaultEventinfo > array
optional

eventSeverityGro
upSummaryList
optional

A list of event counts by severity group.

<
EventSeverityGroupSum
mary > array

startindex The start index of the results set. Should be 0 for the first request and |.

X X integer
optional can be incremented based on the subsequent requests.
pageSlze The page size of the results set. The default is 100 events. integer
optional
gep)\:,iléllizlcount The number of records returned as per search criteria and page size. |integer
pageNumber The page number of the current page of the results set. integer
optional
E)c;)tt?cl)ﬁslcords The total number of records matching the entered criteria. integer (int64)
nextPagelndex |The event identifier and last occurrence host time that must be used for Strin
optional subsequent requests if totalRecords is more than the resultsCount. 9
4.21. FilterCategoryCriteria
Name Description Schema

correlationEvent
optional

Selected severity for the correlation event:Emergency, Alert, Critical,
Error, Warning and Info.

< SeverityLevels > array

managementServ
erEvent
optional

Selected severity for the management server event.

< SeverityLevels > array

userActionEvent
optional

Selected severity for the user action event.

< SeverityLevels > array

securityEvent
optional

Selected severity for the security event.

< SeverityLevels > array

productStatusEkv
ent
optional

Selected severity for the product status event.

< SeverityLevels > array

productEvent
optional

Selected severity for the product event.

< SeverityLevels > array

productAuditEve
nt
optional

Selected severity for the product audit event.

< SeverityLevels > array

linkIncidentEvent
optional

Selected severity for the link incident event.

< SeverityLevels > array

4.22. FilterEventDetails

Name Description Schema
catggory Category of the events. EventCategory
optional

evgntCqumn Column name for the filter criteria. EventFilterColumn
optional
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Name Description Schema
value , .

. A value that has to be matched for the filter. string
optional
4.23. HealthSummaryDetails
Name Description Schema
fabricName Fabric name string
optional
principalSwitchW
WN Principal Switch WWN string
optional
see_dSW|tchIP IP address of the seed switch string
optional
e . Virtual fabric ID for switch integer
optional
fab_ncGUID Fabric GUID string
optional
score . . . .

. Denotes health score of either fabric, switch,host or storage integer
optional
cor_nputanonTlme Latest time when health score is calculated string
optional
ggt?ct):]lzlutors Factors contributing the health score, like Events,Config,Status etc.. object
status Denotes status of entity based on score, can be healthy, marginal or strin
optional poor g
SW|_tchName Switch name string
optional
SW|_tchIPAddress Switch 1P string
optional
SW'.tChWWN WWN of the switch string
optional
SW'.tChF'd Fabric ID of the switch integer
optional
SW'.tChGUID GUID of the switch string
optional
hostName .

- Host name string
optional
hostIPAddress Host IP string
optional
hostGUID Host GUID string
optional
sto_rageName Storage name string
optional
sto_rageGUID Storage GUID string
optional

4.24. InventoryDetails
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Name Description Schema
sea_lrch Result Search result string
optional

principleSwitchW

wn Principle switch WWN of the fabric string
optional

SW'.tChIPAddreSS IP address of the switch string
optional

SW'.tChWWH WWN of the switch string
optional

SW'.tCh Name of the Switch string
optional

see_dSW|tchWWn Seed switch WWN of the Switch string
optional

vro_I ID of the Fabric string
optional

fab_rlc Fabric of the switch string
optional

4.25. InventoryOutputResponse

Name Description Schema
igfil(r)%g?uery Search parameter string

inventory < InventoryDetails >
optional array

4.26. LoginResponse

Name Description Schema
se§S|onId Session ID string
optional

4.27. NorthboundServer

Polymorphism : Composition

Name Description Schema
name

optional
kafkaClusterUrl
optional
schemaRegistry
Url Schema Registry URL string
optional
caPublicCertifica
te CA Public Certificate string
optional
id
required

Northbound Server Name string

Kafka Cluster URL string

Northbound Server Id integer
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Name

Description

Schema

connectionState

Server Connection State. 0 - Connected, 1 - Streaming and 2 - Error.

Minimum value : 0

integer (int32)

optional .
P Maximum value : 2

connectionState

Reason Connection State Reason string

optional

stream Details Stream Details < StreamDetail > array
optional

4.28. NorthboundServerConfig

Name Description Schema

name Northbound Server Name string

optional

kafkaClusterUrl 4.5 Cluster URL string

optional

schemaRegistry

Url Schema Registry URL string

optional

caPublicCertifica

te CA Public Certificate string

optional

4.29. RequestHealthEntity

Name Description Schema

inventoryltem enum (SWITCH,

ontional y Type of an entity SWITCH, FABRIC, HOST, STORAGE FABRIC, HOST,
P STORAGE)

nonRecordS Total no of records required integer (int32)

optional

sta_rtlndex Starting index of the record integer (int32)

optional

4.30. SeverityLevels

The enum provides event severity lables.

Type : enum (Emergency, Alert, Critical, Error, Warning, Info)

4.31. StreamConfig

Schema

Maximum value : 5

Name Description

Stream ID. 1 - FCPORT, 2 - ETH/GIGE PORT, 3 - EXTENSION, 4 -
streamType SWITCH and 5 - FLOW and FLOW VIOLATION.
optional Minimum value : 1

integer (int32)

Broadcom

SANnav-211x-REST-API-RM100




Brocade SANnav Management Portal REST API and Northbound Streaming Reference Manual, 2.1.1x

Name

Description

Schema

streamAction
optional

Stream Action. O - DISABLE and 1 - ENABLE.
Minimum value : 0
Maximum value : 1

integer (int32)

4.32. StreamDetall

Name Description Schema
Stream Type. 1 - FCPORT, 2 - ETH/GIGE PORT, 3 - EXTENSION, 4 -
streamType SWITCH and 5 - FLOW and FLOW VIOLATION. . .
; L } integer (int32)
optional Minimum value : 1
Maximum value : 5
strgamName Stream Name string
optional
Stream State. O - DISABLED, 1 - ENABLED and 2 - ERROR.
streamState L . . .
; Minimum value : 0 integer (int32)
optional

Maximum value : 2

4.33. StreamMetaData

Name Description Schema

streamType

optional Stream Type < StreamType > array
str_eam SIES Stream State < StreamState > array
optional

4.34. StreamState

Name Description Schema
id Stream Operation Id.
. Minimum value : 0 integer (int32)
optional : )
Maximum value : 2
name Stream State string
optional
4.35. StreamType
Name Description Schema
Stream Id. 1 - FCPORT, 2 - ETH/GIGE PORT, 3 - EXTENSION, 4 -
id SWITCH, 5 - FLOW and FLOW VIOLATION. . .
. L i integer (int32)
optional Minimum value : 1
Maximum value : 5
name Stream Name string
optional
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4.36. SuccessResponse

Name Schema
code . .
optional integer (int32)
optional string
optional

fields s

optional g

4.37. SwitchDetails

optional

custom OEM model number is available.

Name Description Schema
name Name of the switch. string
optional
|pA_ddress IP address of the switch. string
optional
physicalSwitchW
wn WWN of the physical switch. string
optional
firmwareVersion |_. . .

: Firmware version. string
optional
virtualSwitchWw
n WWN of the virtual switch. string
optional
reachable Defines whether the switch is reachable from SANnav. Possible values Strin
optional are 0 - Not reachable and 1 - Reachable. 9
model Model of the switch, whether it is Brocade or unknown. Value 2 is for .

. . string
optional Brocade, and 0 is for Unknown.
switchMode The mode in which the chassis is currently operating. 0 - Switch and 2 - Strin
optional Access Gateway. 9
role Defines the role of the switch in the fabric. The possible values are strin
optional Primary (Principal Switch) and Subordinate. 9
SENE State of the switch: online, offline, and so on. string
optional
status Computed status of the switch based on MAPS policies defined in the .

) Lo . string
optional switch: Operational, Degraded, and so on.
modelNumber Model number is the switch model, such as Brocade X6-4, Brocade X6-

8, or Brocade G610. The model number will be OEM-specific if a string

4.38. TopologyResponse

Name Schema

topology _

optional < FCRTopologyView > array
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Chapter 5. Sample Requests and Responses

This section provides a few sample requests and responses for using the SANnav REST API modules.

5.1. Logging In and Out

The following items should be kept in mind when logging in and out of the SANnav REST API.

5.1.1. Logging In

To log in to SANnav, you must provide a valid user name and password through an authorization header in a POST
https://<host>/external-api/vl/login/ request. If the authentication is successful, SANnav returns the session

ID in the body (for example: "sessionld": "dd903934-f4d7-4eee-b05f-a7d2f48a733c"). Subsequent SANnav REST API
operations must include this session ID in the request authorization header. The client applications use this token to

obtain further access to the server using the persistent connection.

Request Headers

e username = guest
 password = guest

» Content-Type = application/json
URI Structure

POST htt ps://<host>/external -api/vl/ Il ogin/

Request URI
POST https://10.10.10. 10/ external -api/v1/1| ogin/

Request Body

There is no request body; however, you must provide a valid user name and password (such as guest / guest) through

an authorization header.

Response Data

"sessionld": "dd903934-f 4d7-4eee- b05f - a7d2f 48a733c"

If authentication is successful, a session ID key (for example, "sessionld": "dd903934-f4d7-4eee-b05f-a7d2f48a733c")

is returned to the client in the response body. Subsequent SANnav REST API operations must include this session 1D
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in the request authorization header. The client applications use this token to obtain further access to the server using

the persistent connection.

5.1.2. Logging Out

To log out from SANnav, close the session using a POST https://<host>/external-api/v1l/logout/ request.
You must include the session ID in the request authorization header. The SANnav address can be in the form of either

an IPv4 or IPv6 address or a host:port ID.

Request Headers

» Authorization = Session ID

» Content-Type = application/json
URI Structure

PCST htt ps://<host >/ external -api/vl/ 1 ogout/

Request URI

PCST https://10.10.10. 10/ external -api /v1l/ 1 ogout/

Request Body

There is no request body; however, you must include the session ID key in the request authorization header.

Response Data

{
"ResponseCode": "AUTHENTI CATI ON 2012",
"Responsel d": "authentication. | ogout.success",
"ResponseMessage": "User |ogout success"”

}

5.2. Discovery Module

The Discovery module is used to retrieve information about the fabrics managed by the SANnav server as well as the

seed and principal switch data for each fabric. You can also retrieve a list of switches (members) in the fabric.

5.2.1. Version History

This API call was introduced in SANnav Management Portal 1.1.0.
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5.2.2. Retrieving a List of Fabrics in Your AOR

The following sample request and response uses a GET request to retrieve a list of fabrics in your Area of

Responsibility (AOR).

Request Headers

« Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json
» Content-Type = application/json

URI Structure

GET https://<host>/external -api/vl/discovery/fabrics/

Request URI

GET https://10.10.10. 10/ ext ernal -api /vl/di scovery/fabrics/

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

{
"Fabrics": |
{
"nanme": "DevDontDi sturb",
"description": "",
"seedSwi t chNane": "Sw00abcdvs123311122rr1SS",
"seedSwi t chl PAddress": "10.102.16.23",
"seedSwi t chWwwn": "10: 00: 50: EB: 1A: FD: A5: BD',
"principal Swi t chl PAddress": "10.102. 16. 23",
"principal SwitchWwwn": "10: 00: 50: EB: 1A: FD: A5: BD"
}
]
}

5.2.3. Retrieving a List of Members in the Fabric

The following sample request and response uses a GET request to retrieve a list of switches (members) in the fabric.

Request Headers
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 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json
» Content-Type = application/json

URI Structure

GET https://<host >/ external -api/vl/discovery/fabric-
nmenber s/ ?princi pal Swit chWAN={ pri nci pal sw tch wwn}

Request URI

GET https://10.10.10. 10/ ext ernal -api /vl/di scovery/fabric-
menber s/ ?pri nci pal Swi t chWAN=10: 00: 00: 05: 1E: 75: AF: 00

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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{
"Switches": |

{
"nane": "swioswioswOsw022334",
"i pAddress”: "10.102.16. 24",
"physi cal Swi t chwwn": "10: 00: 50: EB: 1A: FE: 00: DF",
"firmmvareVersion": "v8.2.1 bl d44",
"virtual Swi tchwwn": "10: 00: 50: EB: 1A: FE: 00: C0",
"nmodel ": "2",
"nmodel Nunber": "Brocade X6-8",
"swi t chMbde": "2",
"role": "Unknown",
"state": "Online",
"status": "3"

1

{
"name": "Sw0Oabcdvs123311122rr 1SS",
"i pAddress”: "10.102.16. 23",
"physi cal Swi tchwwn": "10: 00: 50: EB: 1A: FD: A5: DC",
"firmmvareVersion": "v8.2.1 bld44",
"virtual Swi tchwwn": "10: 00: 50: EB: 1A: FD: A5: BD",
"reachabl e": "0",
"nmodel ": "2",
"nodel Nunber": "Brocade X6-8",
"swi t chMbde": "0",
"role": "Primry",
"state": "Online",
"status": "O0O"

b

{
"nane": "SwO0Sw00224",
"i pAddress": "10.102.16. 25",
"physi cal Swi t chwwn": "10: 00: 50: EB: 1A: FD: D7: BD",
"firmvareVersion": "v8.2.1 bl d29",
"virtual Swi tchwwn": "10: 00: 50: EB: 1A: FD: D7: BD",
"nmodel ": "2",
"nmodel Nunmber": "Brocade X6-8",
"swi t chMbde": "2",
"role": "Unknown",
"state": "Online",
"status": "3"

}

]
}

5.3. FCR Module

The FCR module is used to retrieve FCR topology information for routing topologies (edge-to-edge, backbone-to-edge,

and edge-to-backbone) and the relationship to front domain and translate domain.
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5.3.1. Version History

This API call was introduced in SANnav Management Portal 1.1.0.

5.3.2. Retrieving the FCR Topology

Request Headers

 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

« Content-Type = application/json
URI Structure

CGET https://<host>/external -api/vl/fcr/topol ogy/

Request URI

GET https://10.10.10. 10/ external -api/vl/fcr/topol ogy/

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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"topol ogy": |
{
"backboneFabricl D': 70,
"backboneSwi tch": [
{
"backbonel PAddress": "10.102.18.11",
"backboneSwi t chWwwn": "10:00:88:94: 71: 16: 36: 01",
"EdgeFabric": |
{
"exPortWwnm": "20:2F:88:94:71:16: 36: 01",
"edgeFCRFabricl D': 27,
"edgel PAddress": "10.102.18.148",
"edgeSwi t chWwwn": "10: 00: C4: F5: 7C: 16: 50: E5",
"edgePort Ww": "20:04: C4: F5: 7C. 16: 50: E5",
"front Donmai nl d": 160,
"transl at eDomai nl d": [
200
1,
"edgeFI D': 50

"exPortWwm": "20:29:88:94:71:16: 36: 01",
"edgeFCRFabricl D': 15,
"edgel PAddress": "10.102.18.147",
"edgeSwi t chWwwn": "10: 00: C4: F5: 7C: 16: 51: A5",
"edgePortWw": "20:29:C4: F5: 7C. 16: 51: A5",
"front Donai nl d": 160,
"transl at eDomai nl d": [

200,

201,

202,

203,

204,

205

1,
"edgeFl D': 50

5.4. Fault Module

The Fault module is used to configure event forwarding, acknowledge or unacknowledge events, and display a list of

filtered events.
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5.4.1. Version History

This API call was introduced in SANnav Management Portal 1.1.0.

5.4.2. Acknowledging an Event

The following sample request and response uses a POST request to acknowledge an event.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

» Content-Type = application/json
URI Structure

POST https://<host>/external -api/vl/fault/events/acknow edge

Request URI

PCST https://10.10.10. 10/ external -api /vl/faul t/events/acknow edge

Request Body

{
"eventldentifiers": [
"c0f 695a7- 066d- 4c55- b695- a7066dec5554"
1,
"event Notes": "No action is required"
}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

"code": 200,
"message": "Event details updated successfully.*

5.4.3. Unacknowledging an Event

The following sample request and response uses a POST request to unacknowledge an event.
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Request Headers

 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

« Content-Type = application/json
URI Structure

PCST htt ps://<host>/external -api/vl/fault/events/unacknow edge

Request URI

PCST https://10.10.10. 10/ external -api/vl/fault/events/unacknow edge

Request Body

{
"eventldentifiers": [
"c0f 695a7- 066d- 4c55- b695- a7066dec5554"
] 1
"event Notes": "Need to update the Admi nistrator and take appropriate
action.”
}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

"code": 200,
"message": "Event details updated successfully.*

5.4.4. Subscribing to SAN Events

The following sample request and response uses a POST request to create a SANnav Management Portal event

recipient.

Request Headers

« Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

» Content-Type = application/json
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URI Structure

PCST https://<host>/external -api/vl/fault/events/forwarding/subscribe

Request URI

POST https://10.10.10. 10/ external -api/vl/fault/events/forwardi ng/ subscribe

Request Body

{
"forwardApplicati onEvents": true,
"forwardCorrel at edEvent s": true,
"i ncl udeSour ceAddress": true,
"port": 162,
"products”: [],
"recipi ent Address”: "10.155.41.52",
"recipient Type": " SNVP",
"severityLevel": "Info",
"trapG d": []

}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

"code": 200,
"message”: "Forwardi ng Target added Successful ly"

5.4.5. Unsubscribing to SAN Events

The following sample request and response uses a POST request to unsubscribe a SANnav Management Portal

event recipient.

Request Headers
 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

» Content-Type = application/json
URI Structure

PCST https://<host>/external -api/vl/fault/events/forwarding/unsubscribe
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Request URI

PCST https://10.10.10. 10/ external -api /vl/faul t/events/forwardi ng/ unsubscri be

Request Body

{
"port": 162,
"recipi ent Address": "10.155.41. 52",
"recipient Type": " SNwP"

}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

"code": 200,
"message": "Deleted the Target Successfully"

5.4.6. Retrieving a Filtered List of Events

The following sample request and response uses a POST request to retrieve a list of events based on filter criteria.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)
» Accept = application/json

» Content-Type = application/json
URI Structure

PCST htt ps://<host>/external -api/vl/fault/events/

Request URI

PCST https://10.10.10. 10/ external -api/vl/fault/events/
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Request Body

{
"endTi me": 1537269900000,
"event ProductDetails": [],
"filters": {
"filter": |
{
"categories": {
"correlationEvent™: [],
"linkl nci dent Event": [],
"managenent Server Event": [
"Enmergency","Alert","Error", "I nfo"
1,
"product Audi t Event": [
"Emergency","Alert","Error", "I nfo"
1,
"product Event": |
"Emergency”,"Alert","Error","Info"
1,
"product St at usEvent ": [
"I nfo"
1,
"securityEvent": |
"Enmergency","Alert","Error"
1,
"user ActionEvent": |
"Emergency","Alert","Error", "I nfo"
1
3
"excl udedEvents": [],
"includedEvents": [
{
"category": "ALL",
"event Col um": " ACKNON.EDGED',
"val ue": "No"
}
1
}
1
3
"pageSi ze": 100,
"startlndex": O,
"startTine": 1537266600000
}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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"events": [
{
"event| D': "9521d239-78ac-4a78-ald2-3978ac8a7811",
"severity": "Error",
"sourceNane": "rhel 74 _34186",
"sourceAddress": "10.124.72. 36",
"l ast CccurrenceHost Ti ne": 1538130213556,
"firstOccurenceHost Ti ne": 1538130213556,
"origin": "Application Event",
"event Cat egory": "Managenment Server Event",
"description": "Failed to register SNMP(trap) for the switch
10. 155. 34.16. The Trap Recipient table is full.",
"correl atedEvent I Ds": "",
"recommendedActions": "",
"probabl eCause": "",
"messagel d": " SSMP- EVNT-2002",

"rul eNane": "",
"rul ePolicy": "",
"ackNotes": "",
"ackBy": "",
"sourceType": "OIHERS"
}
1,
"event SeverityG oupSumarylList": |
{
"severityGoup": "ERROR',
"counter": 59
H
{
"severityGoup": "INFO',
"counter": 2
1
{
"severityGroup": "ALERT"
}
1,

"startlndex": O,

"pageSi ze": 100,

"t ot al Records": 61,

"next Pagel ndex": "3a42ff68-c588-417f-82ff-68c588617fa3, 1538126737459"

5.4.7. Retrieving a List of Events Using New Filter Criteria

The following sample request and response uses a POST request to retrieve a list of events based on new filter

criteria.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)
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» Accept = application/json
» Content-Type = application/json
URI Structure

PCST htt ps://<host>/external -api/v2/fault/events/

Request URI

PCST https://10.10.10. 10/ external -api/v2/fault/events/

Request Body

"pageSi ze": 100,
"startlndex": O,

"endTi me": 1580365960956,
"event ProductDetails": [],
"startTine": 1580365050956,
"acknow edgedEvents": fal se,

"filters": {
"filter": |
{
"filterld": "tenp-1580365761032",
"action": "add",
"nane": "events filter 1",
"tags": "",

"description": ,

"filterTypeld": 2,

"criteria": "{\"includedEvents\":[{\"id\":\"Product Event Message
| DVAPS- 1003\ ", \ "category\":\"Product Event\",\"categoryKey\":\"Product
Event\",\"event Col umm\":\" Message
ID\",\"event Col umKey\":\"nessagel d\",\"val ue\":\" MAPS-

1003\ ", \ "val uekKey\ ":\ "MAPS- 1003\ "}]1}",

"userld": 1

}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

{
"events": |
{
"event| D' : "958b8c44-8333-4be7-8b8c-4483332he73e",
"event Cat egory"” : "Product Event™",
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"description”

"Chassi s, Condition=CHASSI S(BAD_FAN>=0), Current

Val ue: [ BAD_FAN, 0], Rul eName=C BF_Gl_N x_RTExxx, Dashboard Category=N A ",

"rasLogld" : null,

"origin" "t her",

"severity" "\r ni ng",

"messagel d" " MAPS- 1003",

"mel d" : 5,

"firstQOccurenceHost Ti me" 1586855036228,
"sour ceWwwn" "10: 00: 00: 05: 1E: E3: 24: 01",

"virtual Fabricld" : -1,

"trapO D' : null,

"sour ceAddr ess” "10.124.71. 155",
"sour ceNane" "BASE_FI D3_155",
"product UpTi ne" : O,

"checksunt -968057585060735614,
"portNanme" : null,

"nmodul e" "Product Event",
"reasonCode" : -1,

"slot" : -1,

"port" : -1,

"unit" -1,

"fruCode" : -1,

"fruPostion" : -1,

"event Key" " SWE- MAPS- 1003",

"nodeWwmn" : null,

"operational Status" " Down",
"event Nunber " 14100860,

"user Nanme" : null,

"userI D' : -1,

"product Addr ess" "10.124. 71. 155",
"audit" : null,

"contributors" : null,
"recommendedActions" : null,
"probabl eCause” : null,
"fabricNanme" : null,

"fabricl D' : 3,

"event Rul el d" : O,

"drop" : -1,

"] ast QccurrenceHost Ti ne" 1586855036242,
"event Count" : 50,

"cal | honeEvent" : -1,

"portWw" : null,

"macAddress" : null,

"product Ti ne" : 1586882185000,

"sourceType" "VI RTUAL_SW TCH",

"sour ceCui d" "956133ec- 3c55-4743-a133-ec3c554743f 8"
"fabric@uid" : "2156a9a6- b0e9-47ae-96a9- a6b0e927ae00"
"product Nane" : null,

"i sMai nt enanceMode" : 0,

"acknow edged" : -1,

"ackedTi nme" : -1,

"ackNotes" : "",

"ackBy" : "",

"speci al Event" : -1,

"isLogRequired" : 1,

"i sEmai | Supported” : -1,
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"emai | Body" : "",
"emai | Subj ect™ @ "",

"emai | Recepi ents" ,

"i sSupport SaveRequi red" : -1,
"rul eNane" : "",
"rul ePolicy" : "",
"correl at edEvent | Ds" "
}
1,
"event SeverityG oupSummaryList": |
{
"severityGoup": "ERROR',
"counter": null
},
{
"severityGroup": "INFO',
"counter": 1
1
{
"severityGroup": "ALERT",
"counter": null
}

1.

"startlndex": O,

"pageSi ze": 100,

"resul tsCount": null,

"pageNurber": null,

"total Records": 1,

"next Pagel ndex": "fbe480a5- 7582- 48e5- a480-a57582b8e504, 1580365776103"

5.5. Inventory Search Module

The Inventory Search module is used to search the SANnav inventory database with flexible query parameters. The

Inventory Search module supports wildcard characters in the search.

The Inventory Search module uses the following URI structure and input parameters to search the SANnav inventory

database.

URI Structure

GET https://<host nane>/ external -api/vl/inventory/search/?
obj ectt ype=<obj ect _t ype>&sear chpar anr<par anet er _nane>&val ue=<any_stri ng>&parenti
d=<swi t ch_W\\>

The objecttype parameter accepts the following values:
* Switch
* SwitchPort (Note that SwitchPort requires an additional parameter (parentld) to return the correct value. The

parentlD parameter is the switch WWN. The parentld parameter is optional.)
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* Device
* DevicePort

* ZoneAlias

The searchparam parameter accepts the following values based on the specified objecttype parameter:

* Switch. Valid values include: switchWWN or serialnumber (Brocade and OEM serial numbers).

* SwitchPort. Valid values include: switchportWWN, switchportname, portfcid (fc address), and macaddress.
* Device. Valid values include: deviceNodeWWN.

* DevicePort. Valid values include: deviceportWWN.

* ZoneAlias. Valid values include: deviceNodeWWN, deviceportWWN.

5.5.1. Version History

This API call was introduced in SANnav Management Portal 2.0.0.

5.5.2. Searching for a Switch by Switch WWN

The following sample request and response uses a GET request to search for a switch using the switch WWN.

Request Headers

« Authorization = Session ID (authorization key from the login API response data)

URI Structure

GET https://<host nane>/ external -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrswi t chW\WN&val ue=<swi t ch_WAK>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar aneswi t chW\WW&val ue=10: 00: 00: 10: F1: F2: 11: 01

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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{
"searchQuery": "10:00:00: 27: F8: F4: 13: 01",
"inventory": [
{
"switch": "BASE FI D3_148",
"searchResult": "10:00: 00: 27: F8: F4: 13: 01",
"principleSw tchWwwn": "10:00: 00: 05: 1E: B7: 85: 01",
"switchl PAddress": "10.124.71. 148",
"switchWwm": "10:00: 00: 27: F8: F4: 13: 01",
"seedSwi t chWwwn": "10: 00: C4: F5: 7C. B9: 48: 2E",
"vfld": "3",
"fabric": "ST_BASE"
}
]
}

5.5.3. Searching for a Switch by Serial Number

The following sample request and response uses a GET request to search for a switch using the serial number.

Request Headers

« Authorization = Session ID (authorization key from the login API response data)

URI Structure

htt ps:// <host nanme>/ ext ernal -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrseri al nunber & al ue=<seri al _nunber >

Request URI

GET https://10.102.16. 202/ external -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrseri al nunber & al ue=ANNO609F01K

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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{
"searchQuery": "ANNO609F01K",
"inventory": [
{
"switch": "BASE FI D3_155",
"searchResul t": "ANNO609F01K",
"principleSwi tchWwwn": "10: 00: 00: 05: 1E: B7: 85: 01",
"swi t chl PAddress": "10.124.71. 155",
"switchww,": "10:00: 00: 05: 1E: E3: 24: 01",
"seedSwi t chWwwn": "10:00: C4: F5: 7C: B9: 48: 2E",
"vild': "3",
"fabric": "ST_BASE"
}
]
}

5.5.4. Searching for a Switch Port by the WWN of the Switch Port

The following sample request and response uses a GET request to search for a switch using the WWN of the switch

port.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)

URI Structure

https://<host nane>/ ext ernal -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anFSwi t chPor t WAN&val ue=<swi t ch_port WAR>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=Swi t chPort &ear chpar am=Swi t chPor t WAN&val ue=20: 15: 50: EB: 1A: DO: 50: 00

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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"searchQuery": "20:15:50: EB: 1A: DO: 50: 00",
"inventory": [

{
"switch": "Allegiance_ 128",
"searchResul t": "20:15:50: EB: 1A: DO: 50: 00",

"principleSw t chwwn": ,

"swi t chl PAddress": "",

"swi tchwwn": "10:00: 50: EB: 1A: DO: 50: FF",
"seedSwi t chwwn": "",

"vfld': "128",

"fabric": "new'

5.5.5. Searching for a Switch Port by Switch Port Name

The following sample request and response uses a GET request to search for a switch using the name of the switch

port.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)

URI Structure

https://<host nane>/ ext ernal -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrSwi t chPor t WAN&val ue=<swi t ch_port _name>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=Swi t chPort &ear chpar am=Swi t chPor t Nanme&val ue=sl ot 4 port5

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.

Broadcom

SANnav-211x-REST-API-RM100
56



Brocade SANnav Management Portal REST API and Northbound Streaming Reference Manual, 2.1.1x

{
"searchQuery": "slot4 port5",
"inventory": [
{

"switch": "Allegiance_ 128",
"searchResult": "slot4 port5",
"principleSw tchWwwn": "",

"swi t chl PAddress": "",
"swi tchwwn": "10:00: 50: EB: 1A: DO: 50: FF",
"seedSwi t chwwn": "",
"vfld': "128",
"fabric": "new'
}
]
}

5.5.6. Searching for a Switch by Device Node WWN

The following sample request and response uses a GET request to search for a switch using the device node WWN.

Request Headers

« Authorization = Session ID (authorization key from the login API response data)

URI Structure

CGET https://<host nane>/ external -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrDevi ceNOCDEWWN&v al ue=<devi ce_node_WAN\>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=Devi ce&sear chpar anrDevi ceNodeW\W&val ue=20: 05: 00: 11: OD: 5B: 01: 00

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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"searchQuery": "20:05:00: 11: 0D: 5B: 01: 00",
"inventory": [
{

"switch": "Allegiance_ 128",
"searchResul t": "20:05:00:11: 0D: 5B: 01: 00",
"principleSw tchWww": "10: 00: 50: EB: 1A: DO: 50: 00",
"swi tchl PAddress": "11.11.11.11",
"switchwwn": "10:00: 50: EB: 1A: DO: 50: 00",
"seedSwi t chwwn": "10: 00: 50: EB: 1A: DO: 50: 00",
"vfld': "128",
"fabric": "new'

5.5.7. Searching for a Switch by Device Port WWN

The following sample request and response uses a GET request to search for a switch using the device port WWN.

Request Headers

« Authorization = Session ID (authorization key from the login API response data)

URI Structure

CGET https://<host nane>/ external -api/vl/inventory/search/?
obj ectt ype=Swi t ch&sear chpar anrDevi cePor t WAN&val ue=<devi ce_port WAWR>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=Devi cePort &ear chpar am=Devi cePor t WAN&val ue=20: 05: 00: 11: OD: 5B: 01: 08

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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"searchQuery": "20:05:00: 11: 0D: 5B: 01: 08",
"inventory": [
{

"switch": "Allegiance_ 128",
"searchResul t": "20:05:00:11:0D: 5B: 01: 08",
"principleSw tchWww": "10: 00: 50: EB: 1A: DO: 50: 00",
"swi tchl PAddress": "11.11.11.11",
"switchwwn": "10:00: 50: EB: 1A: DO: 50: 00",
"seedSwi t chwwn": "10: 00: 50: EB: 1A: DO: 50: 00",
"vfld': "128",
"fabric": "new'

5.5.8. Searching for a Zone Alias by Device Node WWN

The following sample request and response uses a GET request to search for a zone alias using a device node WWN

in the zone alias.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)

URI Structure

CET https://<hostnane>/external -api/vl/inventory/search/?
obj ectt ype=ZoneAl i as&sear chpar amDevi ceNODEWNN&val ue=<devi ce_node_W\\>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=ZoneAl i as&sear chpar an=Devi ceNodeW\W&val ue=20: 03: 00: 11: OD: BC: 5F: 00

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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{
"searchQuery": "20:03:00: 11: 0D: BC: 5F: 00",
"inventory": [
{
"switch": "SW510",
"searchResult": "test _target",
"principleSwi tchWw": "10: 00: 00: 05: 33: 8C:. OD: DC",
"swi tchl PAddress": "11.11.11.11",
"swi tchwwn": "10:00:50: EB: 1A: 36: FO: 07",
"seedSwi t chwwn": "10: 00: 00: 05: 33: 8C. OD: DC",
"vfld': "128",
"fabric": "Fab81*"
}
]
}

5.5.9. Searching for a Zone Alias by Device Port WWN

The following sample request and response uses a GET request to search for a zone alias using a device port WWN

in the zone alias.

Request Headers

 Authorization = Session ID (authorization key from the login API response data)

URI Structure

CET https://<hostnane>/external -api/vl/inventory/search/?
obj ectt ype=ZoneAl i as&sear chpar am=Devi cePor t WNN&val ue=<devi ce_port W\N\>

Request URI

GET https://10.10.10. 10/ external -api/vl/inventory/search/?
obj ectt ype=ZoneAl i as&sear chpar an=Devi cePor t WAN&val ue=20: 03: 00: 11: OD: BC: 5F: 00

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a message body similar to the following, and a “200 OK” status in

the headers.
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{
"searchQuery": "20:03:00: 11: 0D: BC: 5F: 00",
"inventory": [
{ "switch": "SWs510",
"searchResult": "test _target",
“principleSw tchWwwn": "10:00: 00: 05: 33: 8C. 0D: DC",
"switchl PAddress": "11.11.11.11",
"switchwwn": "10:00: 50: EB: 1A: 36: FO: 07",
"seedSwi t chWwwn": " 10: 00: 00: 05: 33: 8C. 0D: DC',
"vfld": "128",
“"fabric": "Fab81*"
}
]
}

5.6. Northbound Streaming

5.6.1. Version History

This API call was introduced in SANnav Management Portal 2.1.0.

5.6.2. Get Stream Metadata

The following sample request and response uses a GET request to get steam types.

Request Headers

 Authorization = Session ID (authorization key from login API response data)
» Accept = application/json

» Content-Type=application/json
URI Structure

GET https://<SANnav | P>/ external -api/vl/ stream

Request URI

GET https://10.10.10. 10/ ext ernal -api /vl/ stream
Request Body
There is no request body.

Response Data

When the operation is successful, the response has a body similar to the following, and a “200 OK” status in the

Broadcom

SANnav-211x-REST-API-RM100
61



Brocade SANnav Management Portal REST API and Northbound Streaming Reference Manual, 2.1.1x

header.
{
"streanlype": |
{
"id": 1,
"nane": "FC Port"
}l
{
"id": 2,
"name": "Eth/ G gE Port"
}1
{
"id": 3,
"name": "Extension Tunnel/Circuit"
},
{
"id": 4,
"nane": "Swi tch"
}l
{
"id": 5,
"nanme": "Fl ow'
}
] H
"streanState": |
{
"id": 0,
"nane": "D sable"
}l
{
"id": 1,
"nane": "Enabl e"
}1
{
"id": 2,
"name": "Error"
}
]

5.6.3. Get All Registered Northbound Servers

The following sample request and response uses a GET request to get all registered northbound servers.

Request Headers

« Authorization = Session ID (authorization key from login API response data)
» Accept = application/json

» Content-Type=application/json
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URI Structure

GET https://<SANnav | P>/ external -api/vl/stream servers

Request URI

GET https://10.10.10. 10/ external -api/vl/stream servers

Request Body

There is no request body.

Response Data

When the operation is successful, the response has a body similar to the following, and a “200 OK” status in the

header.
[
{
"name": "nb_server",
"kaf kaClusterUrl": "10.24.24.25:9093",
"schemaRegi stryUrl™: "http://10.24.24.25:8081",

"caPublicCertificate":

" LSOt LS1CRUdJ Ti BDRVJUSUZJQOFURSOt LSOt Ck 1J SURy ak NDQXBhZ0F3SUJBZ0I KQU50Y3FZRnl uO&X
WTUEWRONTcUdTSW z RFFFQKNSVUFNSHNA BpBSkJInTl YKQkFZVEFs VI RNUk 13RVFZRFZRUUI EQXBEW/d
4cFpt OXl i bWkoTVIFdORSWURWUVFI REFoVFI XNGAdThTI 6 W RFUgpNQThHQTFVRUNNdOI Rokp2W/dSam
y MVHhEREFL Qnd Ovk J Bc 01 BMEp UVGp Fak 1 DRUABMYWFQXd3YVZXS) Fi bl | xCk1sOHpNoDh4TnpBdVI uSnzZ
ZVkZr W MLam yVHdl aGNOTWHBA01gSTNNak V6 TnpVel doYO5Nak V3TWhJVk 1gRXoKTnpVel dgQ dNUXN
3QLFZRFZRUUd Fd0pWXpFVEL1 CRUIBMWVFQOF3S1Ey RNINnV1p2Y201cFl URVINQThHQTFVRQeCd3dJVTJ
GdUl FcHzj M VARVRBUEINTI ZCOWONQOVKeW ZM | 0TVF3dONnWJRWUVFVMREFOQLUMNHNhJ ek FoCkJInTI Z
CQULNR2X VAVIRXNT Bk VEp I XpKzZk 1UY3dMoUp5Yj JCaFpHVXVZM | OTU JQkI qQU5CZ2t xaG pRzl 3MEI
KQVFFRKFBTONBUThBTU JQk NnSONBUUVBA2pWR09haGEFei 8z2dWZnOUMBU25PVDZFZ095M2t UQLN) RXR
LYmVXMapHVNT 1 Tz ZONnk Bakt Pa2FLRj hoUyt Xe HBKanRQRWA2 TW qNDhOVWKwLdHVASUIr SnREbnt 2N1N
j dOFHanRt Vk42Cnt WerrRs ZWY'1 RURFUz VWU3 AAVWA OVKkhNa285c 01 qVmkxaVpwQlc0dl QvdzhDS2NDaVN
JdnmRSeWl5bUo4ej Ur cj UKeEVRLz FNWAz Mz Zy NI E3dy 9DV hwMIN'VoMURSRU02ZTBoQLBhRWIt Yno3TnV
zdFBRWGRpT1JzUWIOTOxXy SFQy Sgp3Q Bi LOI xOWCdUpnRXBJIbzl XaTBZOVI XW ExXWDhLdEszUWs 3aVE
2W I t SVNJaC8vMehyaEVENWIVHhNnk5QOR3Ck 1t b1J6W k4K3JuUG hR1hOTOJ TdEL YbXE1VW\gxdUEV R2d
kKY3FMOFZCR2cr TI FIREFRQUIvel V3TXpBTUINTI YKSFJNQk FnOEVBak FBTUEO RO Ex VWREAOVCL 3d RRUF
3SUzZv REFUQnMI OVKh TVUVEREFL Qrdnc k JnRUZCUWNEQVRBTgpCZ2t xaG pRzl 3MEJBUXNGQUFPQOFRRUF
pVULUT3Z2VhRTSkMBMHk4bEhaZVBy aEt GAFRUR3hSNH EUz Uz QTFpCnRUNLI FNy9CaTY1ZGFi RnmivLaDZ
wbnhRTGVMRVFz YnFFdnNue VAXbVMAdz RYNz Fr U200Vk5NS1QM\] Nnbz hmWITVKULEy Rwh2YOpaVUx| dEt
WODFOSVZBdnBgaz FVTXdGAMRUNL Yr ¢ mFVWEMy e Xk INLNFUW RN1UOS1J Sc XRI bTdwRQos Uncwel h3eHR
kKM GeTFk MEhPM dDeDYON3FXVDQyZ3ZSM Vr Sz JuNO5SQuUkwdVpLVz Mk RmNnel | 3M&Jyendi C BoVES
QeWiGhnt | MnZFZHULRTA2SkRuLzd6endpNndHKO9LLOdSVI ZpZThTS3Fr YTI 4WKhCenml qWFZj VU5GQTg
KL2t nW NDbFI 5anZt SURoc 1hYWANWUTd QoWhv WURDNEVLNEI 1Tz U4VHBaY09ZUT09C 0t LSOt RUSEI EN
FU RIRk| DQVRFLSOt LS0=",

"id'ro 1,
"connectionState": O,
"connecti onSt at eReason”: " SANnav successfully connected to Northbound

Server.,
"streanDetail s": |

{
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"streamlype": 1,
"streanmNane": "FC Port",
"streantState": O

},

{
"streanlype": 2,
"streanNanme": "Eth/G gE Port",
"streanState": 0

b,

{
"streanlype": 3,
"streamNane": "Extension Tunnel/Circuit",
"streantState": 0

b

{
"streanilype": 4,
"streamNane": "Switch",
"streanState": 0

b

{
"streaniType": 5,
"streamNane": "Fl ow',
"streantState": 0

}

5.6.4. Register the Northbound Server

The following sample request and response uses a POST request to register the northbound server.

Request Headers

 Authorization = Session ID (authorization key from login API response data)
» Accept = application/json

« Content-Type = application/json
URI Structure

PCST https://<SANnav | P>/ external -api/vl/stream

Request URI

POST https://10.10.10. 10/ external -api /vl/ stream
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Request Body

{

“caPublicCertificate":"LS0t LSICRUJJTi BDRVIJUSUZJIQOFURSOt LSOt Ck 1J SURy ak NDQXBhZOF3S
UJBZ0I KQU50Y3FZRnl uOEWTUEWRONTc UdTSW z RFFFQkN3VUFNSHN4 B pBSkJIn Tl YKQKFZVEFsVI RNU
k13RVFZRFZRUU EQXBEW/d4cFpt OXl i bWwkoTVIFdOR3WURWUVFI REFoVFI XNGATh Tl 6W RFUgpNQThHQ
TFVRUNNndOI Rbkp2W/dSam y MHhEREFLQrd Ovk J Bc 01 BVEp UVGpFak 1 DRUIBMYWIFQXA3YVZXS) Fi bl | xC
k1sCHpNbDh4TnpBdVI uSnZZMkZr W Mlam yMHdI aGNOTWHBA01qSTNNakV6 TnpVel doYO5NakV3TWhJIM
k1gRXoKTnpVel dgQ dNUXN3QLFZRFZRUUdFdOpW/XpFVELCRUIBMWVFQIF3S1EYRnNhV1p2Y201cFl UR
VINQThHQTFVRQ Cd3dJIVTIGIU FcHZj M VARVRBUEINTI ZCQWONQOVKeW y Rt ZM | 0TVF3dONnWURWJ
VFMREFOQLUWMNHhJ ek FOCKkINnTI ZCQULNR2X VAVRXNT Bk VEp M XpKZk 1UY3dMoUp5Yj JCaFpHVXVZM | OT
U JQkI qQUSCZ2t xa& pRzl 3MVElI KQVFFRKFBTONBUThBTU JQkNnSONBUUVBA2pWR09haGhFei 8z2dWZnO
UMBU25PVDZFZ095M2t UQLN] RXRLYmvVXMampHVITT 1Tz ZONnk Bakt Pa2FLR) hoUyt XeHBKanRQRWE2TW gN
DhOoVkwldHVASUJr SnREbnt 2N1N dOFHanRt Vk42Cnt WenRs ZWy'1 RURFUz VWU3 AAW/d OVvkhNa285c¢ 0l gV
nxxaVpwQrc0dl QvdzhDS2NDaVNJdnRSeWl5bUo4ej Ur cj UKeEVRLzZ FNWMz Mz Zy Nl E3dy 9DV hwiM'VoM
UR5RU02ZTBoQLBhRWIt Yno3TnVz dFBRWGRpT1JzUWIOTOxy SFQy Sgp3Q Bi LOI xOWCdUpnRXBJbzl Xa
TBZOVI XW ExWDhLdEszUWs3aVE2W | t SVNJaC8vMchyaEVENWIVbnk5QOR3Ck 1t b1J6W k4K3JuUd hR
1hOTO0JTdE1YbXE1VWIXxdUEVR2dk Y3FMOFZCR2cr TI FIREFRQUIvel V3TXpBTUINTI YKSFJINQk FmOEVBa
k FBTUEO RO EX VAREA 0VCL 3d RRUF3 SUZv REFUQTI Ovk h TVUVEREFL Qridnc k J nRUZCUVNEQVRBTgpCZ2t xa
G pRzl 3MEJBUXNCQUFPQUFRRUFpVULUT3Z2MnRTSkM3MHk4bEhazVBy aEt GAFRUR3hSNH EUz Uz QTFpC
NRUNLI FNy9CaTY1ZGF RmvLaDZwbnhRTAGWMRVFz YnFFdmNue VAXbVIVAdz RYNz Fr U200MK5NS1QMYj Nnb
zhmATVKULEy Rvh2YOpaVUx | dEt WODFOSVZBdnBgaz FVTXdGAMRUNLYr c mFWEMy e Xk INLNFUW RNLUOS
1JScXRlI bTdwRQps Uncwel h3eHRKM=Ge TFk MEhPM dDe DYON3FXMDQyZ3ZSM Vr SzJuN05SQUKwdVpLV
zMkRm\nel | 3M&Jyendi C BoVE9QeWiGhnt | MhZFZHULRTA2SkRuLzd6endpNndHKO9LLOdSVI ZpZThTS
3Fr YTI 4WKhCem gWFZj VUSGQTgKL2t nW NDbFI 5anZt SURoc 1h YWANWUTd QoVWhv WURDNEVINEI 1TzU4V
HBaY09ZUT09Ci 0t LSOt RUSEI ENFUI RIRk| DQVRFLS0t LS0=",

"kaf kaClusterUrl": "10.24.24. 25:9093",

"nane": "nb_server",

"schemaRegi stryUrl: "http://10.24.24.25:8081"

}

Response Data

When the operation is successful, the response has a message body similar to the following, and a “201 Created”

status in the header.

"name": "nb_server",
"kaf kaClusterUrl": "10.24.24. 25: 9093",
"schemaRegi stryUrl": "http://10.24.24.25:8081",

"caPublicCertificate":
" LSOt LS1CRUdAJTi BDRVJUSUZJ QOFURSOt LSOt Ck1JSURyak NDQXBhZ0OF3SUJBZ0Il KQU50Y3FZRnl uO&9
WTUBEWRONTcUdTSW z RFFFQKN3VUFNSHNA BpBSkJInTl YKQkFZVEFsVI RNUK 13RVFZRFZRUUI EQXBEW/d
4cFpt OXl i bWkoTVIFdORSWURWUVFI REFoVFI XNGAThTI 6 W RFUgpNQThHQTFVRUNNAOI Rokp2W/dSami
y MHhEREFLQrd OVk J Bc 01 BVEp UVGpFak 1 DRUABMVYWIFQXd3YVZXS) Fi bl | xCk1sOHpNbDh4TnpBdVI uSnZ
ZMkZr W MLan yVHdI aGNOTWBd01gSTNNak Ve TnpVel doYO5Nak V3TWJIM1gRXoKTnpVel dqQ dNUXN
3QLFZRFZRUUdFdOpW/XpFVEL CRUIBMVWFQIF3S1EyRnNhV1p2Y201cFl URVINQThHQTFVRQpCd3dJVTJ
GdU FcHzZj M VARVRBUEJINTI ZCQMONQVKeW yRnt ZM | 0TVF3d0NnWJRWUVFVREFOQL UmMNHhJ ek FoCk J
NTI ZCQULNR2X VAVNRXNT BK VEpmT XpKZk 1UY3dMoUp5Yj JCaFpHVXVZM | 0TU JKI qQU5CZ2t xaG pRzl
3MVElI KQVFFRKFBTONBUThBTU JQkNnSONBUUVBd2pWR09haGEFei 8zdWZnOUNBU25PVDZFZ095M2t UQLN
| RXRLYmVXMMpHVE 1 Tz ZONmx Bakt Pa2FLR] hoUyt XeHBKanRQRW2TW qNDhOVWwLdHW SUJr SnREbmt
2N1N dOFHanRt Vk42Cnt WemRs ZWy'1 RURFUz VWU3 A4W/d OVKkhNa285c 0l qVnkxaVpwQrc0dl QvdzhDS2N
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DaVNJdnRSeWi5bUo4ej Ur ¢j UKeEVRLZ FNVWWz Mz Zy Nl E3dy 9DV hwMTVoMURSRU02ZTBoQLBhRWIt Yo
3TmMVzdFBRWGRpT1Jz UM OTOXY SFQy Sgp3Q Bi LOI xOWWCUpnRXBJIbzl XaTBZOVI XW ExWDhLdEsz UV
3aVE2W | t SVNJaC8vMehyaEVENWIVbnk5QOR3Ck 1t b1J6W k4K3JuUG hRLhOT0J TdELYbXEL VWX dUE
vR2dk Y3FMOFZCR2cr TI FIREFRQUIVel V3TXpBTUINTI YKSFJINQk FnOEVBak FBTUEOROEX VWREAOVCL 3d
RRUF3SUZv REFUQTH Ovk h TVUVEREFL Qdnc kJ nRUZCUMNEQVRBTgpCZ2t xaG pRzl 3MEJBUXNGQUFPQOF
RRUFpVULUT3Z2MnRTSkMBMHk 4bEhaZVBy aEt GdFRURBhSNHI EUz Uz QTFpCnRUNLI FNy90aTY1ZGFi RV
LaDZwbnhRTGVRVFz YnFFdniNue VAXbVMAdz RYNz Fr U200Mk 5NS1QWMN Nnbz hmATVKUL Ey Rwh2 YOpa VUx
| dEt WODFOSVZBdnBgaz FVTXdGWIRUNLYr ¢ nFVWEMy e Xk 1NLNFUW RNL1U0S1J ScXRI b TdwRQps Uncwel h
3eHRK M3 Ge TFKMEhPM dDeDYON3FXMDQyZ3ZSM Vr SzJuN05SQUkwdVpLVzMkRnel | 3MGlyendi O B
0VE9QeWIGont | MhZFZHULRTA2SkRuLzd6enmdpNndHKO9LLOdSVI ZpZThTS3Fr YTI 4WKhCem qWFZj VUS
GQTgKL2t nW NDbFI 5anZt SURoc 1hYWiNWUTdQbWhv WURDNEVLNE! 1Tz U4VHBaY09ZUTO09Gi Ot LSOt RUS
El ENFU RJRk| DQVRFLSOt LS0=",

"id'ro1,
"connectionState": O,
"connecti onSt at eReason”: " SANnav successfully connected to Northbound
Server.",
"streamDetail s": [
{

"streaniType": 1,
"streamNane": "FC Port",
"streantState": O

b,

{
"streanilype": 2,
"streamNane": "Eth/ G gE Port",
"streantState": 0

},

{
"streamlype": 3,
"streanmNane": "Extension Tunnel/Crcuit",
"streanState": 0

b,

{
"streanlype": 4,
"streamNane": "Switch",
"streantState": 0

},

{
"streanlype": 5,
"streanmNane": "Fl ow',
"streanState": 0

}

5.6.5. Get the Registered Northbound Server

The following sample request and response uses a GET request to get the registered northbound server.

Request Headers

 Authorization = Session ID (authorization key from login API response data)
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» Accept = application/json

» Content-Type = application/json
URI Structure

GET https://<SANnav | P>/ external -api/vl/ stream servers/<Server |D>

Request URI

GET https://10.10.10. 10/ external -api/vl/ stream servers/1
Request Body
There is no request body.

Response Data

When the operation is successful, the response has a body similar to the following, and a “200 OK” status in the

header.
{
"name": "nb_server",
"kaf kaClusterUrl": "10.24.24. 25: 9093",
"schemaRegi stryUrl": "http://10.24.24.25:8081",

"caPublicCertificate":
" LSOt LS1CRUdJ Ti BDRVJUSUZJQOFURSOt LSOt Ck 1J SURy ak NDQXBhZ0F3SUJBZ0I KQU50Y3FZRnl uO&Xd
WTUEWRONTc UdTSW z RFFFQkN3VUFNSHNA BpBSkJInTl YKQkFZVEFsVI RNUk 13RVFZRFZRUUI EQXBEW/d
4cFpt OXl i bWkoTVIFdORSWURWUVFI REFoVFI XNGAThTI 6 W RFUgpNQThHQTFVRUNNdOI Rbkp2W/dSam
y VHhEREFL Qrd Ovk J Bc 01 BMEp UVGpFak 1 DRUIBMWIFQXd3YVZXS]j Fi bl | xCk1sOHpNbDh4TnpBdVI uSnZ
ZVkZr W MLam yVHdI aGNOTWBA01gSTNNak V6 TnpVel doYO5Nak V3TWhJMKk 1gRXoKTnpVel dgQ dNUXN
3QLFZRFZRUUd FdOpW/XpFVEL CRUdBMYWFQOF3S1Ey RNNhV1p2Y201cFl URVINQThHQTFVRQpCd3dJVTJ
GdU FcHZj M VARVRBUEJINTI ZCQMNQOVKeW ZM | 0TVF3dONnWIRWUIVFVREFOQLUMHhJ ek FOCkInTI Z
CQULNR2X VAVRXNT BK VEp M XpKZk 1UY3dMoUp5Y] JCaFpHVXVZM | 0TU JGkI qQUSCZ2t xaG pRzl 3MEI
KQVFFRKFBTONBUThBTU JQkNnSONBUUVBd2pWR09haGhFei 8zdWZnOUVBU25PVDZFZ095M2t UQLN) RXR
LYmVXMapHVNT 1Tz ZONnmk Bakt Pa2FLRj hoUyt Xe HBKanRQRW62 TW qNDhOVWKwLdHVASUIr SnREbnt 2N1N
j dOFHanRt Vk42Cnt WenrRs ZWY1 RURFUz VWU3 AAWA OMKkhNa285c 01 qVmkxaVpwQTc0dl QvdzhDS2NDaVN
JdnmRSeWl5bUo4ej Ur cj UKeEVRLz FNWMz Mz Zy NI E3dy 9DV hwMIN'VoMURSRU02ZTBoQLBhRWIt Yno3TnV
ZdFBRWGRpT1Jz UWIOTOXY SFQy Sgp3Q Bi LOI xOWCdUpnRXBJbzl XaTBZOVI XW ExWDhLdEsz UV 3aVE
2W | t SVNJaC8vMchyaEVENWIVbnk5QOR3Ck 1t b1J6W k4K3JuUd hR1hOTOJTAELYbXE1VWgxdUEV R2d
kKY3FMOFZCR2cr TI FJREFRQUIvel V3TXpBTUINTI YKSFJINQk FnmOEVBak FBTUEOROEx VWREJOVCL 3d RRUF
3SUzZv REFUQNd OVKk hTVUVEREFL Qndnck JnRUZCUMWNEQVRBTgpCZ2t xaG pRzl 3MEJBUXNGQUFPQOFRRUF
pVULUT3Z2MhRTSkMBMHk4bEhaZVBy aEt GAFRUR3hSNH EUz Uz QTFpCnRUNLI FNy9QaTY1ZGFi RnvLaDZ
wonhRTGVARVFz YnFFdmNue VAXbVMAdz RYNz Fr U200Mk5NS1QM] Nnbz hmATIVKULEy Rvh2YOpaVUx | dEt
WODFOSVZBdnBgaz FVTXdGATRUNLYr ¢ nFWEMy e Xk INLNFUWI RNLUOS1J Sc XRI b TdwRQ@rsUncwel h3eHR
kM GeTFk MEhPM dDeDYON3FXMDQyZ3ZSM Vr SzJuNO5SQUkwWAVpLVz Mk RmNnel | 3M&yendi C BoVE9
QeWiGhnt | MhZFZHULRTA2SkRuLzd6endpNndHKO9LLOdSVI ZpZThTS3Fr YTI 4WKhCenml qWFZj VUSGQTg
KL2t nW NDbFI 5anZt SURoc1hYWANWUTd QoWhv WURDNEVLNEl 1Tz U4VHBaY09ZUT09C 0t LSOt RUSEI EN
FU RIRKI DQVRFLSOt LS0=",

"id":o 1,

"connectionState": O,

"connectionSt at eReason”: " SANnav successfully connected to Northbound
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Server.,
"streamDetails": [

{
"streanlype": 1,
"streamNane": "FC Port",
"streanState": 0

}

{
"streanlype": 2,
"streamName": "Eth/G gE Port",
"streantState": 0

b

{
"streanlype": 3,
"streamNanme": "Extension Tunnel/Circuit",
"streantState": 0

}

{
"streanlype": 4,
"streamNane": "Switch",
"streantState": 0

b

{
"streanlype": 5,
"streanmNane": "Fl ow',
"streantState": 0

}

]
}

5.6.6. Enable or Disable a Stream

The following sample request and response uses a PUT request to enable or disable a stream.

Request Headers

« Authorization = Session ID (authorization key from login API response data)
» Accept = application/json

» Content-Type = application/json
URI Structure

PUT https://<SANnav | P>/ external -api/vl/ stream servers/<Server |D>/streans

Request URI

PUT https://10.10.10. 10/ external -api/vl/ stream servers/1/streans

Request Body
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For enabling stream:

{

"streamlype": 2,
"streamAction": 1

}

For disabling stream:

{

"streamlype": 2,
"streamAction": O

}

Response Data

When the operation is successful, the status code “200 OK” displayed in the body header.

5.6.7. Remove the Northbound Server

The following sample request and response uses a DELETE request to remove the northbound server.

Request Headers

 Authorization = Session ID (authorization key from login API response data)
» Accept = application/json
» Content-Type = application/json

URI Structure

DELETE https://<SANnav | P>/ external -api/vl/strean servers/<Server |D>

Request URI

DELETE https://10.10. 10. 10/ external - api / vl/ strean servers/1
Request Body
There is no request body.

Response Data

When the operation is successful, the status code “200 OK” displayed in the body header.
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5.7. Python Examples

This section provides a couple of Python script examples for using the SANnav REST API modules.

You can execute the Python scripts, using the following command, from your Linux terminal.

pyt hon <python_scri pt nane. py> <SANnav_MP_ Server _| PAddr ess> <SANnav_User _Nanme>
<SANnav_passwor d>

5.7.1. Retrieving a List of Fabrics

Use the following Python script example to retrieve a list of fabrics in your AOR.

i mport requests
i mport json
i mport argparse

def | ogin(username, password, sannav_ip):
| ogi n_api _headers = {' Content-type': "application/json', 'usernane':
user nane, 'password': password}
resp = requests. post(url="https://{0}/external -
api /vl/login/'.format(sannav_ip), headers=l ogi n_api headers,
veri fy=Fal se)

assert resp.status_code == 200, 'Session ID failed to generate with
error code: {0}'.format(resp.status_code)

session_id = json.| oads(resp. content.decode())

return session_id

def | ogout(session_id, sannav_ip, header):
| ogout = requests. post(url="https://{0}/external -
api /vl/ 1l ogout/"'.format(sannav_i p), headers=header,
veri fy=Fal se)
assert |ogout.status_code == 200, 'Failed to logout with error code:
{0}'.format (resp. status_code)

def getfabrics(sannav_ip, session_id, header):
header = {' Authorization': session_id['sessionld ], 'Content-type':
"application/json'}
fabric_list = requests.get(url="https://{0}/external -
api /vl/ di scovery/fabrics/'.format(sannav_ip), headers=header
veri fy=Fal se)

assert fabric list.status code == 200, 'Failed to fetch the fabric with
error code: {0}'.fornmat(
fabric_list.status_code)
all _fabrics = json.loads(fabric_list.content.decode())
return all _fabrics
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if __name__ =="'__min__

Barser = argparse. Argunent Par ser (descri pti on=' Fetchin the SANnav
details')

parser.add_argunment (' I P, netavar="ip', type=str, hel p=' SANnav | P")

par ser.add_argunent (' User', netavar='usernane', type=str, hel p='" SANnhav
usernane')

par ser.add_ar gunent (' Password', netavar='password', type=str, hel p=' SANnav
password')

args = parser.parse_args()

sannav_ip = args.|P
usernane = args. User
password = args. Password

try:
###Fet chi ng the session | d####
session_id = | ogi n(user name=user nane, passwor d=password,
sannav_i p=sannav_i p)

header = {' Authorization': session_id['sessionld ], 'Content-
type': 'application/json'}

#H####Fet ching the discovered fabric |ist####
all _fabrics = getfabrics(sannav_i p=sannav_i p,
sessi on_i d=session_id, header=header)
print('Fabric list: {0}'.format(all _fabrics['Fabrics']))
except Exception as e:
print('Failed with exception: {0}'.format(e))

finally:
#H####L09gi ng out the SANnav######
print('Logogi ng out the session')
| ogout (sessi on_i d=sessi on_id, sannav_i p=sannav_i p, header =header)

5.7.2. Retrieving a List of Events

Use the following Python script example to retrieve a list of events from the last two hours.

i mport requests
i mport json
import tine
i mport argparse

def | ogin(username, password, sannav_ip):
| ogi n_api _headers = {' Content-type': "application/json', 'usernane':
user nane, 'password': password}
resp = requests. post(url="https://{0}/external -
api /vl/login/'.format(sannav_ip), headers=l ogi n_api headers,
veri fy=Fal se)
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assert resp.status_code == 200, 'Session ID failed to generate with
error code: {0}'.format(resp.status_code)

session_id = json.loads(resp.content.decode())

return session_id

def | ogout(session_id, sannav_ip, header):
| ogout = requests.post(url="https://{0}/external -
api /vl/1ogout/'.formt(sannav_ip), headers=header,
verify=Fal se)
assert |logout.status_code == 200, 'Failed to |ogout with error code:
{0}".format (| ogout . status_code)

def event payl oad( next Pagel ndex=None, startlndex=None, pageSi ze=None,
start Ti nre=None, endTi ne=None,
category_type=[], excludedEvents=[], includedEvents=[],
event ProductDetai |l s=[]):
payload = {'filters': filterpayl oad(category_type, excludedEvents,

i ncl udedEvents),

"startlndex': startl ndex,

' pageSi ze' : pageSi ze,

"startTine' : startTine,

"endTi ne': endTi ne,

"event ProductDetails': eventProductDetails

}
return json.dunps(payl oad)

def filterpayl oad(category_type, excludedEvents, includedEvents):

payl oad = {}
filter = 1]
filter_json = {}
categories = {}
if len(category_type) > O:

for type in category_ type:

for k, vin type.itens():
categories[k] = v

filter json['categories'] = categories
filter_json['excludedEvents'] = excl udedEvents
filter_json['includedEvents'] = includedEvents
filter.append(filter_json)

payload = {'filter': filter}
return payl oad

def getevents(sannav_i p=None, session_i d=None, header=None, startTi ne=None,
endTi mre=None, filters=None, pageSi ze=500,
startlndex=0, category type=[], excludedEvents=[],

i ncl udedEvents=[]):

payl oad = event payl oad(startTi ne=startTi me, endTi ne=endTi ne,
pageSi ze=pageSi ze, startlndex=startl| ndex,

category_type=cat egory_type,
excl udedEvent s=excl udedEvent s,
i ncl udedEvent s=i ncl udedEvent s)

Broadcom

SANnav-211x-REST-API-RM100
72



Brocade SANnav Management Portal REST API and Northbound Streaming Reference Manual, 2.1.1x

events = requests.post(url="https://{0}/external -
api/vl/fault/events/'.format(sannav_ip), data=payl oad,
header s=header, verify=Fal se)

assert events.status_code == 200, 'Failed to fetch the events with error
code: {0}/{1}'.format(
events, events.content)

all _events = json.| oads(events. content.decode())
return all _events

if _name__ =="'_min__":

Barser = ar gparse. Argunent Par ser (descri pti on=' Fet chi n t he SANnav
details')

parser.add_argunment (' I P, netavar="ip', type=str, hel p=' SANnav | P")

par ser.add_argunent (' User', netavar='usernane', type=str, hel p=' SANnav
usernane')

par ser.add_ar gunent (' Password', netavar='password', type=str, hel p=' SANnav
password')

args = parser.parse_args()

sannav_ip = args.IP
usernane = args. User
password = args. Password
endtime = int(tine.tinme())
starttinme = endtine - 7200

###Fet ching the session id & header ####

session_id = | ogi n(user name=user nane, passwor d=password,
sannav_i p=sannav_i p)

header = {' Authorization': session_id['sessionld ], 'Content-type':
"application/json'}

#####Fet chi ng the event s####
try:
all _events = getevents(sannav_i p=sannav_i p,
sessi on_i d=sessi on_id, header=header,
start Ti me=' {0}000' . format (starttine),
endTi me=' {0} 000" . f ormat (endti ne))
print("All Events: {0}'.format(all_events))
except Exception as e:
print (' Exception :{0}'.format(e))

finally:
#H####H##L09gi ng out the SANnav##H####
print('Logging out the session')
| ogout (sessi on_i d=session_id, sannav_i p=sannav_i p, header =header)
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Chapter 6. Revision History

6.1. SANnav-211x-REST-API-RM100; 18 December 2020

» Added Gen 7 platform support to the "Overview" and "Northbound Streaming" chapters.
* Renamed the "Examples" chapter to "Sample Requests and Responses."

» Added the "Python Examples" section to the "Sample Requests and Responses"” chapter.
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