NETWORK MANAGEMENT

Brocade Network Advisor Features Brief
for Data Center Networks

Brocade Network Advisor is the industry’s first unified management
solution across data, storage, and converged networks. This document
highlights Data Center management features within Brocade Network
Advisor that simplify infrastructure management with the performance
and scalability required in the world's leading data centers.
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INTRODUCTION

What is Brocade Network Advisor?

Today’s IT organizations are under pressure to reduce costs, free up resources, and accelerate the introduction
of private, public, and hybrid clouds for service delivery. Many are standardizing their operational processes and
policies and are seeking ways to more proactively address availability and performance issues. During this
transition, the network is increasingly becoming a focus area for reducing unexpected downtimes and ongoing
operational costs, while also enabling greater IT and business agility.

Brocade® Network Advisor greatly simplifies daily operations while improving the performance and reliability of
the overall Storage Area Network (SAN) and IP networking environment. This software management tool offers
flexible and proactive SAN/IP network performance analysis, in addition to IP network configuration change
deployment and monitoring for compliance. Brocade Network Advisor supports Fibre Channel SANs, including 16
Gbps platforms, Layer 2/3 IP networks (including those running Brocade VCS® Fabric technology), wireless
networks, application delivery networks, and Multiprotocol Label Switching (MPLS) networks for service
providers.

Brocade Network Advisor is the next-generation management platform, designed to address the current
technology trends in the data center, such as virtualization, convergence, and cloud computing. With Brocade
Network Advisor, organizations can reduce operational expenditures by leveraging the same management
solution across different environments, including data center, enterprise campus, and service provider networks.
This enables better coordination between storage and data networking administrators for provisioning,
troubleshooting, and reporting. Similarly, organizations can manage wired and wireless enterprise campus
networks within a single management application—propagating security and access policies across the entire
enterprise and immediately quarantining any malicious activity. Brocade Network Advisor is built upon the
existing Brocade management solutions, leveraging the best of Brocade Data Center Fabric Manager (DCFM")
and Brocade IronView" Network Manager (INM). This enables Brocade to protect customer investments with a
smooth migration to Brocade Network Advisor from their current products.

Brocade Network Advisor provides several key capabilities:

* Presents a customizable at-a-glance summary of all discovered Brocade devices and third-party IP devices,
including inventory and event summary information used to proactively identify problem areas and help
prevent network downtime (see Figure 1).

* Enables performance management by providing customizable dashboards and historical data visibility.
* Supports the needs of different network teams by providing full Role-Based Access Control (RBAC).
* Supports troubleshooting use cases with rapid navigation to identify problem areas.

* Provides VMware vCenter and Microsoft System Center Operations Manager (SCOM) virtual infrastructure
administrators with visibility into SAN and IP networks.

* Provides network administrators with visibility into VMware Virtual Machines (VMs).

* Provides comprehensive SAN management features, such as firmware management and technical
supportSave via Secure File Transfer Protocol (SFTP)/Secure Copy (SCP), bottleneck detection, increased
scale per Brocade Network Advisor instance, SFP historical trending support, FICON Port Decommissioning
Boot Logical Unit Number (LUN) zoning, bulk port configuration, and reporting for adapters.

* Provides comprehensive IP management features, such as VCS fabric management, CLI Manager
parameterization, customizable configuration policy management, IP telemetry configuration support for
Brocade MLX® Policy-Based Routing (PBR), and unified management for campus wired and wireless networks.

* Enables management of MPLS services.

* Manages Brocade application delivery switches, Virtual IP (VIP), Secure Sockets Layer (SSL) certificates, and
Global Server Load Balancing (GSLB).
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Brocade Network Advisor Highlights

* Reduces Total Cost of Ownership (TCO) by providing proactive performance and troubleshooting capabilities
across SANs and IP networks.

¢ Simplifies operations by enabling standardized network configuration policies.
* Accelerates data center automation through enhanced support for Brocade VCS Fabric technology.

* Centralizes campus network management of both wired and wireless networks by providing a unified
management interface.

* Integrates seamlessly with industry-leading hypervisors and management solutions from Microsoft, VMware,
EMC, HP, and IBM, maximizing the value of IT investments.

Brocade Network Advisor simplifies virtual, cloud, and physical infrastructure management with the performance
and scalability required in the world’s leading dynamic data centers. This document highlights some of the key
features that help users easily manage their SAN IP data center network environment.

Brocade Network Advisor for Data Center Networks 6 of 80
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Brocade Network Advisor for the Data Center

As a trusted data center infrastructure partner, Brocade is helping organizations worldwide transform their data
centers to reach the next level of performance, scalability, end-to-end connectivity, and ease of use. Our
products and services help organizations scale their infrastructure to manage and protect their digital data
assets, improve the performance of the applications that create business value, and ensure that users and
applications are always connected to their data. From this vantage point in the data center environment, it is
our mission and responsibility to build and support a data center fabric connecting users and applications to
their data.

For data center administrators looking to simplify their network management and to consolidate tools for their
virtual, cloud, or physical infrastructure, Brocade Network Advisor delivers the industry’s only comprehensive
unified easy-to-use management application across Brocade SAN and IP networks with end-to-end network
visibility from a single application. The Brocade data center architecture provides a blueprint for building a cost-
effective data center with products, services, and partner alliances that reduce the complexity of connecting,
accessing, protecting, migrating, and storing data for applications and users.

As demand for administrative resources continues to rise, Brocade Network Advisor provides time-saving tools
that help automate repetitive tasks through the use of intuitive wizards. Using Brocade Network Advisor,
organizations can automatically discover Brocade IP switches and routers, application delivery switches, and
SAN and Fibre Channel over Ethernet (FCoE) switches. In addition, IT administrators can easily configure and
deploy group policies and archive configurations, all of which greatly reduce administration overhead and
simplify management.

Brocade Network Advisor for Data Center SAN Networks

The comprehensive data center SAN fabric management features of Brocade Network Advisor include
configuring, monitoring, and managing the Brocade DCX" Backbone, as well as Brocade directors, routers,
switches, Host Bus Adapters (HBAs), and Converged Network Adapters (CNAs). Brocade Network Advisor also
helps organizations discover, monitor, and manage converged FCoE network environments. In addition, Brocade
Network Advisor provides comprehensive Layer 2 configuration, with easy-to-use Data Center Bridging (DCB)
interface administration, FCoE port and trunk configurations, and Quality of Service (QoS).

Data Center Management Highlights

¢ Configuration, monitoring, and optimization of Fibre Channel over IP (FCIP) tunnels across WAN links,
including support for the Brocade 7800 Extension Switch and Brocade FX8-24 Extension Blade

* Comprehensive support for Fibre Channel routing, including configuration, zoning, visualization, analysis, and
troubleshooting tools

* Unified data center fabric management, which extends scope of management from individual switches and
directors to pools of physical servers and storage that leverage data center virtualization technologies

* An intuitive interface to help manage virtualized network environments

* Simplified management of physical and virtual data center infrastructure, to expose policy-based fabric
services such as Adaptive Networking and data-at-rest encryption services

* Open standards interfaces that simplify integration with Brocade server, storage, and infrastructure
management partner frameworks: VMware vCenter, Microsoft SCOM, and IBM Tivoli/Systems Director

* Advanced replication capabilities that enable organizations to capture, back up, and compare switch
configuration profiles

* The ability to edit zone information and preview its impact without affecting production fabrics

¢ FICON’" and cascaded FICON environment configuration and management along with powerful analysis and
diagnostic facilities
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SIMPLIFIED MANAGEMENT FOR SAN AND IP NETWORKS

Built on a standards-based architecture, Brocade Network Advisor manages thousands of devices across
different types of environments. Organizations can reduce operational expenditures by leveraging the same tool
in different deployment scenarios or for future network expansion needs in other parts of the enterprise.

The Brocade Network Advisor unified management features for both storage and IP networks include:

* Intelligent, customizable dashboard and easy-to-use interface. The dashboard presents an at-a-glance
summary of all discovered Brocade devices and third-party IP devices, including inventory and event summary
information used to identify problem areas and help prevent network downtime. In addition to the dashboard,
the Brocade User Interface (Ul) team delivered a consistent and intuitive user experience across the entire
interface.

* User management. Allows flexible definitions of administrator roles and responsibilities with RBAC for both
SAN and IP management.

* Event management. The powerful Event Manager helps troubleshoot network-related issues. It receives
Simple Network Management Protocol (SNMP) traps and syslog events messages for reporting, analysis,
monitoring, and remediation. The trap forwarding feature allows Brocade Network Advisor to filter SNMP traps
and send them to third-party applications that are capable of managing events from multiple vendors.

* Automated Call Home. The Call Home feature automatically collects diagnostic information in response to
predefined and user-defined events and sends notifications to technical support organizations for faster fault
diagnosis, isolation, and remote support operations.

Intelligent Dashboard and Easy-to-Use Interface
The main desktop consists of three tabs, each of which contains its own menu structure and toolbar:

¢ Dashboard. SAN, IP, Host and Events Summary Widgets
* SAN. Fabric and Host Management

¢ |P. IP Products and Host Management

++ Network Advisor 12.0.0

Server Vww Hep

N 55 L

Doshboard | SAN | P

Figure 1. Brocade Network Advisor tabs.
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Visibility of the SAN and IP tabs are controlled by the active licensing option, which determines if the product
displays all three tabs, the Dashboard and SAN tabs only, or the Dashboard and IP tabs only.
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Figure 2. Brocade Network Advisor main dashboard.
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Figure 3. Dashboard drill-down.

Dashboard widget items are selectable. Just double- or right-click the widget item, and additional information
and options are displayed within the dashboard. You can access graphs, tables, reports, network properties,
and topology information for devices or ports without having to go back to the main file menu.
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The Server menu and Help menu are the same, regardless of the active tab being displayed (Dashboard, SAN,
or IP). Additional menu options are dependent on the active tab. Access to various main menus in the Brocade
Network Advisor main window is dictated by RBAC privileges and product licenses.

»3% Network Advisor 12.0.0

Server | View Help

Users L ety By [
User Profile = - lj
Active Sessions h | IP |
Server Properties
Options

Figure 4. Common menus.

Dashboard Tab

The Dashboard presents an at-a-glance summary of all discovered Brocade devices and third-party IP devices,
including the performance, inventory, and event summary information used to identify and debug problem areas
and help prevent network downtime. The network visibility that the Dashboard provides to all administrators
helps reduce operation silos. The Dashboard also provides several features that help administrators quickly
access reports, device configurations, and system logs. For reference, these dashboard snapshots can be
printed or exported as a PNG file.

As soon as the Brocade Network Advisor server is fully started, system-defined collectors begin collecting
information for predetermined product and port level measures for all the discovered devices. The information
collected by these collectors can be displayed in the main Dashboard. Also, there is a performance Dashboard
that can be configured to provide customized views of specific parameters used for performance troubleshooting
or proactive monitoring use cases.

The Dashboard is accessible by all users, but users can only view devices that they are authorized to manage.
The widgets that appear in the Dashboard are determined by software license, and the information that
populates in the widgets is determined by a user’s permissions and Areas of Responsibility (AORs).

Widgets

The Dashboard contains over forty different widgets covering various network device and port measures across
SAN, IP, and wireless networks. The widgets are customizable, and users configure them to show Top/Bottom N
Monitors, Time Series Monitors, Distribution Monitors, or Performance Monitors. Most widgets allow users to
drill down on specific aspects of the widget to reveal additional information. Users can leverage out-of-box,
default dashboard configurations or create customized views of specific widgets.
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Figure 5. Performance dashboard widget selection.
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The product status widget, SAN Operational Status, and IP Reachability Status display a pie chart representing
the status of the products. The status is color-coded, and a color legend displays below the pie chart. For
example, if no offline devices are detected, the color red (representing unreachable) does not display in the
chart or in the legend. When a user scrolls over a section of the pie chart, a tooltip is displayed that contains
the name of the category, number of items in the category, and the percentage of items in that specific
category. Users can also double-click a pie wedge in the IP Reachability Status widget to display a filtered view
of the selected devices in the Network Objects view of the IP tab.

& SAN Operational Status Aox

B Healthy * Marginal M Down M Not Reachable

Figure 7. SAN Operational Status widget.

The inventory widgets, SAN Inventory and IP Inventory, display a bar graph that depicts the current state of all
discovered products. A color legend displays at the bottom of the bar graph. The product inventory shown is
grouped by product family. Users can double-click a bar in the IP Inventory widget to display a filtered view of the
selected devices in the Network Objects view of the IP tab.

== SAN Inventory AOX —= Pinventory aox

o 1 2 3 4 5 6 7 8 9 10 11 12 0 1 2 3 4 5

o2 Bigiron RX (3]
Fastiron Workgroup Swit

4900(2) FCXISTK 3]

XIFWSX (5]
5000 [12] ' FGSFLSISTK [5]

Netiron 2000 [2]

48000[2) Netlron XMRMLX [4]

Serverlron [1]
200E [1]
Turbolron [1]

W Healthy ~ Marginal M Down M Not Reachable

W Reachable

Figure 8. SAN and IP inventory widgets.

The Event widget displays a stacked bar graph to indicate the number of events, by severity level, for the
following time ranges: This Hour, Last Hour, Last 24 Hours, Last 7 Days, or Last 30 Days. Users can change
the time range for the events to include in the display. Users can double-click a bar in the Events widget to
review a pop-up HTML report (using the user’s default browser) that displays corresponding events for the
selected category.
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Figure 9. Events widget.

The Status widget lists the number of products managed by Brocade Network Advisor and the number of events
within the selected event time range. The widget also shows various Brocade Network Advisor IP management
processes and their current state. Every minute, the Status widget polls the status; if there is a change in
status, the widget automatically updates.

@Stsms A0x

Fabrics 1

SAN Switches 30

Hosts 0

Events 544 (This Hour)

IP Products 97

sFlow Inactive (0 Products, 0 Ports)
IP Discovery Status Running

Figure 10. Status widget.

Discovery

If an IP or SAN device is not discovered (No Products Present), a Discover link displays on the Dashboard,
providing access to the Discover Setup dialog box.
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Figure 11. Discover Setup dialog box.
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SAN Tab

The SAN tab is a portal to application functionality. The SAN tab displays a product list on the left, a
Connectivity Map in the center, and a Master Log, legend, and Minimap at the bottom. Status icons are
overlaid on product icons; the “worst-case” status is rolled up to closed objects on the product list to
ensure that they are flagged.

NOTE: Access to main menus in the Brocade Network Advisor main window is dictated by RBAC privileges and
product licenses.

When no SAN devices are discovered, the SAN topology is left blank.
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Figure 12. SAN tab (no discovered devices).

When SAN devices are discovered, the SAN topology is populated.
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Figure 13. SAN tab (discovered devices).
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Connectivity Map

The look and feel of the Connectivity Map is user-configurable and scrollable, and it:

* Displays physical and some logical connectivity of SAN products

* Includes fabrics, switches, hosts, and storage groups

¢ Displays connection and product flyovers with additional user-configurable information

* Streamlines icon display: one for switches and one for directors/backbone platforms

The toolbar (to the right of the map) contains global map zooming and group collapsing functions.

Master Log

The Master Log displays at the bottom of the SAN and IP tabs. By default, the corresponding area, SAN or IP,
displays in the log. Show all (SAN + IP) is an option that users can enable. When enabled, the Master Log
displays SAN and IP event output.

The Master Log is a single location for all events. The log can be filtered to display events by category, severity,
or user-entered event content. For more details on event management via the Master Log, see the Master Log
section under Event Management. The user can also:

* Hide or show selected events

* Display event details

av

Master Log [Z1 Fitter [ Only events for current view [Z] Show all (SAN +IP) [Z] Show acknowledged [Z] Freeze :
Severity ‘Acknowled... ‘Area ‘Source Name ‘Snurce Address IOrigin ‘Cmegc
& (] SAN Brocades000 FECO:60:69BC:5... Application Event Procus
& (| SAN BrocadesS000 1024506 Application Event Produs :
& (] SAN Brocades5000 1024507 Application Event Procus
& d SAN Brocades000 1024503 Application Event Produd «

1]

Figure 14. Master Log.

Performance Legend
Users can specify the ranges used in the Connectivity Map “marching ants” display.
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Figure 15. Performance legend customization.
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Minimap
The Minimap at the bottom right of the main window displays the entire Connectivity Map, with the current
Connectivity Map outlined in green. Users can drag or click to reposition the current view.

l Minimap "_:’ﬂ r{“j

L

Figure 16. Minimap.

Views
Users can create named views; for example, collections of one or more fabrics and/or hosts can be defined as
named views in the Create View dialog box.
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Figure 17. Create View dialog box.
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IP Tab

The IP tab is a portal to application functionality. The IP tab displays a product list on the left, a Connectivity
Map in the center for the selected topology (IP Topology, L2 Topology, Ethernet, or VLAN Topology), and a
Master Log and Minimap at the bottom. When Network Objects are selected, only a product list and Master
Log display; this option does not include a Connectivity Map or Minimap. Status icons are overlaid on
product icons; the “worst-case” status is rolled up to closed objects on the product list to ensure that they
are flagged.

NOTE: Access to main menus in the Brocade Network Advisor main window is dictated by RBAC privileges
and product licenses.
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Figure 18. IP tab.

IP Topology, L2 Topology, Ethernet and VLAN Topology Connectivity Maps

The look and feel of the Connectivity Map is user-configurable and scrollable. These maps are capable of
the following:

* Displays physical and logical connectivity of IP products

* Displays connection and product flyovers with additional user-configurable information

* Streamlines icon display for different products

* The toolbar (to the top right of the map) contains global map zooming and group collapsing functions.

* Multiple automatic layout methods are available, as well as manual placement and background maps. Users
can right-click a product in the topology map or product tree to display a menu of shortcuts to commonly
used features.

* The Network Object manager provides both automatic system groups and manually created groups of
products or ports. Groups allow a user to quickly monitor or configure multiple similar items at one time.
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The L2 Topology map displays Layer 2 connectivity for all Brocade devices on the network. The links on the map
show physical links between physical ports on devices. Users must have the Main Display — L2 privilege to
access the L2 Topology map.
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Figure 19. L2 Topology on IP tab.

The IP Topology map displays IP subnets, with products as child nodes. Users must click the IP subnet to
display the devices within the subnet on the map. Users must have the Main Display — IP privilege to access the
IP Topology map.
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Figure 20. IP Topology on IP tab.
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The VLAN Topology map displays all VLANs known to the system. The known VLANs and the products that
belong to each VLAN are listed in the left-hand column. Users must have the Main Display — VLAN privilege to
access the VLAN Topology map. From this screen, users can also choose to display topology maps for Spanning
Tree Protocol (STP) and Rapid STP (RSTP) configurations.

+¥ VLAN Topology - Network Advisor 11.0.0

Server Edit View Discover Configure Monitor Reports Tools Help

&) [ % @ & §y I B rame-pases v Y A 2

Dashboard || SAN| P |

VLAN Topology ¥ | Rediscover : FastOrganic ¥ ggLayoul Save STP Map 0ptiuns| e e e H &
VLAN / Product [Name ‘IP Address ‘ VLAN Topology - VLAN 1
B & VLAN1 -
; >
i Biglron RX-4 Rou... Biglron RX-4 ... 10.2463.7|2
@ FCX624S-F Swit... FCX6245-F S... 10.24.63.1 San Jos: FGs
9 FCX624S-F Swit... FCX624S-F S... 10.24.63.1 10_24_6515

<% FGS648P Switch... FGS648P Swi... 10.24.63.1
€3 FGS648P Switch... FGS648P Swi... 10.24.63.1
€9 SanJose_FGS[1... Sanlose_FGS 10.24.63.1
9 switchd6 [10.24.... switch8s 10.24.63.7]
< switchd8 [10.24.... switch8s 10.24.63.7] @

< switch89 [10.24.... switch89 10.24.63.7]
B & VLANS FGS648P Switch
@ Biglron RX-4 Rou... Biglron RX-4 ... 10.24.63.7] @ 10.2463.16

9 FCX6245-F Swit... FCX624S-F S.. 10.24.63.1

@B FCX6245-F Swit.. FCX6245-F 5. 10.2463.4) | <> F‘:S:m FGS648P Switch o
<D switchd6 [10.24... ’S_\'tj.\:h.% 10246377 , 10.24.63.17 hd|
< i L]
=
Master Log [_| Fiter [Z] show all (SAN +1P) [_] Show acknowledged [_| Freeze : Minimap Bg %7
Severity ‘Acknowledm [Area ‘Source Name [Suurce Address [Origin ‘Calegol
(] 4 DCM-DL380G6-227 10.24.49.227 Application Event Manag 5 o
i [} DCM-DL380G8-227 10.24.48.227 Application Event Manage » -

[»]

e ® & DCI.i-DL38066-227[CIiems ZIAdministrator [

Figure 21. VLAN Topology on IP tab.

User Management

Brocade Network Advisor provides administrators with a robust RBAC feature to define granular roles and
privileges for both SAN and IP administrators. It provides the following key features:

¢ Current authentication and authorization configuration details

* Consolidated list of user profiles, roles, and areas of responsibility (AORs)

* Provisions to add, modify, or duplicate user profiles, roles, and AORs

¢ Account State column showing active or lock-out reasons

* Provision to launch Email Event Notification configuration dialog

* Default user credential, which is Administrator/password

e Default user, which has access to all devices in the IP and SAN environment

* Access that is restricted to users assigned with User Management privilege with Read-Only/Read-Write
permission.

* Modification/deletion of default user allowed only if another user with User Management privilege exists

* No limit for number of users added to Brocade Network Advisor, and the number of users is dependent on the
database storage limit

* When a logged in user is deleted, the respective user is informed, and the action triggers a forceful logout
from Brocade Network Advisor.

* When a User Manager performs any update/delete on the Role/AOR assigned to a user, and the user is
already logged in, then the respective user is informed, and the action triggers a forceful logout from Brocade
Network Advisor.
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* Local authentication (local password database), Windows domain login, Lightweight Directory Access Protocol
(LDAP), RADIUS, and TACACS+ are supported. You can configure automatic failover to a secondary

authentication method, in case a remote primary authentication method becomes unavailable.

["Users | Policy | LDAP Authorization

Authertication-Primary jLoc:aI Database

Users

Secondary [None

Authorization [Local Database

User ID Full Name |Roles

‘Avea of Respon...‘E-mail Motific... - |Account Enabled |POIicy Wiolations | Account State

Add Edit Duplicate ‘ Delete ‘

Administrator SAN System Ad... All Fabrics AllIP... No Yes
user user SAN System Ad... AllIP Products No Yes
defm-admin SAN System Ad... No No

test letwork Admini... AllIP Products Mo Yes

| Disable | Uiock |

av
Roles

Name &

AOR

|Descripﬁol Name &

Mo

Yes
Yes
Yes

Active

Password expir...
Locked out by u...
Locked out thre...

Description

Host Administrator

IP System Administrator
Metwork Administrator
Operator

Report User Group

SAN System Administrator
Security Administrator
Security Officer

Zone Administrator

Host Admil & All Fabrics
% AllP Products

Zone Adm| Y

All Fabrics fro
AllIP Products

|«

E-mail Event Notification Setup ...

Close Help

Figure 22. User management dialog box.

Add/Modify User

New users are enabled shortly after creation. The Add User dialog box contains many user properties, such
as Full Name, Phone, Account Status, and Account State. Available roles and AORs are easy to select and

apply to a user account.

User D [wiresick

Password srerrereer

ConfirmPassword  |**™"*""""

AccountStatus || Enable
Account State LLocked out by user manager E‘
Password history policy violated B

Full Name [sohn D

Description |Management group user

Phone Number (919840010020
E-mail Notification  [vi Enable Fiter

E-mal Address  wiresick@abc com; personak@xyz.com 4|

-

Assign the roles and AOR for this user

Avaiable Roles / AOR Selected Roles / AOR
& [g§ AOR = (49 AOR
89 192-net-sor 89 192-net-aor-sample
B9 aor-test 5 sor-testoz
89 aon1 B sornz
B9 aor123¢ » 89 s0r1234.01
8 20r FGs 89 s0r_FGs.01
89 oniybi 4 59 oniybi-test
89 port-group-aor 89 port-group-aoro1
= [ Roles = (G Roles
W Security Administrator @ Network Administrator
& Zone Administrator & System Administrator
% Operator
& Security Officer
<& Host Administrator

oK

Cancel

Help

Figure 23. Add User dialog box.
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User Profile
Users are allowed to change password and other profile information without triggering a forceful logout.

¥ User Profile
User D wiresick Full Name [sohn D |
Password ‘"’*""“ | Description ! group user |
Confirm Password ‘"’“"’“ I Phone Number |919840010020 I
Account State Locked out by user manager E-mail Notification  [v/] Enable Fitter

Password history policy violated

E-mail Address wiresick@abc.com;
personal@abc.com

Password Age 45 Days

Password Policy View
Optional Messages  Reset

oK Cancel Help

Figure 24. User Profile dialog box.

User Policies
User password behaviors are defined through user policy settings. Brocade Network Advisor provides

administrators with the ability to define the following user policies:
* Password Expiration
o Expiration enforces users to change their passwords periodically.
o The password expiry changes a local user account state to “Password expired.”
o Notifies users during login when the password is in the expiry/warning period.
o Policy is applied only when a user is authenticated through the local database.
* Password History and Format
o Defines password strength level.

o Policy violations set the account states to “Password history policy violated/Password format policy
violated.”

* Lockout Support
o Ensures high security.

o Is applied to all users, except for the last active user with User Management privileges and Read-Write
permission.

o The policy is applied only when the user is authenticated through the local database.

o When invalid credential entries reach the configured lockout threshold, the user account is locked out,
and the state is changed to “Locked out threshold reached.”

o After the set policy lockout duration is completed, the invalid login attempts with respect to the particular
user are reset to zero.
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&% Users @

(“users | Policy | LDAP Authoriztion
Password Expiration
Password Age 0| Days(0-999)
‘Warning Period 0 Days(0-998)

Password History
History Count h Passwords(1-24)
Password Format
Empty Password [V] Allow
Minimum Length (4-127)
Upper Case Characters (0-127)
Lowver Case Characters (0-127)
Number of Digits (0-127)
Punctuations Required (0-127)
Maximum Repest 1-127)
Maximum Sequence 1-127)
Lockout Support
Lockout Threshold ’07 Times(0-999)
Lockout Duration Minutes(0-99399)

View Policy Violators Apply

E-mail Event Notification Setup ..

Close ‘ Help

Figure 25. Defining user policies.

Roles and Privilege Management

All privileges are classified as Application, SAN, or IP. There are default roles in place, and roles can be created,
modified, duplicated, or deleted. Assigning a defined role with its associated privileges directly to a user does

not happen on this dialog box. Roles must be assigned to a user from the Add User dialog box.

¥ Add Role X

Name ‘Sample Role \

I...l

Assign the necessery access permission to this role

((Appication | san [ P |

Available Privileges Read & Write Privileges
G Access All Resources Privilege Type |
@ cu & Fabric Binding SAN |

<p CLIPort Config

< CLI Configuration

é Deployment Reports

G Discover Setup - IP

0 Element Mgr - Port config
& Main Display - P

<P Main Display - L2

<p Main Display - VLAN

@ MPLS - vCID ool

=

Read Only Privileges

P MPLS - VLL Privilege Type
Q MPLS - VPLS Q License Update Application
<P MPLS - LSP < Performance Application

<P Fabric Tracking ~~ SAN
<P FCIP Management  SAN
0 Address Finder P

G Reload Product

=

Cancel‘ Help

Figure 26. Defining roles.
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Areas of Responsibility (AORs)

AORs are used to define device access permission to a user. AORs have the ability to group fabrics, hosts, and
IP products. System level AORs are defined in Brocade Network Advisor and include:

¢ All Fabrics—This is the system AOR for SAN environments, and it includes all discovered SAN devices.

¢ AIll IP Products—This is the system AOR for IP environments, and it includes all discovered IP products.

Except for system level AORs, all other AORs can be modified, deleted, or duplicated. The existence of an empty
AOR is allowed, and a user can be assignhed an empty AOR.

i Add AOR X
Name

Description [

You can define the area of responsibility from the available fabrics, hosts and IP products

[ Fabrics | Hosts | 1P Products
Available IP Products Selected Fabrics, Hosts and IP Products
Group / Product ‘Name | Product IP Address
B @ Products &5 Fabrics
B € Product Groups & Hosts
2 system Product Group B2 \groducts
@ User-Defined Device G “2 Products
B <@ Product Groups
B & system Product Group
@ Al Cther Products
B & Serverlron [192.1.1.1 » i -
B &, Real servers i L
® | Bl &5 Serverlron [192.1.1.1C
@, reak1 [213.21 4 >
® () & Real Servers
&, real-2 [213.21 ® )
® S real-5[213.210
& real-3[213.21 ® 1
o) & real-6[213.21
B S5 virtual Servers @, reak7 [213.21:
g,wrtuall (2132 B & vinualservers
@, virtualz [213.2 ~u ot 1.2
@, virtual3 [213.2 ‘é’ ! g
& virtuals [213.2
@, virtual? [213.2
Jda D]

Cancel Help

Figure 27. User AORs.

Event Management

The powerful Event Manager helps troubleshoot network-related issues. It can receive SNMP traps and syslog
events. The trap forwarding feature allows Brocade Network Advisor to filter SNMP traps and send them to third-
party applications that are capable of managing events from multiple vendors.

Brocade Network Advisor supports the following event management features, allowing administrators to manage
storage and IP network failures:

¢ Unified Master Log for IP and SAN devices

¢ Common filtering mechanism for IP and SAN devices
¢ Common registration Ul for SNMP and syslog

¢ Common SNMP and syslog forwarding Ul

* Common Event Policy and Event Action Ul

e Support for Custom Reports

* Call Home support for both IP and SAN events

¢ Common aging and purging policies

The following sections highlight some of these unified event management features.
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Master Log

The Master Log displays at the bottom of the SAN tab or IP tab and contains the following default columns:
Severity, Acknowledged, Area (SAN/IP/SAN + IP), Source Name, Source Address, Origin, Category, Description,
Last Event Server Time, Count, Module Name, and Message ID.

By default, the Master Log displays context-specific (SAN or IP) events and Application events (non-context-
sensitive). Enabling “Show all (SAN + IP)” instructs the Master Log to display both SAN and IP events. The
Master Log displays a maximum of 5000 events, and the events viewable by the user are limited by the user’s
AOR. In the case of IP events, the Master Log displays syslog events by default.

Master Log [V Fiter [v] Only events for current view (V] Show all (S&N+IP)  [V] Show acknowledged V] Freeze

Severity ‘Acknuwl,‘, %Area ‘Suuvce Name ‘Source Address IOrigin ‘Ceﬂeguvy Description _|
© [} P test 10.37.19.102 Syslog Message Product Event Security: telnet logout from src IP 17221 4
(1) 0w test 103718102 SNMP Trap Securtty Event Securty: telnet login from src IP 172.21.1| 2
@ (] P test 10.37.19.102 SNMP Trap Security Event Security: telnet logout from src P 172.21
@ (] P test 10.37.19.102 Syslog Message Product Event Security: telnet login from src IP172.21.1
@ O P test 10.37.19.102 Syslog Message Product Event Security: telnet logout from src IP172.21
@ [} P test 10.37.19.102 SNMP Trap Security Event Security: telnet logout from src P 172.21
@ [} P test 10.37.19.102 SNMP Trap Security Evert Security: telnet login from srcIP172.21.1
@ [} P test 10.37.19.102 Syslog Message Product Event Security: telnet login from src P 172.21.1
@ (] P test 10.37.19.102 Syslog Message Product Event Security: telnet logout from src IP172.21
@ (] P test 10.37.19.102 SNMP Trap Security Event Security: telnet logout from src IP172.21
@ (] P test 10.37.19.102 SNMP Trap Security Event Security: telnet login from src IP172.21.1
@ (] P test 10.37.19.102 SNMP Trap Security Event Security: telnet logout from src IP 172.26
(1) O

P test 10.37.19.102 Syslog Message Product Event Security: telnet logout from src IP 172.26 -

D] |

Figure 28. Event display in the Master Log.

Brocade Network Advisor allows events to be acknowledged. By default, acknowledged events are not shown.
When “Show acknowledged” is enabled, the Master Log displays acknowledged events along with other events.

Event Actions
* Event Actions can be associated with one or multiple events of the following types:

o SNMP Trap
o Application Event
o Pseudo Event
o Custom Event
¢ Event Actions can be associated to one or more Event Sources.

* SNMP trap selection includes preloaded IP or SAN trap types (Non-SWEvent) based on the launching context.
You can define additional varbind-based filter(s).

* SAN only—SW Events shows all the RAS log message types to which the Event Action can be associated. An
additional message field allows users to specify message patterns to match against. SW Event choices do
not display for IP.
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&% Event Actions @

[Z]/Show all (SAN + IPY
Event Actions
Name Area Enabled Severity Event Type Last Modified |
test Yes Unknown Snmp Traps Tue Jul 1317:53:36 ... Add
Eciit
Duplicate
Delete
Disahle
Details of Selected Event Action
Description
Message
Policy Type Act on All Occurrences
Actions Log
Close Help

Figure 29. Event Actions dialog box.

Edit Event Actions

Users can add, edit, duplicate, delete, enable, and disable event actions from the Event Actions dialog box. The
Event Actions Edit button launches the Edit Event Actions dialog box. From this dialog box, users can edit and
configure event actions, which is a six-step process:

1. The Identification step of the Edit Event Action dialog box allows users to configure Event Names and
enable Event Actions.

2. The Events step of the Edit Event Action dialog box allows users to configure Traps and Varbind Filters,
Application Events, Pseudo Events, and Custom Events.

3. The Sources step of the Edit Event Action dialog box allows users to configure Event Sources using a
list of sources, using a legacy approach, or by configuring ports as Events Sources.

4. The Policy step of the Edit Event Action dialog box allows users to configure an Event Action Policy to
act on all occurrences or based on specified rules.

The Action Group step of the Edit Event Action dialog box allows users to configure Event actions.

The Summary step of the Edit Event Action dialog box provides users with a summary of the configured
Event Action.

¥ Edit Event Action @

Steps Identification
1. Identification
Name
2. Events hESt
3. Sources Description
4. Policy
5. Action Group
6. Summary
Enabled [V
Help | Cancel 4 b Next | Finish

Figure 30. Edit Event Action dialog box.
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SNMP Trap and Syslog Event Registration

Users can automatically register the Brocade Network Advisor server as an SNMP trap recipient and as a syslog
recipient. SNMP trap and syslog auto registration is available in the Options dialog box as a global setting.

Category Use this option to automatically register this server as the sysiog recipient on
2 Event Storage [,
[4] Fiyovers [V] Auto register server as Syslog recipient

/] Look and Feel

/] SN Display

/] SAN End Node Display

/] SAN Ethernet Loss Events
/] SaN Names

z Security Misc

2 Server Backup

2 Syslog Registration

/] Trap Registration

] Trap Forwarding Credentials
T Software Configuration
Cliert Export Part
Client/Server IP

IP Preferences
Memory Allocation
Product Communication
SANFTP/SCP

Server Port

Support Mode

Syslog Listening Port (Server) |514

oK Cancel‘ Apply ‘ Help ‘

Category
Evert Storage

AN End Node Display
AN Ethernet Loss Everts

Syslog Registration

Trap Forwarding Credentials

[T Software Configuration
Cliert Export Port
Client/Server P
IP Preferences
Memory Allocation
Product Communication

SANFTPISCP

Server Port

Support Mode

Use this option to automatically register this server as the trap recipient on
products. If Informs are enabled for SAN products, the registration will be done
for the informs.

[V] Auto register server as SNMP trap recipient

SNMP Listening Port (Server) |162

OK Cancel‘ Apply | Help

Figure 31. SNMP trap and syslog event registration.

You can connect a simple SNMB trap receiver to switches in the Brocade fabric, as shown in Figure 32.

SNMP trap
receiver

Switch

Storage

Figure 32. SNMP trap receiver connected to switches in the Brocade fabric.
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Adding additional recipients is available as a separate menu option under Monitor > SNMP Setup or Monitor >

Syslog. These dialogs also support adding additional recipients on IP switches; users can add one recipient at a
time, but they can apply the recipient to multiple switches at once.

products.
AddRemove Recipient

Action Add v

Recipient IP Address

Recipient Port 182
Source
(san [P

Avaiable Selected

Group { Product [name | Products / Fabrics Severity

B @ Products | 103718102 None -

5 FESX424 Switch [10 3 FESK424 Switch
“@ Product Groups
B P Subnets » ‘
]
el

S SNMP Trap Recipients 3]

This dialog allows you to register any host as a trap recipient on products. You can register different recipients for different

Figure 33. SNMP trap and syslog recipients.

SNMP Trap Event Forwarding

&% Syslog Recipients @

products.
Add/Remove Recipient
Action A v

Recipient Port (P only)[514

Source

This dialog allows you to register any host as a syslog recipient on products. You can register different recipients for different

Recipient IP Address

(san"|'w

Avaiable Selected

Group / Product [name Products / Fabrics
B @ Products 10.37.19.143

D test[103719102)  test
@ Product Groups
& 2 P Subnets

Apply Help

The SNMP Trap Forwarding dialog box is available as a separate menu option under Monitor > SNMP Setup. The
SNMP Trap Forwarding dialog box allows users to configure forwarding destinations and filters.

This dialog allovs this server to forward received traps to a destination on a different host

[V Enable trap forwarding

Destinations.

Enabled Description IP Address SNMP Type Port Repeater

Add Source A...

#% SNMP Trap Forwarding @

Yes 1722116839 1722116839 v3
Yes 1722116838 1722116838 w1
Yes 1722116837 1722116837 v2c

162 No
162 No
162 Yes

Yes
Yes
Yes

Add

Trap Fiters

Name Description

fiter160
fitter Test

Fitter Events from 160
fitterTest

Cancel Help

Add

Figure 34. SNMP Trap Forwarding dialog box.

The Add Trap Filter dialog box allows users to set the following filters: forward Application events as traps, and
forward traps as v1, v2c, or v3. For SAN events, filtering is done at fabric level. For IP events, filtering can be

done up to the product level.
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SNMP trap destinations can be configured as follows:

* Destinations can be configured without filters, in which case all the traps are forwarded. This is the

default behavior.

* Enabling SNMP Trap Repeater forwards the traps without filters.

* Traps can be forwarded as vi, v2c, or v3 traps.

You can configure SNMP v3 credentials of the forwarding recipient using the Options dialog box as a

global setting.

Category

2] Event Storage

2 Flyovers

z Look and Feel

/] SAN Display

(/] SAN End Node Display
2‘ SAN Ethernet Loss Events
2] SAN Names

2 Security Misc

2‘ Server Backup

2] Syslog Registration
2 Trap Registration

[ Software Configuration
Client Export Port
Client/Server IP
IP Preferences
Memory Allocation
Product Communication
SANFTP/SCP
Server Port

Support Mode

2‘ Trap Forwarding Credentials

Use this option to configure the SNMP credentials for the traps forwarded by

this server
SNMP w1 /v2c

Community

ShMP v3

User Name
Context Name
Auth Protocol

Auth Password

Priv Protocol

Confirm Community ’mm—[
HMAC_MDS v
Confirm Password [.....—\
CBC_DES v

Priv Password

Engine ID

80000634030050568B6F 44

Cancel Apply

Help

Figure 35. Trap Destination Forwarding credentials.

Syslog Event Forwarding
The Syslog Forwarding dialog box is available as a separate menu option under Monitor > Syslog. The Syslog
Forwarding dialog box allows users to configure forwarding destinations and filters.

You can configure syslog destinations without filters, in which case all the syslogs are forwarded. This is the
default behavior. Enabling Syslog Repeater forwards the syslog messages without filters.

Users can define syslog filters from the Edit Syslog Filter dialog box. For SAN events, filtering is done at fabric
level. For IP events, filtering can be done up to the product level.
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% Syslog Forwarding @

This dialog allowws this server to forward received syslog events to a destination on a different host

[V Enable syslog forwarding

Destinations

Port

Repeater

Fitters

Name

Enabled Description
Yes 172.21.168.28
Yes ForwardingWithNoFitt... 172.21.168.37

Description

514 No
514 Yes

ForwardingFESX424

ForwardingFESX424

OK Cancel Help

Figure 36. Syslog Forwarding dialog box.

Advanced Call Home

The Advanced Call Home feature allows users to configure Brocade Network Advisor to automatically call into
their OEM Service Center when specified triggering conditions are met. This enables the service center to be
configured on a per-switch basis. This is important, since SAN infrastructure devices are usually procured from
more than one vendor, therefore the service contracts for those switches are tied to the respective vendor
service centers. Depending on which Call Home center is supported by a vendor, an appropriate underlying
mechanism is used (e-mail, modem, LAN, and so on). Customers have access to fine-grained control over:

* Which events trigger a Call Home

* What Brocade Network Advisor does in response to those Call Home events, including automatically capturing

diagnostic information from the switches as part of the Call Home event

Table 1. Call Home Supported Platforms

Call Center Windows Linux
EMC v x
IBM v x
HP LAN v x
Brocade E-mail v v
IBM E-mail v v
Oracle E-mail v v
NetApp E-mail v v
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DATA CENTER SAN MANAGEMENT

Brocade Network Advisor provides several key features to maximize administrative productivity by enabling the
automation of repetitive tasks. IT organizations can analyze performance trends over time to maximize asset
utilization and aid in proactive capacity planning. Brocade Network Advisor provides practical features that
enable holistic visibility across a global infrastructure to avoid unintended manual errors—the type of error that
could be catastrophic to businesses. For example, zoning information might be overwritten by two or more users
on the same zone set.

A wizard-driven approach streamlines configuration activities (setting up cascaded FICON fabrics or FCIP tunnels)
and troubleshooting/diagnostic activities (determining why two devices cannot communicate with each other or
why sharing of devices between routed fabrics is not working).

You can now perform these common tasks across groups of switches in a single operation:

¢ Firmware download

* Fabric configuration setup

* Backup and restoration of critical configuration and performance data
* Collection of diagnostic data for troubleshooting

Automation of repetitive tasks enables IT organizations to ensure configuration consistency on a global basis
across multiple fabrics and geographically dispersed data centers.

For a more comprehensive explanation of Brocade Network Advisor features and how to use them, see the
Brocade Network Advisor User Guide for your version of software.

Performance Monitoring and Management

Brocade Network Advisor enables IT organizations to monitor fabrics on both a realtime and historical basis.
Brocade Network Advisor uses a policy-driven approach to set thresholds for individual ports, as well as end-to-
end between source (application) and target (disk). This allows users to address performance issues
proactively, rapidly diagnose the underlying causes, and quickly resolve them before the SAN becomes the
bottleneck for critical applications. Furthermore, IT organizations can use analytical and reporting features to
study performance trends over time and make changes to maximize asset utilization and plan for future ¢
apacity needs.

Some performance monitoring and management capabilities are:

* Realtime performance data collection, monitoring, and graphical display (across FC, FCIP, and Gigabit
Ethernet [GbE] ports and connections); includes support for both performance data (Tx/Rx) and error counters
(CRC/sync loss errors, signal losses, and link failures)

* Historical performance data collection, monitoring, and graphical displays (across FC, FCIP, and Fibre Channel
Routing [FCR] ports and connections); includes support for both performance data (Tx/Rx) and error counters

* End-to-end monitors (both real-time and historical) from source (application) to target (disk)

* Top Talker monitors determine the data flows that are the major users of bandwidth; bandwidth usage is
measured in real time relative to the port on which the monitor is installed.

* Policy-based, user-defined performance thresholds
¢ Color-coded “marching ants” on the topology to show traffic status

¢ Qut-of-box reports (Top N ISLs, Top N Device Ports)
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You can monitor the performance of these objects:

* Switches and FC, GbE, Inter-Switch Link (ISL), and device ports; customize the device tree to show only ISL
ports or only device ports

¢ Active FCIP tunnels

¢ Trunks

¢ End-to end-monitors

* Managed HBA ports

Real-Time Performance Monitoring
The Brocade Network Advisor supports multiple open instances of real-time performance monitoring.
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Figure 37. Real-time performance graphs.

Historical Performance Monitoring

You can easily enable historical data collection for the entire SAN or a selected set of fabrics. Historical
performance graphs display the Top N performers for a selected object type. You can monitor the historical
performance of these objects:

* FC, ISL, and device ports
e FCIP tunnels

¢ FCIP statistics, including timeout retransmits, duplicate ack. retransmits, window-size Round-Trip Time (RTT),
and TCP out-of-order segments

¢ End-to-end monitors
These are characteristics of the historical performance capability:

* Data is persisted at each polling cycle of 5 minutes.
* A Round-Robin Database (RRD) style-aging scheme is used.
* You can configure reporting for these intervals of time: 5 minutes, 30 minutes, 2 hours, or 1 day.

* You can also generate historical tabular reports.

NOTE: Approximately 12 GB of disk space is required for 9,000 ports.
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Top Talkers

The Top Talkers dialog box displays real-time (top) and historical (bottom) lists of top conversations for a
selected switch (Fabric Mode) or F_Port (F_Port Mode). (Multiple open instances of the Top Talker dialog
are supported.)

op Talkers - Fabric Mode for FM_FCIP_Sp_30_1

Display TopS | Refreshinterval 10 Seconds ¥ | Flow Pause | Started Tue Aug 26 15:33.50 PDT 2003
- - D Last

Current Top Talkers

Tx+Rx (MBsec) ¥ |SD [source Name [Source swi... pp |Destination name |Destination SwitchPort []
0115 o10c00 10:00:00:06:26:10:C1:80  defm_sprint2... 1EQ0E4 22:00:00:04:CFBD:6C:01  FM_FCIP_Sp_30_1/adsadsss
00 010c00 10:00:00:06:25:10:C1:80  defm_sprint2... 1EQ0E2 22:00:00:04:CFBD:6F:32  FM_FCIP_Sp_30_1/adsadsss
00 o10c00 10:00:00:06:28:10:C1:80  dcfm_sprint2... 1EQ0ES 22:00:00:04:CFBD:70:A7  FM_FCIP_Sp_30_1/adsadsss
00 o10c00 10:00:00:06:28:10:C1:80  dcfm_sprint2... 1EQ0EF 22:00:00:04:CFBD:6F:52  FM_FCIP_Sp_30_1/adsadsss

Top Talker Summary

Tx+Rx Ave (MB/sec) v ‘Last Occured Occuranc..|SID Source Name |Source Swit... |DID Destination N... Destination S...|
0112 Tue Aug 26 15:34:20PDT 2008 4 010c00 10:00:00:06:... dcfm_sprint2... 1EQ0E4 22:00:00:04:... FM_FCIP_Sp...
00 Tue Aug 26 15:34:20 PDT 2008 4 010C00 10:00:00:06:... dcfm_sprint2... 1EQ0EF FM_FCIP_Sp... FM_FCIP_Sp..
0.0 Tue Aug 26 15:34:20PDT 2008 4 010C00 10:00:00:06:... defm_sprint2... 1E00ES 22:00:00:04:... FM_FCIP_Sp...
00 Tue Aug 26 15:34:20PDT 2008 4 010c00 10:00:00:06:... dcfm_sprint2... 1EQ0E2 22:00:00:04:... FM_FCIP_Sp...
|
Close Help

Figure 38. Top Talkers dialog box.

End-to-End Monitor Support

End-to-End (EE) monitors are user-configurable. For example, in Figure 39, a user selects a fabric from the
dropdown menu at the top left, selects an initiator port from the list, selects a target from the list, and adds a
new EE monitor to the table on the right. Brocade Fabric 0S® (FOS) supports a maximum of 4,000 EE monitors.
EE monitors must be provisioned to view statistics for both real-time and historical performance.

=

-
&3 Set End-To-End Monitors

4 Monttored Pairs
Fabric Production ¥
Name [Fabric [iniiator Port
Select an infiator port ~—  D60600-060800 _Production 10:00:00:00:C9:29:04;
All Levels Name Device Type |Ck |
B ¥ VM server VMserver  Inttiator
10:00:00:00:C:2
& 20:06:00:051E:4
E © 2 Routed Products Grot
& storage Group
U & < Switch Group
& §®esc_pex 3 EBC_DCX_3  Switch
20:06:00:05:1E:4
& 10:00:00:00:C9:2

Refresh

< Iv] | | 4

Select a target port I
All Levels | [Fc Address  [port Type
B © € &2 production
g, Host Group
@ © 2 Routed Products Group
& & storage Group
Bl & 5006:06:50:00:03.48:10
[ 50.06:0E:80:00:03.48:10 060800 N
& 20.08.00.051E:46:4E00 3 060800 F-port
El & 5006:0880:00:03:48:12
50.06:0E80:00:03:4812 660700 N
& 20.07:00.051E:90:00:C6 7 660700 F-Port
| B < switch Group i
= @@ esc_ocx 3
[ Bl < EBC_DC_5000 —

I [4] 1|

oK Cancel } Help

Figure 39. Set End-to-End Monitors dialog box.
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User-Defined Performance Thresholds
You can create threshold policies and apply them to entire fabrics and/or individual switches.

3 New Threshold Policy | ——— [
Name [FC Port Tx/Rx 90%+
[alert when device port
tiization is higher than 90%
Description
|
Poicy Type  FFFL Port - N
Measure Rx % Utiization - b T ol - -
Bedvinilid o Measure |High [Low |Butter
Figh Boundary |20 Jo% Tx % Utiizati... 90 0 0
5 Rx % Utiizati... 90 0 0
1 |
Low Boundary [0 1% (Fos only) 4|
Buffer Size o |% (FOS only)
OK | Cancel | Hep |
&8 Set Threshold Policies [
Available Threshold Policies 4| Assigned Threshold Policies
Name Type Find Fabrics and Products Name wo|
<| 4T T @ EsCCxI EBC_DCK_S Uy |
© ISL Tx/Rx 80%+ EPort > i i -
> 9
© FC Port TR 90%+ FIFL Port B « <P EBC_DC_5000 EBC_DC_5000 10:
B Policy Group
© ISL Tx/Rx 80%+
- © FCPort Tx/Rx 90%+
I B &or R 101
B & < EBC_M_5000 EBC_M_5000 10:(
B Policy Group 3
© ISL Tx/Rx 80%+
@ © FC Port Tx/Rx 90%+ ;
B & @ Ma400 M4400 10:(
4 Bl Policy Group 7
| — © ISL Tx/Rx 80%+
A% © FC Port Tx/Rx 90%+ ;
Measure [igh Low Buffer | B v M40 ME140 10:(
Tx % Utiization 80 0 B Policy Group 4
Rx % Utiization 80 0 0 © ISL TxRx 80%+
© FC Port TxRx 90%+ ;
f B ¢ @ Ma700 M4700 (A ||
B Policy Group
i © ISL Tx/Rx 80%+
I © FCPort TxRx 90%+ [
g » f
! 7D
{ Add Edt | Dupicate | Delete | [Z] Assign fabric level policies to new switches
|
Cancel | Apply | Hel

Figure 40. New Threshold Policy and Set Threshold Policies dialog boxes.

Marching Ants

Marching ants are colored animated dashed lines in the View Utilization view, which display utilization for FC and
FCIP. The range displayed is user-configurable, and if no data parties are available, a gray line is used. For
example, if the data is between O and T4, where T1 is the first threshold, a blue dashed line is displayed.
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Figure 41. View Utilization on the Toolbar menu.
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Zoning
You can configure policies to control the number of Zone database changes. Administrators can:

¢ Set limits on the nhumber of editing operations (add/remove/modify) that can be performed in zones, zone
configurations, aliases, or zone members before activation

* Set policies on a per-fabric basis, for example, different policies for disk versus tape storage

* Warn users when a policy is exceeded and prevent further changes

Additional Zoning features are described in the following sections.

Zoning Impact Analysis

Brocade Network Advisor supports the concept of an offline Zone database, so that users can make zoning
changes offline without affecting the production fabric. This feature helps SAN administrators, who receive
storage provisioning requests throughout the day and need to make the required configuration changes.
Typically there is a very small change window each day during which changes can actually be pushed to

the production fabric. The offline zoning feature provides precisely this ability. Brocade Network Advisor
compares the selected offline database with the online database to see which source devices have gained or
lost access to which target devices. Brocade Network Advisor provides both host-to-storage and storage-to-host
connectivity views.

$3 Compare/Merge Zone Diis =

5. DB raame with * regresects the currently being edted copy

Tree Levet

Detnts Ditferences orty Sync Scrol o Enstie
<
Producton » FOS_Confia] - ¥ costie 20ne 08 Froductin * [F st Zone DO -

OO 060600] EMULEX CORPORATION (WAN 10.00.00
4 (FCO.011001) HTACH COMPUTER PRODUCTS (AM

[ — L2
Legend @ Removed O Added O Modified

Figure 42. Zoning impact analysis: Host-to-storage connectivity view.

Additionally, whenever a new zoning configuration is activated, a comprehensive change impact analysis
window is displayed, detailing all of the changes that occur in the fabric when the configuration is activated.
Users can review those changes and make sure they are in line with expectations. Users can also chose to
compare the applied configuration with the current fabric configuration, as described above.
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#3 Activate Zone Configuration

The changes to zoning that will be in affect after activation are detailed here.
wWarning: Any zoning activation can disrupt fabric traffic. Review your changes carefully before clicking on OK.

Fabric Name 10:00:00:05:33:00:38:00
Current Active Zone Configuration

Selected Zone Configuration NewvZoneConfiguration
Summary

Active zone configuration changes

© 1 Zone Added

© 2 Zone Members Added

Active Zone Configuration Comparison Full View [V] Change Only

SR+ New ZoneConfiguration
=] 0@ NewvZone
[+ g [076300] (20:02:00:05:1e:df:23:a7) Brocade Communications Systems, Inc.
(+] Q’ﬁ (50:50:50:50:40:45:05:00) Unknown

Zone DB Comparison  CompareMerge

|1 Generate a report with the activation of new zone configuration

Cancel Help

Figure 43. Activate Zone Configuration dialog box.

Multiuser Zoning

Brocade Network Advisor detects when more than one user is working on the same zone set and provides a
notification to these users. Users can then choose to either configure these changes serially or to continue
to work in parallel. Brocade Network Advisor provides a compare-merge capability when the users are ready
to commit the changes. Users can compare their own changes to the changes of other users to ensure that
they do not accidentally overwrite zone configurations. In data center environments where zoning changes
to production fabrics are constantly made, this is an efficient collaboration tool.

(oo
&9 Zoning | B )
Zoning Scope Production v Zone DB Fabric Zone DB [+ Zone DB Operation  Zone DB Edit | ¥
& The selected ZoneDB has been updated. From the ZoneDB Operations dropdown menu, use Compare to view the details or Refresh to obtain the latest infor...
[ ZoneDB | /' Active Zone Configuration |
4 4
Alias Type |VWAN - ‘ ¥ Zones ¥ Zone Configs
i Z Find E
All Levels |atias Name  [Namel F'("d‘ [0 LsaN_zone - E FOS_CTQ & activate...
@ switch Group =1 ED LSAN_zone2 =1 & redirc| T
red base 9
zonel
o P » Report
|
B T»] New Zone "1 New Member New Configuration |
Brocade Native Mode
(] ) {
W oK Cancel Apply Help

Figure 44. Multiuser zoning—Compare-and-merge capability.
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LSAN Zoning

Brocade Network Advisor has several features for performing Logical SAN (LSAN) zoning, which allows multiple
fabrics, whether local or remote, to connect with each other without merging. Only devices that have been
specifically zoned within these fabrics can communicate with each other, rather than having complete
unrestricted access. Brocade Network Advisor consolidates LSAN zoning into the regular Zoning dialog box, but
it provides a different zoning scope based on the backbone fabrics that have been discovered. It displays
potential zoning members based on the backbone fabric and its connected edge fabrics.

Brocade Network Advisor allows LSAN zones to be created, edited, and activated in the fabric zoning scope for
both backbone and edge fabrics. The Brocade Network Advisor topology supports comprehensive MetaSAN
features, which include visualization of backbone and edge fabrics and display of Inter-Fabric Links (IFLs) in the

topology.
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Figure 45. Backbone and edge fabrics showing IFLs.
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&9 Zoning = | ]
Zoning Scope LSAN_Backbone e
| Zone DB
4

Potential Members ¥ Zones

All Levels Alias Name  |Nam F'Zd B [#] LsAN_zone B Activate

2 O & Backbone > & [FCID:6A0213] HITACHI COMPUTER PRODUC, ——— =

B & Switch Group <@ [FCID:060600] EMULEX CORPORATION
@ EBC_BO_B_7500 EBC

& EBC_DC_B_7500 EBC
= ‘\2 Production
SR Switch Group

B & esc_ocx 3 EBC
© 10:00:00:00:C9:29:04:85
& 50.06:0E:80:00.03:48:10 >
<P EBC_DC_5000 EBC
& O & DrR_MEOS 4

B < Switch Group

P M4400 M44
B @ M4700 M47,
© 50:06:0E:80:00:03:48:11
& i ws140 M61
‘ & » New Zone New Member ...

OK Cancel Help

Figure 46. LSAN zoning configuration.

Configuration Management

Configuration management features provide several benefits. For example, if a switch that is performing
successfully seems to be “misbehaving” due to an accidental configuration, you can quickly restore it to the last
known good configuration. Similarly, a user can remove a switch whose lease has expired and replace it with a
new switch of the same model without having to manually reconfigure the new switch; it can be provisioned
through Brocade Network Advisor. An enterprise may have global corporate standards for switch configuration
and requirements. With Brocade Network Advisor, ensuring configuration consistency is easy: you can configure
replications from a “golden master” switch to all other switches.

Save Switch Configurations. Brocade Network Advisor allows you to choose one or more switches from the
discovered fabrics and to back up configurations to a repository, either manually on demand or automatically
on a scheduled basis.

Restore Switch Configuration. Brocade Network Advisor allows you to view configurations that have been
backed up to the configuration repository, using a configuration viewer.

Replicate Master Configuration to Multiple Other Switches. The Replicate Switch Configuration wizard allows
you to select a “golden master” configuration and to replicate it to multiple other selected switches. Options
are provided to selectively replicate any or all of the following: SNMP settings, Brocade Fabric Watch settings,
trace destinations, and the entire configuration.

Replicate Switch Security Policy Configuration. The Replicate Switch Security Policy Configuration wizard allows
you to replicate security policies: AD/LDAP Authentication Servers, RADUIS Authentication Servers, Switch
Connection Control (SCC) policies, Device Connection Control (DCC) policies, and IP policies.
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Virtual Fabrics

Brocade Network Advisor understands the new Brocade FOS concept of Virtual Fabric (VF) and Logical Switch
(LS). Brocade Network Advisor allows users to enable VFs on switches, create LSs, and use them in fabrics.
(See the Brocade Fabric OS Administrator’s Guide for details about Virtual Fabrics and Logical Switches.) In the
Virtual Fabrics Connectivity Map, shown in Figure 47, Logical Switches are displayed with V-tagged icons. Logical

ISLs are displayed as logical (blue).

Legacy$123

Switch Group

San Francisco Fabric

Figure 47. Virtual Fabrics Connectivity map.

The Logical Switches dialog box provides an intuitive interface for creating new LSs and assigning available

Po rns.
(@8 al
9 Logical Switches ﬂ
To create a new Logical switch, select a chassis and the ports you want to use on the left and select an existing fabric as a template or create a new template on the right then
click on the right arrow.
Chassis  Brocade DCX_3 ¥ |
Ports 4 Existing Logical Switches
[stot 1Port - [user Port # [port Address [FID [Nan Fi:‘? Switch / Ports Chassis FID [Porth. | New Fabric |
1147 27 687c0 128 |47 & DR_MEOS |
210 16 61000 128 port -
211 17 61100 128 B & Production 128 o
212 18 61200 128 |2 @ esc_ocx 3 Brocade_DCX_3 128
213 19 61300 128 = é Undiscovered Logical Switches
214 20 61400 128 \ =] 10661337 Brocade_DCX_3 1
215 21 61500 128 17 21
216 22 61600 128 > | 18 22
27 2 61700 128 : 19 23
28 24 61800 128 4 | 20 204
219 25 61900 128 = 2 25
2110 26 61200 128 22 216
IR 2 61600 128 23 27
I 212 28 61c00 128 24 28
| 2113 29 61d00 128 25 29
2014 30 61200 128 26 210
i| 2115 El 61100 128 27 211
2116 144 69040 128 28 2012
12117 145 69140 128 29 2013
[ (218 146 69240 128 | 30 2114
119 147 9340 128 |7 31 2115
L X 7777
| | 1 K Ol |
Cancel ; Help }
ll
! — —,

Figure 48. Logical Switches dialog box.
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Port Groups
Port groups allow users to configure, name, and save a logical group of ports as a way to administer them. A
port group can include one or more ports on more than one switch in a single fabric.

- = — — N
33 Port Groups w
Port Groups
Name ,[ iptic Group Type Port Count New
ISL Ports FC 8 RETTE
o ; [ e |
Name [ Upate] |
= = ISL Ports |
=] @ EBC_DCX_3 Description
N Membership List
‘ b
i  [Name [vwwn [state  [status  [port# SlotPort#  |SwitchName
‘ 20:00:00:05:1E:90:00:C6 Offline  No_Light 0 on EBC_DC_S000 |~
| 20:01:00:05:1E:90:00:C6 Offline No_Light 1 on EBC_DC_5000
i 20:02:00:05:1E:90:00:C6 Online Online 2 0 EBC_DC_5000
20:03:00:05:1E:90:00:C6 Online Online 3 03 EBC_DC_5000
20:02:00:05:1E:46:4E:00 Online Online 2 172 EBC_DCX_3
I 20:00:00:05:1E:46:4E:00 Online Online 0 10 EBC_DCX_3
J 4 20:03:00:05:1E:46:4E:00 Online Online 3 13 EBC_DCX_3 |
! ok | cocel |
OK C: | Hel
| ancel elp
— — == )

Figure 49. Port Groups dialog box.

Port groups have been extended to the FICON environment. Used with multiple Prohibit Dynamic Connectivity
Masks (PDCM, a method to define port connectivity), port groups are equivalent to zoning for enabling and
disabling traffic on a per-port group basis.

% Configure Allow/Prohibit Matrix @

Available Switches PDCM Matrix
—
S M| F57172.35.11.101 - CONFIGI - Port Graup 1 (not saved)
E}- & San Francisco FC Fabric 1 Blocked | | 0 [10[20 30405060 708090 [100[110[120 |

NEOOOOO0000000
"H0000000000OQO |
2" 0000000000000 |
©" 0000000000000
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=] Active Configuration
@ Port Group 1
@ Port Group 2
@ Port Group 3
B L
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@ Port Group 2
@ Port Group 3
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8l port Group 1 (net saved)
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@ Port Group 3
172.35.11.203
¥ 172262482
@ 172351115
P 172351165

LI TR =BT A B BT BT BB

Activate | Delete | Copy [ New ‘ Port Gvoups...l Save Save As... \ Refresh Analyze Zone Conflic v ‘
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Figure 50. Configure Allow/Prohibit Matrix window.

The following PDCM enhancements apply in a FICON environment and are available in Brocade Network Advisor:

* User warning when E-E and E-F port connections are prohibited
* The ability to provision the same PDCM updates to multiple switches

¢ Direct entry of rows and columns in the PDCM Matrix in the Allow/Prohibit Matrix for enhanced usability
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FCIP Management Support for Extension Platforms

Brocade Network Advisor simplifies configuration and deployment of Extension/FCIP switches and supports the
following Brocade extension platforms:

* Brocade 7800 Extension Switch
* Brocade FX8-24 Extension Blade

The supported features include:

¢ Comprehensive FCIP Tunnels configuration window (replaces the FCIP Tunnel wizard and also supports legacy
extension platforms, the Brocade 7500 Extension Switch, and the Brocade FR4-18i Blade)

* Enhancements for connection properties, switch properties, flyovers, and the Topology view

* Ability to view all tunnels discovered by Brocade Network Advisor across all fabrics

€8 FCIP Tunnels =

Devices Switch One |Switch Two Total Circuits Tunnel Of
B &4 Backbone
B & EBC_BO_A_7500

Tunnel 0 (VE 16) EBC_BO_A_7500 EBC_DC_A_7500 1 Active

Tunnel 0 (VE 24) EBC_BO_A_7500  EBC_DC_A_7500 1 Active
& & EBC_DC_A_7500

Tunnel 0 (VE 16) EBC_DC_A_7500  EBC_BO_A_7500 1 Active

Tunnel 0 (VE 24) EBC_DC_A_7500  EBC_BO_A_7500 1 Active

| Fabric
Backbone
Name Backbone
‘ Seed Switch 10.66.13.195
‘ Status Operational

‘ Switch and AG Count 2
‘ Description

fl ‘ Principal Switch 10.66.13.196
‘ Active Zone Configuration

‘ Last Discovery Fri Aug 14 14:18:42 PDT 2009
‘ Tracked Yes

\ Location
| Contact

Close Help

Figure 51. FCIP Tunnels window.

The Brocade Network Advisor FCIP Tunnel configuration wizard streamlines the configuration of IP interfaces,
routes, and other parameters that are required to set up FCIP tunnels with both Brocade legacy platforms and
the new generation of extension platforms. This greatly reduces the amount of time required to set up these
complex scenarios.
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Figure 52. FCIP Tunnel/Circuit Configuration Report window.

Virtualization Support

As more and more components of the data center are virtualized (from storage all the way to the server), the
ability to manage virtual resources becomes increasingly necessary. Through the use of N_Port ID Virtualization
(NPIV) in the server virtualization hypervisor, Brocade Network Advisor can identify virtual machines running in
the fabric. These are represented with a V-tagged icon similar to the one used to designate Logical Switches:

8 A&or DR )
B <& Host Group
B @ Trans_Srv Trans_Srv  Initiator

f®] 10:00:00:00:c:2
® 20:03:00:051E:0
B 2 Routed Products Group
2 Virtual Group

4

4

Figure 53. VM machines running in the fabric.

Once these devices are visible in the fabric, Brocade Network Advisor can assign policies such as QoS or fabric
services such as encryption to them just as if they were physical servers. In addition, and in order to improve
visibility of the virtual server infrastructure for storage administrators, the following features are included in
Brocade Network Advisor:

* Discovery of VMware virtual machines via VMware ESX Server APIs

— .
9 Add VM Manager &J‘

VM Manager Type | VMware vCenter

Network Address H

Port 443
User ID [
Password [

vSphere Plug-in [Z] Enable display of network information in vSphere clie

[
Cancel | Help |

L

Figure 54. Add VM Manager dialog box.
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¢ |dentifying which physical servers are running VMs

ST
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om
Host Group

2

Storage Group

-

Figure 55. Host group with two physical servers running virtualization (VMware) in the Topology view.

* Display of VM properties as part of the host properties, including end-to-end path from VM to LUN. You

can view the details of VMs and VM LUN path information online.

¥¥ esxymware. brocade.com Properties

((Properties | HBA | VitualMachines |
Virtual Machine Count | S
DCFM Server 1 | DCFMServer2 | |
Name DCFM Server 1 DCFM Server 2 VMPack-B -
» D 272 288 1224
Network Address |dcfm-server-01.englab.brocade.com Unknown vmpackb.englab.g
IP Address 10.32.159.87 lUnknown 10.32.159.94
VM Hypervisor \VMware ESX Server 3.5.0 build-64607 VMware ESX Server 3...|VMware ESX Ser |
0S Type i XP i (32-bit) Microsoft Windows Se... Microsoft Window
Status Running Stopped |Running
Time Started 3/19/09 8:57 AM 4/28/09 6:10 AM
WPPH Pt 2 2 1 =
Kl ]
Data Path Count for the Selected Virtual Machine [ 2
vmhba33:6:0 ] vmhba32:6:0 |:|
» Device Name vmhba32:6:0 vmhba32:6:0 -
Storage Type Disk Disk
Storage Status Offline Offline
Model SEAGATE ST318452FC SEAGATE ST318452FC
Serial # unavailable unavailable
Cagac'g_! :ﬂ.ﬁﬂ: 0GB
Path Name vmhba33:6:0 vmhba32:6:0
Fabric [
Path Policy Fixed Priority Fixed Priority
Path Status Enabled, Active, Not Preferred Enabled, Inactive, Not Preferred
HRA Node VANAN 0-00-00-051F-59-F2-37 0-00-00-05-1F-59-F2-36 X
ok | cancel | Hep |

Figure 56. Virtual Machines Properties dialog box.

Brocade Network Advisor for Data Center Networks

42 of 80



NETWORK MANAGEMENT FEATURES BRIEF

Simplified HBA and CNA Management

Brocade Network Advisor simplifies management of FC HBAs and FCoE/DCB CNAs and provides integration
with Brocade Host Connectivity Manager (HCM). The following features are supported in Brocade Network
Advisor:

Host-based Discovery and Topology views include discovery of Brocade HBAs/CNAs.
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Figure 57. Host-based Topology view.

Automatic server-to-HBA mapping

Properties display

Events integration

Statistics collection and display, including Real-Time Performance Monitoring.

#% Real Time Port Selector
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Figure 58. Real Time Port Selector window.
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* End-to-end switch and HBA configuration operations

o Instead of having to go to the HBA element manager first to configure Fibre Channel Security Protocol
(FCSP) and then to the switch element manager to configure the same parameters on the switch port, you
can configure both ends of the connection (HBA port and its corresponding switch port) in a single

operation from Brocade Network Advisor.

FCSP Authentication 3]

[_] Enable Authentication

Local Port Settings Attached Switch Settings

Hash Type MDS v SHA1 MD5
DH-Group Type  DHNULL " 01234

Secret ‘

Confirm Secret ‘

[v]|Also set on attached switch

Switch Secret I

Confirm Secret ‘

‘_ OK " Cancel

Figure 59. FCSP Authentication dialog box.

* HBA supportSave: Host management supports capturing support information for managed Brocade HBAs,
which are discovered in the management application. You can trigger supportSave for multiple HBAs at the

* Deep element management HCM Launch-in-Context from Brocade Network Advisor

same time.

* With a single user interface to manage all HBAs, storage and server administrators can manage local HBAs
(HBAs installed on same machine as GUI) as well as remote HBAs (HBA installed on distributed servers).

Fibre Channel over Ethernet (FCoE)

Brocade Network Advisor provides unified management for a wide range of protocols supporting data, storage
and converged networks, which support Fibre Channel, FCR, FCIP, FCoE, and DCB. Brocade Network Advisor fully
supports FCoE and DCB protocols, as well group management for Brocade FCoE products, such as the Brocade
8000 Switch and the Brocade FCOE10-24 Blade for the Brocade DCX Backbone family. Additionally, Brocade
Network Advisor discovers third-party CNAs connected to Brocade fabrics, including the QLogic QLE8042 and
Emulex LP21000-M CNAs. Brocade Network Advisor provides comprehensive Layer 2 configuration options,

such as:

DCB interface administration
Data Center Bridging Exchange (DCBX)

FCoE port and trunk configurations

Link Aggregation Group (LAG) configuration

Link Level Discovery Protocol (LLDP)
Quality of Service (QoS)
Spanning Tree Protocol (STP)

DCB configuration replication
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Troubleshooting and Diagnostics

Brocade Network Advisor provides powerful wizards to perform troubleshooting and diagnostic activities and to
aid in rapid problem resolution. This in turn helps IT organizations minimize their Time to Resolution (TTR) and
maintain Service-Level Agreements (SLAs).

Device Connectivity Troubleshooting Wizard

This wizard checks for a number of conditions (listed below), which, if present, might prevent devices from
communicating with each other. Once complete, the wizard displays the results of these checks and the
recommended next steps:

* Device port status (online/offline)

* Switch port health status

¢ Zone configuration

¢ Active ACL DCC policy check

* LSAN zone configuration

¢ Device moved to a new fabric

* Fabric segmentation

* FC Router physical connection status

o ™
3‘5 Device Connectivity Troubleshooting Results @
Summary
Port VWWN Port Name Connecte... Fabric

Device Port 1 |10:00:00:00:C9:29:04:35 [[40] "Emulex LP9002 FV3.90A7 DV5-2.10A7 DCFM2" EBC_DCX_3 Production
Device Port 2 |50:06:0E:50:00:03:48:11 M4700 DR_M-EOS
Diagnosis Time |Thu Jul 23 16:53:05 PDT 2009
Failure 3
Warning (1] l
Success 8 !
Information 3 H
Total 2
Details
Level & ‘Diagncsis Test |Resutt Suggested Resolution
° LSAN zone configuration No LSAN Zone is defined in the fabric - Production Define LSAN zones for the selected clevlces!T

inthe edge fabric for the selected devices.
° LSAN zone configuration No LSAN Zone is defined in the fabric - DR_M-EOS Define LSAN zones for the selected device:

in the edge fabric for the selected devices.

Active ACL DCC Policy. Error occurred while accessing the ACL DCC None.
° policy information for the device -

50:06:0E:80:00:03:48:11 - on the switch .

,@ Zone configuration Selected Device Ports belongs to different fabrics, None.

check. s0 no need for this check.
(D Zone configuration Selected Device Ports belongs to different fabrics, None. ‘L

[l Re-run Diagnosis | Trace Route Close | |

Figure 60. Device Connectivity Troubleshooting Results dialog box.

Device Sharing Diagnosis Wizard

This wizard verifies whether two selected fabrics are configured properly to share devices. Execution
of the wizard results in a report that outlines whether or not it is possible to share devices between
the selected fabrics.
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IS M
gg Fabric Device Sharing Diagnosis Result X
Diagnosis result between fabrics | Production and DR
Test & Result lf‘ ‘7
Backbone to Edge Routing No No Backbone to Edge fabric routing.
\Common Backbone Fabric No I:;ilcabncs in this pair are not found to be configured with common Backbone
No Fabric Production is configured to
IFCR Configured FCR Switch 10.66.13.185 in Backhone fabric 10.66.13.185.
Fabric DR is not found to be configured with FCR switches. ‘
L
Close
t i
|
4

Figure 61. Fabric Device Sharing Diagnosis Result window.

Trace Route Wizard

Brocade Network Advisor provides a wizard to assist with, first, performing a trace route check from a source
port on a local switch to a destination port on another switch and, second, determining detailed routing
information between the switches. The routing information describes the full path that a data stream takes
to go from the source path to the destination path, including all the intermediate switches it traverses. Both
the forward and reverse path information is made available. Trace route also shows the traffic path through

routed environments.

The wizard provides an FC ping option, which performs a zoning check between the selected device port World
Wide Names (WWNs). It also provides the maximum, minimum, and average RTT for the frames between the
device port WWNs and the domain controller. Users can determine the path and latency between given ISL ports

and device WWNs, information that is helpful for diagnostic and troubleshooting purposes.

(e
&9 Trace Route

=)

Trace Route Scope

(® Routing Backbone (10.66.13.185) ¥

Device Ports

() Enter port FC Address Source Destination

(®) Select two device ports

All Levels Name Device 'i'ype 10
o T —|

}Port Name

Enter or select two ports from the selected fabric or routing scope and click OK to view the route information.

Available Device Ports 4 selected Device Ports

Node v [port wany

|Fc Adat

TOrage CTOuE
@& switch Group
B © 9 & production Production
E <& Host Group
B < VM server VMserver Initiator
10:00:00:00:C9:2
© 2, Routed Products Grot
=] \t; Storage Group
=] §’ 50:06:0E:80:00:03:48 Target
50:06:0E:80:00:0
=] ;‘ 50:06:0E:80:00:03:48 Target
50:06:0E:80:00:0 :
@ Switch Group v

l (1 — D

[»]

Help

(L
C

Figure 62. Trace Route wizard window.
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Failure Resolution for a FICON Merge (Cascaded FICON)
Brocade Network Advisor provides a wizard to help resolve merge conflicts in a cascaded FICON environment in
the following switch configuration areas:

¢ DomainlD

* Timeout Value (TOV)

¢ Buffer-to-Buffer Credit

¢ DisableDeviceProbe

* RoutePriority Per Frame

* SeglevelSwitching

* SuppressClassF

* LongDistance Setting

¢ Data Field Size

e VC Priority

Security and Encryption
Security management in Brocade Network Advisor includes the following capabilities:

* Multiple levels of user access and views with flexible definitions—Read-write, Read only, and No privileges—
of administrator roles and responsibilities

¢ Consistent security settings—RADIUS, Active Directory, LDAP, and SNMP configuration—across multiple
switches by leveraging the Security Replication wizard

* Configuration, settings, and ongoing management of Brocade fabric-based data-at-rest encryption products
* Standards-based security features for access controls, including support for IPv6

* Dashboard-level status and wizards to enable security mode, policy editors, and end-to-end HTTPS secure
connectivity

* Integration with leading authentication, authorization, and accounting solutions, such as RADIUS, AD/LDAP,
Network Information Service (NIS), and NIS+

Security management via Brocade Network Advisor protects physical and virtual access to data at rest.

Secure Copy/Secure FTP

To support Technical Support data collection and firmware download via Secure Shell (SSH), you can utilize
an internal or external Secure Copy Protocol (SCP) or Secure File Transfer Protocol (SFTP) server. Security-
conscious customers should use the SCP or SFTP option for firmware download and for collecting Technical
Support files.

Third-Party Key Management Support

Brocade Network Advisor supports the NetApp License Key Manager, RSA Data Protection Manager (DPM)
for the Datacenter, HP StorageWorks Secure Key Manager (SKM), and Thales Encryption Manager for
Storage.

Integration with Leading Partner Orchestration and Management Tools

Brocade Network Advisor is designed with an open-standard interface to simplify integration with management
solutions from server, storage, and infrastructure management partners. The Brocade Network Advisor
architecture has the following characteristics:
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* Simplifies partner integration using open-standard interfaces (SNMP, Storage Management Initiative
Specification [SMI-S])

* Improves customer management of virtualized resources (server, fabric, storage)
* Reduces management complexity of virtualized data centers by providing end-to-end network visibility

* Improves administrator productivity, so that human resources scale efficiently with the growth of storage and
virtual server workloads

Brocade Network Advisor provides customers with options to integrate with existing tools through standard
interfaces and through seamless integration with key partners, such as VMware vCenter, Microsoft SCOM, IBM
Tivoli, and IBM Systems Director.

Microsoft SCOM Management Pack

Brocade Network Advisor populates Microsoft SCOM with fabric details, switch details, statistics, and Call
Home events. Integration with Microsoft SCOM was developed to provide additional visibility into the health
of the SAN. Server administrators can quickly identify if the SAN is causing poor application performance or
other issues by viewing statistics. Access to this statistical information helps administrators improve
troubleshooting and resolution, as well as communications between the SAN/storage administrator and the
server administrator.

Key benefits of the integrated solution include:

* Displays dynamic HTML pages with fabric inventory data and EE-Monitor statistics (which are collected by
Brocade Network Advisor) in the Microsoft SCOM console

* Retrieves Call Home events from the Brocade Network Advisor Server and periodically checks the health of
Brocade Network Advisor

Management Plug-In for VMware vCenter

The management plug-in for VMware vCenter is a plug-in for a vCenter server that displays SAN connectivity
information for managed ESX hosts and switch port statistics in the vSphere client. The current plug-in supports
CNA and HBA connectivity.

The VMware vCenter plug-in enables proactive SAN monitoring in the following ways:

* Provides VM-to-storage LUN visibility

* Enables VM-to-storage proactive port monitoring

* Provides visibility to SAN performance statistics

* Enables forwarding of SAN performance and fault events

* Empowers vCenter administrators with bottleneck identification

Deep Integration Between Brocade Network Advisor and IBM Management Products

Brocade is firmly committed to unifying the network management experience across different network types
within Brocade Network Advisor. That commitment extends to providing a deep integration experience with
industry-leading management products from Brocade partners. An example of this deep integration experience is
showcased with IBM management products, both for Storage Resource Management (SRM) with IBM Tivoli
Storage Productivity Center (TPC) and for Server/VM management with IBM Systems Director.

IBM Systems Director Integration

This integration is focused on administrators across different domains, in this instance, Server/VM and SAN
management. The IBM Systems Director product is an integrated management platform that focuses on lifecycle
management of servers and virtual machines. It performs basic network management activities, such as VLAN
configuration, performance monitoring, and more.
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The deep integration between Systems Director and Brocade Network Advisor is programmatic (API-driven) in
nature. The objective is that a Server/VM administrator can provision networking resources within the context of
a server provisioning operation. Traditionally, server administrators have to wait for the networking team to
perform certain tasks (such as provisioning network ports, and so forth) before they can bring a server or VM
online. This can often take hours or days, since the change management activity, including coordination through
the ticketing system, workflow approvals, and so forth, can take some time. With this deep integration, IBM and
Brocade now provide server administrators with the ability to provision FCoE networking ports in the context of a
Server/VM provisioning operation via a template-driven approach.

The Systems Director end user configures networking parameters (such as VLANs, ACLs, QoS, LLDP, and so
forth) without any deep knowledge of networking. The templates typically are created once by a higher-level
architect who understands the data center layout well and is able to capture best practices around
server/network configuration within these templates. Once the templates are defined, the task of provisioning
the network options within Systems Director is simplified dramatically, behind the scenes; Systems Director
makes advanced API calls into Brocade Network Advisor to perform these networking operations.

Besides provisioning, this deep integration also supports the monitoring of networking health, the ability to send
up alerts to the Systems Director end user when its Hosts/VMs/applications are impacted by network issues
(such as network congestion or crossing user-defined performance thresholds), and the ability to then
proactively respond to those incidents and resolve them before they affect service. This deep integration
dramatically simplifies the coordination between server and network administrators, thereby significantly
reducing Operating Expenses (OpEx) and helping with application SLA management.

IBM Tivoli Storage Productivity Center (TPC) Integration

This integration is focused on administrators within the same domain, in this instance, storage and SAN
management. The IBM TPC is an industry-leading SRM solution that helps customers manage storage
environments by simplifying tasks related to LUN provisioning, capacity planning, replication, reporting, and so
forth The IBM TPC also performs basic SAN management activities for Brocade Fibre Channel infrastructure via
the Brocade standards-based SMI-S interface.

The deep integration between TPC and Brocade Network Advisor is GUI-centric and is focused on two aspects:
Launch-in-Context (LIC) and Single Sign-On (SSO). LIC is the ability for an end user, from within TPC, to directly
invoke specific functionality from Brocade Network Advisor (for instance, zoning, fault management, reporting,
performance management, and so forth). The user is able, for example, to launch the relevant Brocade Network
Advisor Ul panel from within TPC, instead of launching the main Brocade Network Advisor Ul separately and then
searching for where the action needs to be performed. As part of this launch invocation, the context of the SAN
object also gets passed (for instance, the WWN of the FC switch, port, and so forth) and is automatically
preselected in the Brocade Network Advisor Ul. SSO lets the TPC user be automatically authenticated and
authorized against Brocade Network Advisor, which ensures that the user has permissions to perform the
activity on the resource the user is operating. All activities the user performs are logged into the Brocade
Network Advisor event log. Both tools are kept in synchronization with each other, so a task performed in either
tool automatically updates the state information regarding the SAN resources in the other tool.

Typical tasks associated with this deep integration include configuration (for example, zoning, QoS), monitoring
(for example, port and fabric statistics, network congestion, CRC errors, performance counters), diagnostics (for
example, why two end points cannot talk to each other or why devices cannot talk within a routed fabric),
reporting (for example, various fabric reports), and so forth This deep integration enables storage/SAN
administrators to avoid unnecessary clicks and steps between the two products in order to perform day-to-day
activities, thus reducing the OpEx associated with those tasks.
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DATA CENTER IP MANAGEMENT

Brocade Network Advisor provides robust functionality to manage IP and MPLS switches and routers.

Discovery
From the IP tab, users can access the Discovery Setup — IP dialog box: IP Tab > Discover > Setup.

The Discovery Setup dialog box allows users to access detailed and flexible discovery management features.
The Discovery Setup dialog includes three tabs: Discovered, Global Settings, and Profiles. Users with IP
Discovery Setup privileges can perform the following from each tab:

Discovered Tab
* Add or discover new products

* Edit product properties
* Delete products

* Rediscover products

¥ Discover Setup - IP @

(" Discovered | GlobalSettings || Profies.

Discovered Products

Product ‘Name IP Address ‘Dev\:e Type |Serial# Status 'Vendor Model Port Count Firmware
Edgelron82 Edgelron82 10.32.151.82 L2 Switch AN0S070355 Reachable Foundry Edgelron 9 22623 Add
Serveriron 4G Serveriron 4G 10.32.151.83 Load Balancer CH33080219 Reachable Foundry Serveriron 4 10.2.00d7
switch86 switch86 10.32.151.86 L2 Switch FL20090207 Reachable Foundry FESX/FWSX 50 04.3.00T3
Netiron CES ... Netiron CES ... 10.32.151.81 Router SA33091927 Reachable Foundry Netiron 2000 25 V3.8.0dT
router8S router8S 10.32.151.85 Router FL20090212 Reachable Foundry FESX/FWSX 48 04.3.00T3
FESX648 Ro... FESX648 Ro... 10.32.151.84 Router FL20090113  Reachable Foundry FESX/FWSX 48 04.3.0073

D

Close | Help

Figure 63. Discover Setup — IP dialog box, Discovered tab.

Global Settings Tab
* Configure global discovery settings:

o SNMP—Users can configure one or more SNMP credentials to be used during discovery; SNMP v1, v2,
and v3 are supported. The credentials specified are candidate credentials; the first candidate credential
that works for a device is recorded for future use.

o Default Passwords—Users can configure one or more password credentials to be validated during
discovery; read/write login, read/write enable passwords, and enable super user passwords are
supported.

o OID (Object ID) Filter—Users can configure which third-party devices are discovered and included in the
topology and network objects list by including or excluding sysObjectIDs or sysObjectID prefixes.

o Preferences—Users can configure properties that are used during discovery: ping type, ping port, retry
count, discovery log size, adaptive discovery options, enabling password validation on rediscover, address
to name lookups, loopback address preference, and whether or not to discard the topology information
before the new discovery for the product.
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Figure 64. Discover Setup — IP dialog box, Global Settings tab.

Profiles Tab

Discovery profiles are an easy way to save a set of discovery parameters, including ranges of addresses to be

included or excluded from the discovery process. Profiles can be scheduled to run periodically to discover new
devices added to the network. The Profiles tab allows users to:

* Manage Discovery profiles
* Generate Discovery reports

¢ Display Discovery status log

+5 Discover Setup - IP

Ouscorered | Gkowl Settige | Froties
Discovery Status | Running  Current Runviey Profie Detwtt Diecovery Log
Drscovery Prosies.
Frotie Name Fun on St Stotus Last Stort Temo Durnton | ~sa
Dstout Copy (] o
Dotma ] v Fourewg nerogecs S0p
bt e
Add
Dugtoate L
Delete
aawers Ranges | Scheautng | Profersnces |
A3 (B P ASBesTes Fchated B Addrasees
Address Ranges Png Sweep.
Ertry Type CORSutnst ¥ | [ Aleo pertoom ping tweep ——————.'*'-'*'J i
10101010.1010 10150 v =
P Adsrers Supret Mase Bes 1812019010/ 24 W Down
’ | 4
suknets that
N dscovery. = ‘
adrest i Wit the ranDes Specified snd the address is net i
the Exchuded Addrezses. Inchuzion in this ket doos nat necessarty
v t
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Figure 65. Discover Setup — IP dialog box, Profiles tab.
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Group Management

The group management feature within Brocade Network Advisor allows users to create user-defined product
groups or port groups. The ability to create a user-defined group allows administrators to perform quick
searches and create groups based on their specified search criteria. For instance, a user can search for all
Brocade Fastlron devices, all routers, or all devices with a specific firmware version and then create a group
based on the returned search results. Administrators can also create user-defined groups by manually selecting
devices to include in the group. The product group and port group management features include: edit group,
duplicate group, delete group, and properties.

Brocade Network Advisor also includes predefined system groups that cannot be edited. System groups
automatically group devices of the same type together.

Groups can be used for multiple purposes, such as for deploying a configuration to multiple products at one
time, for selecting products for performance monitoring, for event or inventory reports, or for event policies. In
addition to using groups for these purposes, the following modules within Brocade Network Advisor use product
grouping features:

* AOR

¢ Configuration Wizard
* CLI Configuration

* Configuration Repository
¢ Event Action

* VLAN Configuration

¢ Performance

¢ Monitor sFlow

* SNMP Trap Recipients
* Syslog Recipients

* Event Custom Reports

* Product Group Management

Here are a few helpful examples of product group and port group use cases.

Product Group Examples

¢ Useful for large topologies. Allows users to narrow search results based on specific criteria and divide a large
topology into smaller subgroups.

* Allows users to group by product and firmware version and then perform a bulk deployment for software
upgrades to the group
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9 Add Product Group [m3m)

Name |myProducts
[ |
Creator /Administrator

Topology Display [_| Enable

Available Products Selected Products
‘Group / Product Name [P Address Group / Product Name IP Address
T W 10.37.19.105 Bigon RX-4 Router 10.37.19.103 [ B @ products
@ 10.37.19.105 FESX848+2XG Ro... 10.37.19.105 &9 1027.10.155 Netion XMR-4000...10.37.19.155
P 10.37.19.106 FESXB48+2XG S... 10.37.19.106 &9 102710158 Netron MLX4 Ro...|10.37.19.158
B 10.37.19.144 FESX424 Switch  10.37.19.144 @ 10.57.19.161 Serverron4G - |10.57.19.161
@ 1037.19.145 FWSGo Selch KOS 1L14S @ 10.37.19.479 FGS624P Switch  10.37.19.179
D 10.37.19.146 FOm2S Rover [ ¥0.57. 151G B 10373156 FCXE245-F-ADV ... 10.37.31.56
& 1037.19.148 Netiron CES 2024C 10.37.19.148
@ 10.37.19.149 FESXE48+2XG Ro... 10.37.19.149 »
@ 10.37.19.150 FGS648P Switch  10.37.19.150
< 1037.19.171 rfsBk-A71 10.37.18.471 4
< 1037.19.172 rfs7k-172 10.37.18.472

B < Product Groups

@ system Product Group

Gl <2 User-Defined Device G
@ California Switch ( California Switch ...
@ Core Switch Grouj Core Switch Group
@ NY Switch Group NY Switch Group
@ Switch Group 1 Switch Group 1

@ Switch Group2  Switch Group 2

@B P Subnets -

i ]»] [« D
0K Cancel Help

Figure 66. Add Product Group dialog box.

Port Group Example

* A port group can be used to group all ports on telephones. An administrator can then schedule the ports to
turn on and off at specific times, reducing power and saving costs during non-business hours.

9 Add Port Group =
Name ‘my ports
Tzoerrio | |
Creator  |Administrator
Available Ports Selected Ports
Group / Product |Name . Group / Product Name IR
@ 21 = B < Ports
@ 22 E < 10.24.60.203 DCM-T24X-203 1
@ 23 = 1
@ 24 &2
@ 2s E 3
@ 26 » Bl < 10.24.60.205 DCM-FGS648P-205 1
@ 27 B & sot1
@ 28 4 = 1
il 10.24.60.204 DCM-NICES2024C |
El < 10.24.60.205 DCM-FGS648P-20!
B & sot1
@ 12
CIRTE)
@ e =
@ 15 (7}
. y T )
oK Cancel Help

Figure 67. Add Port Group dialog box.
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Configuration
The Configuration Wizard allows users to create and deploy configurations for Brocade IP products.

Configuration Wizard
Users can launch the Configuration Wizard in one of two ways:

1. From the main menu: Configure > Configuration Wizard.

2. From the toolbar on main desktop: Configuration Wizard icon.

The Configuration Wizard dialog box displays all the configurations created by different users. From this dialog
box users can add, edit, duplicate, delete, and deploy configurations.

+¥ Configuration Wizard

Use this dinkg rplcry pe (Click on the Add or Fdt busion to configure payloads
Product Configuraticnss
Teatype VU210 Teg Type N Agmeistrator Tad
Lot
Duplente
Dedete
Depioy
Clase ep

Figure 68. Configuration Wizard dialog box.

Step 1 - Configuration
When users select Add or Edit from the Configuration Wizard dialog box, the Configuration dialog box launches.

The Configuration dialog box allows users to select a payload for the configuration. A payload is a configuration
of product properties (attributes), such as SNMP settings, user account information, software image, ACLs,

and more. Configurations applicable to the product are grouped under Product Payloads, and port configurations
are grouped under Interface Payloads. Users can create and update configurations using the Configuration

dialog box.
¥ Canfiguration 3 4% Configuration @
e Select Payond Steps Select Paylosd
1. 5o Ponds) # Preactioronn 1. Select ayload(s) (0 ProcuctPayioads
210 TH Tipe P Semngn SN Trap acevery
S g Lt St D46 V1 Setrge
Bt Seqrce e Lpte Ut SR
QU Contgaten Prowcels TACACS: Paretint
QU Podc Montarg AL Pty s TACACSe Sy
o A Savers Teret
006 Name Soren Lt Frind Praduces Tme ToreSXNTP
Erape Freoaren 0 Comerty ern U Accart
P St N itiein
Tooge Lol Bt 9P g Erate
el ® nterface Payloads
[7] Lo Settings [ port [ S Trap fo Port

[7] PoE Corirol

] sFlow Confguration

Help | Cancel

{ b Next

Figure 69. Configuration dialog box, Step 1 — Select Payload.
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Step 2 - Deployment

Deployment, which is Step 2 of the Configuration dialog box, is broken out into multiple phases:

* Deployment Targets. This displays discovered IP products that are visible to the logged-in user. These

products/interfaces display based on the payload group selection. Users can select the products, product
groups, and IP subnets to which the payloads are deployed.

¥¥ Configuration @

Steps

Deployment Targets

1. Select Payload(s)
802.1Q Tag Type

- Configuration Info
2. Deploy

- Deployment Targets

Available Targets
Group / Product ‘Name

Selected Targets
Group f Product

Name

B @ products
i Aryabhatta [172.26.5.1 Aryabhatta
a bnvh [172.265121]  bnvb
=5 FGSE48P Switch [172. FGSE48P Switch
<5 FWSE24 Switch [172.2FVWS624 Switch
@ gyy [172.26.5.113) gug
a Netlron MLX-4 Router [ Metlron MLX-4 Ro...
P odc [172.26.5.111) ode
i sI5-1-r brocade.com [1sI5-1-r brocade.c...
Bl @ Product Groups
@B system Product Group
@ User-Defined Device G
B <2 P Subnets
S 00000000/0 0O00C000/0
1.2101.0£255255.25:1.2101.0/255.25...
b2 7070707 1255.255.270.70.70.7 1255.2...

da D

da D

Help ‘ Cancel ‘

4 Previous ‘ b Next

Figure 70. Configuration dialog box, Step 2 — Deployment Targets.

* Deployment Properties. Users can select various options that determine the save, reboot, and deployment
properties for the configuration.

* Deployment Schedule. Users can deploy configurations to selected IP products (targets) immediately or at a

scheduled time.

¥ Configuration @

Steps

Deployment Schedule

1. Select Payload(s)
802.1Q Tag Type
- Configuration Info
2. Deploy
- Deployment Targets
- Deploymenrt Properties
- Deployment Schedule

(@ Save Without Scheduling Deployment

() Schedule Deployment
GreTine > |
Lhd ' Ehd[Likd
iy 21,2010

Help [ Cancel

< Previous b Next

Figure 71. Configuration dialog box, Step 2 — Deployment Schedule.
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Step 3 - Summary

The Configuration Wizard provides a Summary page at the end of the configuration process for administrators
to review.

¥ Configuration X

+¥ Configuration

Seps [——— Strgs Susvevary Pogn

1. Select Paylosa(s]

Orplorment And Torgets 21078 Twe Daghormart And Twgmts | Configascn

Cortpasrn
opkrpmmet Prcparty
Cortigartion Naew
Screcht

Propont Sevpatet Tyn -
Pro-ost Serpaiet Templ More Selected
Peat-Doskrerer Dot N2 Agghcatin

#0210 Tog Ty

0210 Tag Typs 0100

Saactnd Turgate
Grcusp [ Procet v # asvess Device Type Serwi 8 e | Cancel Thovas | b

B Avysnnana [172.26.5 1Aeyorentia wrmsIz seater ASAIAER

« 0|

Thewns | b Save

Figure 72. Configuration dialog box, Step 3 — Summary.

CLI Configuration Manager
Users with the CLI Configuration privilege can launch the CLI Configuration Manager in one of two ways:

1. From the main menu: Configure > CLI Configuration Wizard.

2. From the toolbar on main desktop: CLI Configuration Wizard icon.

The CLI Configuration Manager provides a text-based interface that allows users to enter CLI commands to
create configurations and monitoring templates. From this dialog box users can add, edit, duplicate, delete,

verify, and deploy the product monitoring/global configurations. Users can deploy these configurations on
one or more devices at a time.

* Verify. Users can test the configuration without deploying it to devices.

* Deploy. This deploys a device configuration from the CLI Configuration Manager on demand. Required
authentication and authorization have to be enabled on the device for deployment.

&% CLI Configuration =
Use this dialog to create, verify, and deploy product CLI templates.
Templates

Name & Description Type Parameters Additional Targets |Scheduled I
VLAN Configuration No No No Add

Edit
Duplicate

Delete

Verify

Deploy

Close Help

Figure 73. CLI Configuration Manager dialog box.
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CLI Global Configuration Template
From the CLI Configuration Manager, users can access the CLI Global Configuration Template through the Global
Configuration tab or the Product Monitoring tab. The template dialog is the same for both global and product

monitoring configurations; however, Product Monitoring templates allow read-only commands, while Global

Configuration templates allow configuration commands. You can apply these templates to groups of devices and

schedule deployment.

Ontrecn | Twpe | CUCommans | Pwameters | Scredse

Mama
Coserean

T ® Contouaten

Crodertiss  Changs Tomglate Croderts

Figure 74. CLI Global Configuration Template dialog box.

VLAN Manager

Users can configure L2 VLANs, L3 VLANs, and STP/RSTP, and users can assign Virtual Routing Interface
(VRI) addresses using the VLAN Manager. Users can launch the VLAN Manager from the main menu:

Configure > VLANSs.

¥¥ VLAN Manager @

) VLAN View (@) Product View (! Port Group View

Products / VLANs

Products
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P aclermort-ferrand-651-1-49-1.w90-0.
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€3 Device_206 [172.26.20.206]
i FastironSX800_207 [172.26.20.207]
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% FESXE48+2)(G Router [172.26.5.117]
@7 FGSB48P Switch [172.26.5.119]
@ name [172.26.5.115]
€3 Netlron CER 2024C [172.26.20.211]
NetlronMLX_208 [172.26.20.208]
<P odc [172.26.5.111)
@ softbank126006006006 bbtec.net [172|
5 sw0 (172265128
& 5w [172.26.5.132]
<3 TIX24_201 [172.26.20.201]
@ vpn1-8-8.umd.edu [172.26.5.121]
B 2 Product Groups
B 2 system Groups
@ alllP Products
@ Chassis Products
B < Fixed Configuration Products
?; DEFAULT-YLAN [VLAN 1]
28 vLan2
& vLaN 4
2 vLans
2 viane

22 vLan10

[4]

li’roduct WLAN Name

QoS

Router P;rf i 7

FGS648P S... |DEFAULT-V.. 0
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iNeﬂIron CER ... DEFAULT.
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SN2T
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av
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|Product Port Port Type Port Name:
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92w anann

K]

Delete

Virtual Port

View

Deployments :

Close | Help |

Figure 75. VLAN Manager dialog box.
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The VLAN Manager displays existing VLAN configurations and saved VLAN deployments. Selecting the Global View or
Product View tab determines how the user views the information—by grouped global VLANs products or port groups.
The buttons on the right-hand side allow users to access dialog boxes that provide the ability to configure ports, add
protocol VLANs, edit existing VLANs, delete VLANS, assign IP addresses to a VRI, and configure different variants of

STP/RSTP.

Port VLAN Configuration (L2 VLAN)
The VLAN Manager Configure Port button launches the Port VLAN Configuration dialog box. From this dialog box,
you can add or remove products, add or remove ports and LAGs from corresponding VLANs, and configure

tagged, untagged, and dual-mode port operations.

»¥ Add YLAN
Ports | Properies |
Configure VLANs [10.11 v
Avsiable Products Selected Products
Product & Naee Product & P Address
& & Procducts - W Netron MUX-4 Router (10,37 57 28] 10376729
£ & Procuct Groups 3 W Netron MLX-4 Router [10.37.19155]  10.3719.458
£} & System Product Groups W Bigicn R4 Router [10.37.1.155) 10.3719.156
E) 2 Chassis Products 4 W Netron XMR-4000 Router [10.37.19.155] 10.3719.155
W Bigron RX-4 Reuter (10,37 1¢Bigron RX-
& Meetiron MUX-4 Router {10.37. Netiron MLX.
A Netiron MLX-4 Router [10.37. Netiron MUX, ¥ |
i <l ]
Avadstis Ports Selected Ports
Product & Mome B ot [ & Netron MLX-4 Router [10 37 67 29]
[ W Netiron MLX-4 Router (10,37 67 29 FESXE4 11 10 B W Natron MLX-4 Router [10,37.19.159)
(2 P Netron MLX-4 Router (10,37 19.158FGSB48... 10 | ] W Bigiron RX-4 Router (1037 19.156)
[ ) Bigron RX-4 Router [10.37.19.155] Netron . 11 (& G Netvon XMR-4000 Router [10.37.19.155]
E P Netiron XMR-4000 Reuter [10.37.19 Netron . 11
P e
P wetog
[ il 4 Sedsct Ciassifiers
oK Cancel Hep
Seps Adatienave Ports. |
1. AsdRenove Ports Confipen VLAN 73,2630
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gu&n =]
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R 4
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Figure 76. Port VLAN Configuration d

ialog box — Add/Remove Ports.
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Once ports are configured, users can configure VLAN properties and assign a router interface.

% Poet VLAN Configuration

¥ Port YLAN Configuration

0% et vemince: AN Nome. 005 Poter bierince
Cl=] =X=}
a
eqa
°§ s

oo _|

Cwen

Yivevon | vt

Figure 77. Port VLAN Configuration dialog box — VLAN Properties.

Protocol VLAN Configuration (L3 VLAN)

The VLAN Manager Add Protocol button launches the Protocol VLAN Configuration dialog box. From this dialog
box, users can configure protocol VLANs. Brocade Network Advisor supports IP, IPv6, and IP Subnet protocols.

¥ Protocl YLAN Configuration X
Seps Frotocol VLAN Configuration
1 N Protocol VOAN PGPS o
Select Protocol
& Seinct Pt
Avadstie Ports Secteaports
S A E Y Prodats Profocet VLAN Name | Dynvmic | Ruude defoce | Stoc | Excide
B a0 rCnu24es Reuter (10,37 19.146]
& @inet
B s
®ing b s
B Frchase

Hepp | Cancel

Figure 78. Protocol VLAN Configuration dialog box.

STP and RSTP Configuration

The VLAN Manager STP button launches the STP/RSTP Configuration dialog box. From this dialog box, users can

configure properties for different variants of spanning tree and rapid spanning tree. STP and RSTP (802.1w)
parameters are supported.
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¥ STP/RSTP Configuration

Steps STPRSTP Configuration

1. STPRSTP
Selected VLAN STP Mode Forward Delay | Max Age Hello Time Priority

=
E‘El\‘_'l J
=]
2]

[
B}

Details

Spanning Tree STP ¥
Enable 83;'2’1 -Apply
v

Forward Delay 15 Priority 32768

Maximum Age 20 Force Version %
Hello Time 2
Cancel

STP Port Parameters
PortPriorty 128 |
Port Path Cost |AUTO

Help | Cancel 4 ‘ b Next

Figure 79. STP/RSTP Configuration dialog box.

Virtual Interface IP Assignment
The VLAN Manager IP button launches the IP Address for vXXX dialog box (VXXX represents the name of the

Virtual Ethernet [VE] Interface or the name of the VRI). From this dialog box, users can assign an IP address
to a VRI.

=> IP Address forv20
Ip Address Entry Pane
IP Address & Subnet Mask
172213010 255.255.255.0 Add

ild

% Add Ip Address Entry Pane @

IP AddressiMask ¥

ICIDR [
IP AddressMask

Deploy l Close Help ‘

Figure 80. Protocol VLAN Configuration dialog box.
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MPLS Manager
Multiprotocol Label Switching (MPLS) provides efficient designation, routing, forwarding, and switching of traffic
flow in a network. Brocade Network Advisor allows users to configure and monitor the following MPLS services:
¢ Virtual Leased Line (VLL)
o VLL Manager: Manages the VLL configuration
o VLL Monitor: Fetches VLL statistics in real time
¢ Virtual Private LAN Services (VPLS)
o VPLS Manager: Manages the VPLS configuration
o VPLS Monitor: Fetches VPLS statistics in real time
¢ Label-Switched Path (LSP) Configuration
o LSP Manager: Configures admin groups, paths, and RSVP LSPs
* LSP Monitoring
o LSP Topology: Users can view and troubleshoot (ping/traceroute) LSPs
¢ LDP Configuration
o Allows deployment of ad-hoc LDP configuration at the product and interface levels

MPLS can be configured in Brocade Network Advisor by launching one of the MPLS management dialog boxes
from the main menu: Configure > MPLS > Respective Configuration (VLL, VPLS, VCID Pool, and LSP Manager).

VLL Manager
The VLL Manager allows users to perform the following tasks: view current VLL instances, view VLL
configurations, and add, edit, duplicate, or delete VLL instances.

% VLL Manager @

Views | Saved Confgurations
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Figure 81. VLL Manager dialog box.
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VPLS Manager
The VPLS Manager allows users to perform the following tasks: view current VPLS instances and peer
topologies, view VPLS configurations, and add, edit, duplicate, or delete VPLS instances.

% YPLS Monager @
Vires | Saved Contgurations |
Pone Stotus Legnna

Sedect & fter crtens o chck e gat bution ;
ARSI AL L Somepeers sredvwn @ Alpsers e down (L) Undetined

ws [ | v v
Peer Topokgy Legserd
Ench poer Inn i unidrectional The arrow points to the poer devics

B Petr Operaticonl status i up 3» Peer opersticnal stslus s 0ot o

Products  (ALLY Seloct

Get

VPLS Peer Siatiss 1 VPLS Nt /Y0 o vere—
i A RS FastCrganic v | 88 Layose Save o Ostens KOO &S
& @ 55Tmin 140
[of ERRVE
MxA
@ @ oosmn /% ) e "
@ @ cher (10 ; S At 102461 209

® @ 30130 =

9
@ @ 7m0 3T oo
£ @ dstaVils /3000

Péers not meshed o capeevaereT
&P ipvaryT1 com eocass com 10 24 61 203)
MLXA (1024 61.209) wR2

MUX-2[10 24 61 210] 102461 208

XMR.1 [10.2481.207)
XMIZ-2[10.26 851 200
R L0
@ @ emmn i3 i
@ @ owania AN P Pt R
@ @ ris 1103 bR L . ...
@ @ pooiner ¥ o 8t o @
© P pi1es RO il s
[of JTIT @ IR M2
B @ pi2 102461 210
R 415 MR-
e 102481207

IE]

A Cot Oupicate Delte

Figure 82. VPLS Manager dialog box.

LSP Manager
The LSP Manager allows users to manage admin groups, paths, and RSVP LSPs. Users can view the topology
maps for configured LDP and RSVP LSPs using the LSP Topology view.

¥ LSP Topology View @

‘ ,‘ P .‘ 1‘ 3| = : FastOrganic v | &9 Layout Save Map Op\iuns[ R CICNE S ]
El @Rsvp LSP Topology View - MLX-1 > LSP Topology View - XMR-2 > LSP Topology View - MLX-2
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10.24.61.207

Cancel | Help

Figure 83. LSP Topology View dialog box.
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Change Management
Brocade Network Advisor change management features include:
* Configuration Repository
o Displays the configurations for all Brocade IP products
o Retrieves the current configuration from the selected device
o Sets baselines
o Compares different configurations of one product or configurations across different products
o Restores a configuration to a product
o Deletes the configuration(s) of a product
o Exports configurations to a text file

o Searches for products with a specific configuration

* Image Repository

o Firmware Image files that are required to run Brocade products can include boot, diagnostics, and
management images, depending on the product. For wired products, these image files are imported into
the Management Server either automatically, once they are discovered, or manually from Image
Repository.

o Multiple versions of files can be stored for a product in the Management Server’s repository, and these
stored images can be deployed to appropriate products through the Configuration Wizard dialog.

¢ Scheduled Backup

o Users can copy the configuration and software image files from Brocade IP devices on a regularly
scheduled basis to the Management Server.

o The configurations and images that are backed up are placed in the server repository.

The change management icon on the Client Status bar indicates a configuration deviation for DCB, Brocade
Network OS, and 10S products within the user’s AOR.

w | L (5 T 0 & & HCLDU393AMBZICIiems 1|Administrator

L)

Figure 84. Status bar with Configuration Deviation Notification icon.

The Audit trail information for a Product’s config backup is displayed in the Configuration Compare Dialog.
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Configuration Repository
The Configuration Repository dialog box includes three tabs: Product Configuration, Change Tracking, and
Configuration Snapshots.

#¥ Configuration Repository
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9
8
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3
5
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bodcqaserver corphrocade.c... Wed Jan 0417.31:21 1ST2012 2 Resync 540dT183 Running ] 4
bodcteserver.corp ocade ... Wed Jan 04 1425 15T 202 1 Menuel 54007183 Running v o
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FOSB4GP Swich 17226.5:19] Thu an 05 195634 15T 2012 10 Resyne 07200027761 Funring 0
O
O
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O
uj

Save Running Configuration

[" Product Configurations f Change Tracking I/ Configuration Snapshots \
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Figure 85. Configuration Repository dialog box.
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Product Configuration Tab

From the Product Configuration tab, users can back up, save, restore, compare, view, delete, and export

configuration files.

Table 2. Available Backup Options

Backup Options

Description

Discovery Backup

Configurations from IP devices are copied into the Management Server’s
repository during the time of discovery.

Manual Backup

Retrieve the current configurations from the device manually through the
Save Configuration option.

Pre-deployment Backup

When enabled, backups are taken for the device before deploying any
payload, using the Configuration Wizard.

Post-deployment
Backup

Since the value for the doPostDeploymentBackup property is set to true in
a fresh installation, by default a backup is taken whenever any
configuration change is made through Brocade Network Advisor.

Re-sync Backup

The backup captured through manual re-synch of the device

Schedule Backup

Automatic backup will occur on a daily schedule. You can also modify the
schedule times using the Configure > Product > Schedule Backup option.
By default, the scheduled backup occurs every morning at 1:.00 AM.

Change Tracking Tab

Change Tracking compares the latest backup configuration with the baseline configuration for each product. If

the baseline is not specified

configuration becomes the baseline. If only one version of the configuration file exists in the Management

for a particular product, then the version previous to the latest backup

Server’s repository, then that version is considered to be the baseline.

¥ Configuration Repository. @

[ Product Configurations || Change Tracking || Confi |
Configuration Change Tracking
Product v | Baseline Time v | Backup Time v | Change Status v | Backup Type i
Netiron XMR-4000 Router-1... Tue Sep 07 17:21:36 PDT 2... Tue Sep 07 17:26:08 PDT 2... Changed Post-deployment Refresh
SI-ADX-144-1024.61.144  Tue Sep 07 17:21:36 PDT 2... Tue Sep 07 17:26:08 PDT 2... Changed Post-deployment
Netiron XMR-4000 Router-1... Tue Sep 07 17:21:37 PDT 2... Tue Sep 07 17:26:08 PDT 2... Changed Post-deployment
CES-2-10.24 61.205 Tue Sep 07 17:21:36 PDT 2... Tue Sep 07 17:26:08 PDT 2... Changed Post-deployment
CES-1-10.24 61.204 Tue Sep 07 17:21:37 PDT 2... Tue Sep 07 17:26:08 PDT 2... Changed Post-deployment Export
Fastiron SX 800 Router-10.... Tue Sep 07 17:21:37 PDT 2... Tue Sep 07 17:25:53 PDT 2... Changed Resync
MLX-1-10.24 61.209 Tue Sep 07 17:26:08 PDT 2... Tue Sep 07 17:26:08 PDT 2... No Change Post-deployment
:] Cancel Help

Figure 86. Change Tracking tab.

Configuration Snapshots Tab

Output product monitoring commands are available as configuration snapshots in Brocade Network Advisor. To
view these snapshots, users can select multiple products from the product tree to display the configuration

snapshots that are available for that product.

Brocade Network Advisor provides users with the ability to grab the following configuration snapshots:

* Post-Snapshot—Generated after the new configuration is deployed to the device

* Pre-Snapshot—Generated

before the new configuration is deployed to the device
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* Manual—Generated manually by clicking the Save Snapshot button

Snapshot status types:

Change—Difference between pre- and post-snapshot configurations

Error—An error was encountered in one or more product(s) during the deployment of the snapshots

Not Applicable—The product configuration deployment included only a pre-snapshot option

No Change—No difference between pre- and post-snapshot configurations

Configuration Repository.

Product

[ Product Configurstions | Change Tracking | Configuration Snapshots |

Configuration Snapshots

Group / Product name

B 2 Products
i CES-1[10.24.61.204] CES-1
i CES-2[10.24.61.205] CES-2
i CES-3[10.24.61.208] CES-3

s MLX-1[10.24.61.209] MLX-1
s MLX-2[10.24.61.210] MLX-2

) SI-ADX-144 [10.24 51-S1-ADX-144
i XMR-1 [10.24.61.207] XMR-1
P XMR-2 [10.24.61.208] XMR-2

@ Product Groups

@ P Subnets

Save Snapshot

‘Dsﬁe

Snapshot Type |CLI Template | Status

9 Fastiron SX 800 RouteiFastiron SX 800
9 jovay71 corp brocade. jovay1 corp brt

& Netiron XMR-4000 RouNetiron XMR-40(
& Netiron XMR-4000 RouNetiron XMR-40(

Post Snapshot Tue Sep 07 17:
ost Snapshot Tue Sep 07 17:

Post Snapshot Tue Sep 07 17:

19 PDT 2010 Post-Snapshot
:52 PDT 2010 Pre-Snapshot
Post Snapshot Tue Sep 07 17:25:47 PDT 2010 Post-Snapshot
.26 PDT 2010 Pre-Snapshot
Tue Sep 07 17:24:26 PDT 2010 Manual

Change
Not Applicable
Change
Not Applicable
Not Applicable

snmp
snmp
snmp
snmp
snmp

Search
Compare

Ve,
(SO

Report

Figure 87. Configuration Snapshots tab.

¥ Compare

Product 172265122 Product | 172265122
Date  [wed Jan 11 11:41:37 IST 2012 Date | Mon Jan 09 16:45:50 IST 2012
Change Navigator @ @: @ @, 3 changes Changed Inserted Deleted
(4 vlan 1234 name VLAN1234 22 a =
! 43 42 wvlan 1234 name VLAN1234
wlan 1 name DEFAULT-VLAN 44 43 ! )
] no untagged ethe 1/1 to 1/2 45 44 wvlan 1 name DEFAULT-VLAN -
= spanning-tree forward-delay 30 hello-time 10 max-age = 46| - | 45 no untagged ethe 1/1 to 1/2 o
l a7 46 !
48 ST
! 49 48 !
clock sunmer-time 50 49 clock suumer-time
clock timezone gmt GMT+05:30 51 50 clock timezone ¢gmt GMT+05:30
sntp server 10.10.10.10 52 51 sntp server 10.10.10.10
sntp server 127.0.0.1 53 52 sntp server 127.0.0.1
enable telnet authentication 54 53 enable telnet authentication
ogging host 172.26.1.160 - 55 54 logging host 172.26.1.56
logging host 172.26.1.173 56 55 logging host 172.26.1.196
username admin password 8 §1§XW3..U43$TJI240BOsWRrtNj? 57 56 logging host 172.26.1.216
—Jusername admin history §1§/23..HLS5$zS5JMBSMHCVF4hhNCQy 58 57 logging host 172.26.1.218 ]
¥ banner motd C 58| | S8 logging host 172.26.1.230 Bl
Kl 2] \ [«
| Eind: ) E| [7] Match Case [V] Repeats |
Events Associated with Differences
| !Qnun‘n Address ICaiegor\/ ‘Descripﬁon ‘Lasi Evert Server Time Message ID Relative Ti 1 Jser
] 172265122 Product Evert running-config was changed from snmp ... Mon Jan 09 16:48:48 IST 2012 2572
v 172261196 User Action Evert  Successfully restored the configuration ... Mon Jan 09 16:48:48 IST 2012 2572

Close | Help \

Figure 88. Configuration Compare Dialog with audit trail.
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When comparing snapshots, an audit trail panel called Events Associated with Differences shows the Master
Log events that occurred between the single product configurations selected.

Configuration Policy Management
Brocade Network Advisor supports compliance and policy monitoring of configuration changes.

Policy monitoring features include:

* A report that history users can explore
* Flexibility to specify dynamic targets

* Best-practice monitors for IP side

* Monitoring triggered based on events
* Reporting through e-mail

* Customizable policy for configuration compliance checks

Policy Monitor dialog can be launched from both the SAN and IP tabs. On either tab, a user can launch the
Policy Monitor dialog from the main menu: select Monitor > Policy Monitor.

&% Policy Monitor

Use this feature to monitor a variety of best practice policies on different groups of products

Monitors
Name Description ‘Mon‘rlor |Frequency Next Run Last Run Result lAcknowIeged ‘
Backup Check v Morthly  Wed Aug 07 17:40:00 Wed Jul 07 17:44:36 19 Passed [vi Add
Zoning Check AdHoc Test... [v] Mon Jul 05 00:02:21 8 Failed f 2 Unknown /9 Passed /3 Nf& [vi
Communications Check [v] Daily Wed Jul 05 00:00:00  Wed Jul 07 00:01:23 10 Passed /3 N/A& [v] Eciit
Profile Check [v] Daily ‘Wed Jul 08 00:00:00 Wed Jul 07 00:01:23 19 N/A& [v] Delet
Security Check [v] Daily Wed Jul 08 00:00:00  Wed Jul 07 00:01:23 2 Unknowvn £ 9 Passed /3 N/i& [vi e
Run
Report
History
Close Help

Figure 89. Policy Monitor dialog box.

The monitoring categories are:

Fabric Checks

2. Switch/Router Checks
3. Host Checks
4. Management Checks
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Name | | Description | |

Schedule [ Uise [<Not configured=

[ Fabric Checks | Switch /Router Checks | Host Checks | Management Checks |

Available Checks : Selected Checks
v iaurati 5
Check for SNHIPY3 (secure SNF) cor e El/ Check connection: at least 2 connections to neighboring
[ check for vLaN configurations match for each connection (IP only) switches (SAN only)
% Configuration Rules D El} Check for HTTPS (secure HTTP) configuration
[ testrue ‘ +4 Configuration Rules
B 44 Predefined Rules & testrue Copy

& Mo Interface Shutdown Rule

E’ . Details
Port Profile Interface Rule -
check [not configured. the testwill ail. [«]
Add |: Edt | Delete | [Matehes - Lines in any order =
I
Configuration Rule
vailable Switches /Routers Selected Switches / Routers
Group / Product Name: IP Address | Group / Product [Name IP Address
B “ Product Groups E B < Product Groups
B & System Product Groups @B Al SAN Switches Al SAN Switches
@ allFabrics All Fabrics @ P wired Products IPWired Products
2 Chassis Products Chassis Products > [

B Fixed Configuration Products Fixed Configuratio... —
@ Layer 2 Switch Products Layer 2 Switch Pr...

=B

@ Load Balancer Products Load Balancer Pr...

@& MPLS Licensed and ConfigureMPLS Licensed a...

@ Other Products Other Products 2
@ Router Products Router Products J
2 \Wireless Controllers Wireless Controlle... -
e

KT — K17

|
Cancel Help

Add Monitor [ X]

Name | [ |

Schedule  [_] Use [«Not configureds

|/ Fabric Checks I Switch / Router Checks } Host Checks | Management Checks |

Available Checks : Selected Checks

Check connections: redundant connections to neighboring Al
switches (SAN only)

Check for HTTPS (secure HTTP) configuration }

Check for product configuration to send events to this server

k[ &

Check for product configuration to send Upload Failure Data
Capture to an FTP server (SAN only)

Check for SSH (secure Telnet) configuration [ Details

Check for SNMPv3 (secure SNMP) configuration

[N O Ty

Check for YLAN configurations match for each connection (IP
only)

4 Configuration Rules
B Predefined Rules

& Mo Interface Shutdown Rule

[~ ; E
Part Profile Interface Rule.

o ] oo |

Available Switches / Routers Selected Switches / Routers

‘Group /Product |Name IP Address ‘Group /Product MName IP Address
@ Products
E 2 Product Groups
@& System Product Group
@ User-Defined Device G
B P Subnets

14
4

[« | » [« | »

Cancel Help

Figure 90. Add Monitor dialog — Switch/Router Checks tab.
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Predefined policy checks are defined for fabrics and VLAN configuration matches (IP only). You can set up
customized configuration rules. A configuration rule is a set of logical expressions constructed on the
combination of Blocks/Conditions that are run against the latest configuration of the device available in the
configuration repository.

Performance Monitoring and Management

Brocade Network Advisor enables IT organizations to monitor IP networks and fabrics on both a real-time and
historical basis. Brocade Network Advisor uses dashboards to reflect thresholds for both individual ports. This
allows users to address performance issues proactively, rapidly diagnose the underlying causes, and quickly
resolve the issues before the network becomes a bottleneck for critical applications. Furthermore, IT
organizations can use analytical and reporting features to study performance trends over time and make
changes to maximize asset utilization and plan for future capacity needs.
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Figure 91. Example IP Performance Dashboard.

Here are some performance monitoring and management capabilities:
¢ Historical and real-time performance data collection, monitoring, and graphical display; includes support for
both performance data (Tx/Rx) and error counters (CRC/sync loss errors, signal losses, and link failures)

* Top Talker Flow monitors at MAC, IP, and VM levels that determine data flows, which are the major users of
bandwidth

* Policy-based, user-defined performance threshold visibility via performance dashboards
* Easy navigation drill-down to topology and performance reporting for troubleshooting

* Multiple open instances of real-time performance monitoring supported by Brocade Network Advisor
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Adding Dashboard Monitors from Graphs

If the user has already defined historical or real-time charts for any products or port measures, those charts can be
created as time series monitors and displayed in the Dashboard.

¥ Historical Graphs / Tables

4
Show  Collectibles |¥ Graph Style Collectors o » | Data Monitoring || Collection Status Summary
in
Bl Collectibles > Options | ®) Graph () Table For Last30mins ¥ | Granularty Raw Data ¥ Publish
2 InputEtherPortUtiization <
Q ifoutErrors

Q ifinErrors 415
Q ifinDiscards

& Q ifoutDiscards
Q ifiCinOctets 05
B Q ifHCOutOctets

410

40.0
@ Q snAgGbDynMemutil.0
& snAgGbICpuUtiData.0 305
2 Sys Up Time in Seconds o
B 3 ActuaTemperature
5 FGS624P Router [10.24.62.209] [System Temperatur{ 385
@ 10.24.60.86 [System Temperature Collector] D 380

i Fastiron SX 300 Router [10.24.61.145] [System Tem
@ FGS548P Switch [10.24.60.85] [System Temperature
@ FESX648+2XG Router [10.24.62.79] [System Temper| — 370
B Ports Not in use
% Ping Packet Loss
Bl Ping Response Time (ms) 360
2 OutputEtherPortUtilization =5

375

© 385

May.814:35  May.814:40  May.814:45  May.81450  May.814:55  May.8 15¢
#- FGS624P Router [10.24.62.209] Actual Temperature ( ¢) -®- 10.24.60.86 ActualTemperature ( ¢)
FGSE48P Switch [10.24.60.85] ActualTemperature ( c)

Close | Help

Figure 92. Publishing from a real-time graph.

SNMP-Based Monitoring
Brocade Network Advisor allows users to monitor the performance of IP products through SNMP Polling:
* Generic and flexible collector framework for polling Management Information Base (MIB) objects
¢ Collection of single SNMP MIB or SNMP Expressions
¢ Historical and real-time data collection:
o User-defined historical collectors (1- to 30-minute interval)
o Pre-canned real-time collectors (20-second interval)
* Dynamic walking capability
* Retain historical data for up to two years

* Interactive charting capability and customizable reports and exporting capability (.csv or .png)
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SNMP Expression

Brocade Network Advisor ships with predefined expressions, but users can add, edit, duplicate, and delete
expressions.

Expres:
Expressions

Name 1 [

IfAllnPackets Total packets received on an interface Add
IfAllnUMBPackets Total packets received on an interface

IfAIOutPackets Total packets sent on an interface Edit
IfAIOutUMBPackets Total packets sent on an interface Duplicate
IfCombFDpixUtiization Percent of avaiiable bandwidth utiized on a ful-duplex interface by inbound *and* outbound tr.

IfGoodinOctets Total good octets (bytes) received on an interface Delete
1fGoodinPackets Total good packets received on an interface
1fGoodinUMBPackets Total good packets received on an interface
1fGoodOutPackets Total good packets sent on an interface
11Go0dOutUMBPackets Total good packets sent on an interface
IfHCAlnPackets Total packets received on an interface, using 64 bit counters ifHCinUcastPkts, ifHCInMutticast..
IfHCAIOutPackets Total packets transmitted on an interface, using 64 bit counters
IfHCCombFDpixUtiization Percent of avaiiable bandwidth utiized on a ful-duplex interface by inbound *and” outbound tr.
IfHCGoodinOctets Total good octets (bytes) received on an interface, using 64 bit counter ifHCInOctets
IfHCGoodinPackets Total good packets received on an interface, using 64 bit counters
IfHCGoodOutPackets Total good packets sent on an interface, using 64 bit counters ifHCOUtUcastPKts, ifHCOUtMuti
IfHCHDpIxUtiization Percent of avaiiable bandwidth utiized on a half-duplex interface, using 64 bit counters
IfHCIFDpixUtiization Percent of avaiiable bandwidth utiized on a fullduplex interface by inbound (received) traffic.
IfHCInOutOctets Total octets (bytes) sent and received on an interface, using 64 bit counters
IfHCInOutPackets Total number of packets received and transmitted on an interface, using 64 bit counters
IfHCInPackets Total number of packets received on an interface, using 64 bit counters
IfHCInPktPCtDiscards Percent of packets received on an interface which were discarded, using 64 bit counters ifH...
IfHCInPKtPCtErrors. Percent of packets received on an interface which had an error, using 64 bit counters iftiCin
IfHCInSerialPctDiscards Percent of bytes received on a serial interface which were discarded, using 64 bit counter if
IfHCInSerialPctErrors Percent of bytes received on a serial interface which had an error, using 64 bit counter ifHCL
IfHCOUtFDpixUtiization Percent of avaiiable bandwidth utiized on a full-duplex interface by outbound (transmitted) tra...
IfHCOutPackets Total number of packets transmitted on an interface, using 64 bit counters

IfCombFDpixUtiization Expression Detais

Expression  (((iflnOctets + ifOutOctets )78) / (ifSpeed * 2)) * 100

Close | Help

Figure 93. SNMP Expression dialog box.

Troubleshooting Drill-Down
Users can launch the historical performance dialog box from the dashboard widgets.

»¥ Historical Graphs / Tables

«
Dwa Cotecton | b | Data Wantorey [ Calbchn ke Sy
>
<

Gragh Ostens | “Shew m Das

® gmon Tt

Top Products CPU Usage 20X -
Product CPU Utilization Percentage

sw0 [10.2450.49) [ 1] R

sw0 [10.24.60.50] | I -

FGSB48P-STK Router [10.24.3... [ 14

FWS524 Switch [10.24.60.110} 9

FYI[172.26.24.14] | | 7

FWS524 Switch [10.24.60.106] W B R
DCM-FGS848P-206 [10.24.60.... [ 3 £
FGS824P Router [10.24.62.209] | 1

Fastiron SX 800 Router [10.24... | 1

fi-cx848shpoe-225-53.englab | 1

CER-2 [10.24.61.204] 0

Duration: Last 30 Min Refreshed: 11:11 AM

4m20 1000 o Jan 0110
Time

i 20 110 2460 49] WIB s ulsge D L ¥)

Figure 94. Drill-down action from Top N or Bottom N Monitor (IP).
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sFlow-Based Monitoring

sFlow-based performance dashboards are supported for IP, VLAN, MAC, and VM flows. Users can launch the
Monitor sFlow dialog box from the main menu: Monitor >Traffic Analysis > Monitor sFlow.

sFlow is used to capture traffic data in switched or routed networks. It uses sampling technology to collect
statistics from the devices. In sFlow Monitoring, Brocade Network Advisor collects sFlow data from the products
discovered through Brocade Network Advisor. It shows detailed user-traffic information, identifies top talkers and
in/out ports used by end devices, and performs traffic control on the in/out ports. Users can see the top
reports based on different L2/L3/L4 protocols. Users can see group-level and device-level reports, and they can
export the report data.

The Monitor sFlow dialog box displays products with their sFlow report availability. Users can select the product
or group and launch the report by clicking the View button.

+¥ Monitor sFlow @

Available Reports

Product Groups f Products ‘Report Available
“2 Products
B “2 Product Groups
B <2 System Product Groups Configure sFlow
@2 Chassis Products ot
< Fixed Configuration Prod
2 P wired Products
@2 Layer 2 Switch Products

View

B} @2 Load Balancer Products nnd
< SI-4G-SSL [10.24 62 T
il SI-ADX-4000 [10.24. ot
“2 MPLS Licensed and Cont
“2 Other Products
“2 Router Products
“2 User-Defined Device Groups

Close Help

Figure 95. Monitor sFlow dialog box.
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Top MAC Flows A20%
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Figure 96. Drilldown action to an sFlow report from a Top flow monitor.
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Management Plug-In for VMware vCenter

The management plug-in for VMware vCenter is a plug-in for a vCenter server that displays IP connectivity

information for managed ESX hosts and network port statistics in the vSphere client. The VMware vCenter plug-
in enables proactive IP monitoring in the following ways:

* Provides Brocade Network Advisor users with:

o Visibility into the virtual environment with VM, vSwitch, and vNetwork connectivity properties

o Enables VM flow proactive port monitoring

¥¥ 10.24.48.90 Properties

4

| Propedies | Adapter | VetusiMacrines | vNetwork | viletwork Connectivty |
Count

50068
Last Update Time Fri Apr 13 10:23:26 POT 2012
Storage UD Control Yes
ROM Sugported es

Drectory Herarchy _|Yes
Per Fie Thin Provisininig [Yes

New Virtusl Machine Test VM NVM_ft Samir Virual Machine ‘
IP Address. -
: i 0 buld-46951 0.0 bulkd-46951 Vhtware 159512 —
0S Type IMicrosoft Windows Server 2008 R2 (... Microsoft Windows AP Professional (... Microsoft Viindows Server 2003 Stan... Microsoft Windows P Professional (...
Status Storped Stopped Stopped Stopped
Time Started
VCPU Count 1 1 1 1
CPU Resou o Mz reserved, no maimum Imt O MHz reserved, o
VM Memory Size 4036 MB 25518 102418 256MB.
detastore! (1) Local Data Store Local Data Store: datastorel (1)
Datastore Location 710353 4BBSTTC2-... 6977¢2- £0710353-
Description
WNCs (0050 56A314E0 0050.56A3.140F 005055434002 0050.568 000F 005056487445
It x 178168 0Bytes 53608
Not-shared Storage [10.00GB 174568 08yles 50068
! 10.00.GA 174568 08ytes 50068 -
s (Wi | |
Detastors Count for the Selected 2
datastore1 (1) | Myost
» Detasore Name [datastoret (1) MyDSt
Cocain b710353.71 ded1e04a36bd
Status ot noemai
Tyoe WES IS
Total Capacty 25008 502508
Free Space 196368 33068
Provisined Storage (5,37 GB oBytes
Nt-shered Storage (500 GB) oBytes

Sun Jan 29 15:26:10 PST 2012
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ves
ves

[Tok | cancel | el

Figure 97. VM storage and datastore properties.

* Visibility into vCenter generates VM alarms and performance

% VM Troubleshooting @
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Close | Help

Figure 98. VM Troubleshooting — VM Performance tab.
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* Provides vCenter users with:

o Visibility into network inventory and IP performance statistics and events

Connectivity View

sl =llan

Figure 99. Connectivity View.

Brocade ADX Series Management

All IP management features discussed in the previous sections of this document are supported on the Brocade
ADX" Series. In addition to these IP management features, Brocade Network Advisor includes Application
Delivery management features specific to the Brocade ADX Series only. These features include:

* VIP Server Manager
* GSLB Manager
¢ SSL Certificate Manager

Users can launch Application Delivery management features from the main menu: Configure > Application
Delivery > VIP Server Manager/GSLB Manager/SSL Certificates.

VIP Server Manager

The VIP Server Manager provides the following features:

* Administrators can view mapping between virtual servers and real servers.
¢ Status, statistics, and monitoring capabilities are provided.

* Users can enable or disable real servers/ports and virtual servers/ports.

¥ VIP Server Manager @

View Virtual Server: Ports-=Real Server Ports ‘
VIP Servers
Virtual Servers / Virtual Server Ports / Real Server Ports & [Stalus Current Connections ||
=] 6 SI-ADX-144 [10.24 61.144] Up .
B 2, vst [192.168.101.101] Disabled Statistics
default Disabled 0 Enable
B G htp Disabled [
@9 r1 (10.24.634 20} http Enabled 0 Disable
Bl i SI-4DX-4000 [10.24 62.82] up
B &, viP3(199.10.10.100) Disabled
@ default Disabled ]
8l vt Disahledt 0
B 2, vip4 [198.10.10.100] Enabled
default Enabled 0
http Enabled o
2@ et vedranananaam Nalsta Dandine I |
Server Port Statistics
Product Name & Server IP Address |Server Port |Server Port Type ‘Cuvr Conn |Tcnal Conn |Peak Conn |Failed Time ]R)( Pkts |T)( Pkts ‘RX By
SI-ADX-4000 [10.24 62.82] 1991010100 htp VIRTUAL 0 NiA (A NiA &, Delete
SI-ADX-4000 [10.24.62.82] 198.10.10.100 default VIRTUAL o 1] o Ni&, & & A
SI-ADX-4000 [10.24 62.82] 199.10.10.100 default VIRTUAL o o o NiA &, A &
SI-ADX-4000 [10.24 62.82] 19881010100 htp VIRTUAL 0 0 0 NiA Y NiA &,
Subtotal 1] 0 0 0 1) 0 o
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Close Help [

Figure 100. VIP Server Manager dialog box.
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GSLB Manager
The GSLB Manager provides the following features:

¢ Users can efficiently manage policies, sites, and zones by defining them once and reusing them across
various controllers.

¢ Users can manage all of their GSLB configurations.

51
[ Policy Configuration || Site Configuration | Zone Configuration | Controller Configuration |

Policy Configuration

Name | Type |Creator
ample 1 | Global admin Add

Ediit
Duplicate ‘

Delete

Close Help

Figure 101. GSLB Manager dialog box.

SSL Certificate Manager
The SSL Certificate Manager provides the following features:

* Provides a centralized management of SSL certificates and keys for Brocade products that are SSL capable
(Brocade ADX Series).

¢ Allows users to back up certificates and keys by importing them from SSL-capable products.

* SSL certificates and keys in Brocade Network Advisor can be deployed to SSL-capable products.

* Provides the option to generate Certificate Signing Requests (CSRs) and to view detailed certificate
information, certificate expiry notification, and chaining support, and supports deletion of certificates from
the product.

7 551 Cartificate Manager

Cersticato View || Prodict View |
Cartitcates
Vokd Ceortricates 1 Coificotes Aboutto Expre 3 Expirod Certificates ©
Koy Start Dty Expration Cortifcate iz |ey Strengt.|Common N... Chain
Viea M 1412 et A 141262 . 010 Mo
Werkey Fri O3 164... S Aup 001640 274 024 Mo
iS00 164, Sun Aug 08 1640 773 00 L
WWevlKey  Sok Apr 1BO4.... Tue Apr 160400 1053 02 wow Bro... No
Kl D
Descroton
Demacer and Demakey. Key password is pass
Cettotes |[= Chwn | View | impot | Export | Deploy | SgregReqast | KeyPasswords
Add
(3 Cowe | Hep
Ougcate
T
Dokt

Figure 102. SSL Certificate Manager dialog box.
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APPENDIX

Brocade Network Advisor is available with flexible package and licensing options for a wide range of network
deployments and for future network expansion. The no-cost Brocade Network Advisor Professional offering is

included with any Brocade hardware purchase.

Brocade Network Advisor SAN Package Offerings

Features

SAN
Professional

SAN Professional Plus
(Licensed)

SAN Enterprise
(Licensed)

Max # of Fabrics

1

36

36

Type of Fabrics

Brocade FOS

Brocade FOS

Brocade FOS

Max # of Ports

1,000

2,560

9,000 (Brocade FOS)

4, 8, & 16 Gbps Switches

Brocade 8000/FCOE10-24

Brocade 7800/FX8-24

Brocade 48000 Director

Brocade DCX-4S Backbone

HBA Management

Virtualization Support

Encryption (BES/FS8-18)

Real-Time Performance

Historical Performance

DBMS (ODBC & JDBC)

Partner Software
Integration

X | X | X ||| ||| |=|=|=

B I e e I [ [ I [ [ [

RBAC

Call Home Support

Brocade DCX Backbone

FICON

X [ X | X | X

X | X | < | =

B I [ . e R [ B I I [ ] [ [ [

\/ Fully supported

X Not supported
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Brocade Network Advisor IP Package Offerings

Features

IP Professional

IP Enterprise
(Licensed Configurable)

Max # of Devices

20

5,000

Max # of Ports

1,000

250,000

Max # of MPLS

5,000

Dashboard

v

Discovery of IP Products

Topology Manager

S

Fault Management

Change Manager

Performance Manager

Reports

Configuration Manager

MPLS Manager

Traffic Analyzer

MLX Manager

ADP Manager

Third-Party Device Support

Call Home Support

Administration/RBAC

XX | X | X|X|X|Xx

S N N R N N ) ) ) .

\/ Fully supported
Partial support

X  Not supported

Upgrade Paths

In addition to supporting Brocade Network Advisor version upgrades, Brocade Network Advisor provides a non-
disruptive path and functional continuity for organizations that are upgrading from Brocade IronView Network
Manager (INM) or Brocade Data Center Fabric Manager (DCFM).

Refer to one of the following migration briefs for complete details on supported upgrade paths and migration

options:

* Migrating from Brocade Data Center Fabric Manager to Brocade Network Advisor

* Migrating from Brocade IronView Network Manager to Brocade Network Advisor

System Requirements

Brocade Network Advisor software and documentation are available via download. The software may run on
the following operating systems on a supported host system. For details about the required host systems,
consult the Brocade Network Advisor Installation Guide.
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Table 3. Supported Server OS and Supported Packages in Each OS

PROFESSIONAL PROFESSIONAL PLUS /

EDITION ENTERPRISE EDITION
OPERATING SYSTEM (64-bit) /
SUPPORT SAN | IP SAN+IP | SAN | IP SAN+IP SMIA ONLY
Windows Server 2003 Std SP2 Yes | Yes No Yes Yes No Yes
Windows 2008 Std Yes | Yes No Yes Yes No Yes
Windows XP Pro SP3 Yes | Yes No Yes Yes No Yes
Windows 7 Professional Yes | Yes No Yes Yes No Yes
RedHat Enterprise Linux 6.1 Adv Yes | Yes Yes Yes Yes Yes Yes
SUSE Linux Enterprise Server 11 Yes | Yes Yes Yes Yes Yes Yes
Oracle Enterprise Linux 6.1 Yes | Yes Yes Yes Yes Yes Yes

PROFESSIONAL PROFESSIONAL PLUS /

EDITION ENTERPRISE EDITION
OPERATING SYSTEM (64-bit) /
SUPPORT SAN | IP SAN+IP | SAN | IP SAN+IP SMIA ONLY
Windows Server 2008 R2 DC, SE,
and EE Yes | Yes Yes Yes Yes Yes Yes
RedHat Enterprise Linux 6.1 Adv Yes | Yes Yes Yes Yes Yes Yes

How to Obtain Brocade Network Advisor

Visit the Brocade Network Management Software page for software information and downloads:
www.brocade.com/management

* The no-cost Brocade Network Advisor Professional offering is included with any Brocade hardware purchase.
You can download it from www.brocade.com/management.

* Users can upgrade from a Professional offering by adding a new license key. Users can upgrade from
SAN Professional to SAN Professional Plus or SAN Enterprise, or users can upgrade from IP Professional
to IP Enterprise.

Maximizing Investments

To help optimize technology investments, Brocade and its partners offer complete solutions that include
education, support, and services. For more information, contact a Brocade sales partner or visit
http://www.brocade.com.
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Notice: This document is for informational purposes only and does not set forth any warranty, expressed or implied, concerning
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to this document at any time, without notice, and assumes no responsibility for its use. This informational document describes

features that may not be currently available. Contact a Brocade sales office for information on feature and product availability.

Export of technical data contained in this document may require an export license from the United States government.
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